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“In	the	future,	intelligence	services	might	use	the	IoT	for	iden8fica8on,	
surveillance,	monitoring,	loca8on	tracking,	and	targe8ng	for	recruitment,	or	to	

gain	access	to	networks	or	user	creden8als”	
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IoT	Security	Focus	

Most	IoT	security	solu8ons	focus	is	on	perimeter	
and	channel	protec8on	

–  Provide	secrecy	of	the	message,	but	does	not	
protect	the	privacy	of	the	par8cipants	

–  An	observer	with	a	radio	can	track	movement	
of	individuals	and	repeat	visitors	

–  Authen8ca8ng	agent	knows	full	details	of	all	
par8es	in	the	transac8on	
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Privacy-Preserving	Authen8ca8on	
•  Ability	to	prove	aRributes	of	your	iden8ty	without	disclosing	

full	details	

•  Ability	to	engage	in	mul8ple	transac8ons	without	linking	
them	to	a	single	user 		

Trust	me,	I	
am	a	member	
of	this	club	

Is	this	one	person	
showing	up	3	8mes,	

or	3	different	
individuals?	
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Exis8ng	Algorithms	
•  Significant	research	into	privacy-preserving	authen8ca8on	

and	anonymous	rights	management	
–  Idemix	(IBM)	–	Zero-Knowledge	Proofs	
–  U-Prove	(Microso])	–	Blind	Signatures	
	

•  Most	schemes	are	based	on	novel	cryptographic	techniques	
•  Hardware	and	infrastructure	development	is	in	early	stages	
•  Few	solu8ons	support	realis8c	solu8ons	for	braches	and	

“misbehavior”	detec8on	or	CRL	distribu8on	
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V2X	Technology	for	Collision	Avoidance	

•  Poten8al	for	an	80%	reduc8on	in	non-alcohol	related	collisions		
hRp://www.safercar.gov/sta8cfiles/safercar/v2v/V2V_Fact_Sheet_101414_v2a.pdf	
•  Augment	exis8ng	Advanced	Driver	Assistance	Systems	(ADAS)	technology	
•  Improve	interoperability	between	human	drivers	and	autonomous	vehicles	
•  Enable	advanced	infrastructure	and	emergency	management	solu8ons		
•  Privacy	is	a	cri8cal	design	requirement	

2014	Crash	Data	
─  6	million	reported	vehicle	crashes	
─  2.3	million	injuries	
─  32,675	fatali8es	

From	“2014	Motor	Vehicle	Crashes:	Overview”	
hRp://www-nrd.nhtsa.dot.gov/Pubs/812246.pdf	
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V2V	Safety	Applica8on	

Each	Car:	
•  Stores	3	Years	of	
cer8ficates	

•  Uses	batch	of	20	
certs	/	week	

•  Switches	current	cert	
every	5	min	

•  CRLs	and	Cert	lists	are	
broadcast	and	sent	P2P	

•  Any	car	can	upload	
misbehavior	reports	

Basic	Safety	Message	(BSM)	
•  Vehicle	posi8on	and	velocity	vector	
•  Steering	angle,	throRle	and	brake	status	
•  Vehicle	size	and	bumper	height		
•  Broadcast	10	8mes	/	second	
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V2V	System	Proper8es	
Unique	Proper8es:	

–  Scales	up	to	17M	new	vehicles	per	year,	total	popula8on	of	~260M	vehicles	
–  Pseudonym	Cer8ficates	–	batches	of	20	per	week,	change	every	5	minutes	
–  Peer-to-peer	authen8ca8on	of	messages	
–  Efficient	cer8ficate	distribu8on	
–  Support	for	misbehavior	inves8ga8on	and	CRL	distribu8on	

SCMS	Design	Elements:	
–  Relies	on	mature	algorithms	(ECC,	AES,	SHA-256)	
–  Distributed	Mul8-Vendor	Support	
–  No	single	back-end	component	can	break	privacy	
–  High-performance,	low-cost	chipsets		
–  CRL	and	Blacklist	management	
–  Designed	to	work	with	intermiRent	network	access	
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Security	
Creden8al	
Management	
System	

Vehicle-to-Vehicle	Communica-ons:	
Readiness	of	V2V	Technology	for	
Applica-on	

hRp://www.nhtsa.gov/sta8cfiles/
rulemaking/pdf/V2V/Readiness-of-V2V-
Technology-for-Applica8on-812014.pdf	
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ECQV	Implicit	Cer8ficates	
Public		
Key	

Meta	
Data	

Digital	
Signature	

Reconstruc8on	
Data	

Meta	
Data	

Message	 Digital	
Signature	

Digital	
Signature	

Typical	digital	cer8ficate	has	3	parts:	~150	Bytes	
CA	Public	

Key	

User	must	know:	

Message	

CA	Public	
Key	

Implicit	cer8ficate	is	much	smaller:	~90	Bytes	

Public		
Key	

Reconstruc8on	
Func8on	

Valida8ng	the	message	
also	validates	Meta	Data	

Full	details	at:	hRps://en.wikipedia.org/wiki/Implicit_cer8ficate	
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Typical	Cer8ficate	Request/Response	

User	 CA	

IDu,	αG	

CERTu,	r	

Single	Request	

Single	Reply	
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BuRerfly	Key	Expansion	

User	 CA	

IDu,	αG+f(i)G	

CERTui,	ri	

RA	

IDu,	αG,	f(i)	

[CERTui],	[ri]	

Single	Request	

Single	Reply	(batch)	

Mul8ple	Requests	

Mul8ple	Replies	

f(i)	is	an	Expansion	Func8on	
“A	Security	Creden8al	Management	System	for	V2V	Communica8ons”,	IEEE	Xplore	
						Whyte,	Weimerskirch,	Kumar,	Hehn		
hRp://www.chesworkshop.org/ches2014/presenta8ons/CHES_2014_Invited.pdf	
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Pseudonym	Cer8ficates	

User	 PCA	

PLV1ui,	PLV2ui,	αG+f(i)G	

CERTui,	ri	

RA	

IDu,	αG,	f(i)	

[CERTui],	[ri]	

Single	Request	 Mul8ple	Requests	

LA1	 LA2	

PLV1=AESLS1u,i(0)	
Contains:	

LV	=	PLV1ui	+	PLV2ui	

LSxu,i+1=	HASH(LSxu,i)	

PLV1=AESLS2u,i(0)	
To	revoke	all	future	

cer8ficates	for	U,	publish	
Linkage	Seeds	LS1	and	

LS2	on	the	CRL	

LS2u	LS1u	
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Cer8ficate	Issuance	

LOP	

RA	

LA1	

PCA	

Loca8on	
Obscurer	
Proxy	

Registra8on	
Authority	

Pseudonym	
Cer8ficate	
Authority	

Linkage	
Authority	

•  LOP	removes	any	informa8on	about	the	vehicle	
network	connec8on	that	might	give	away	loca8on	

•  RA	Validates	that	each	vehicle	has	a	valid	enrollment	cert	
•  RA	breaks	apart	the	batch	request,	mixes	CSRs	from	
mul8ple	cars	

•  Vehicles	request	a	batch	of	pseudonym	cer8ficates	
(3120	for	ini8al	batch)		

•  PCA	signs	and	encrypts	individual	pseudonym	certs	
•  Cer8ficate	includes	encrypted	LV			

•  Linkage	Authori8es	provide	an	encrypted	Pre-Linkage	
Value	(PLV)	that	can	link	back	to	the	iden8ty	of	the	vehicle		
(for	revoca8on)		

LA2	

Network	
Address	
Only	

Iden8ty	
Only		

Linkage	
Seed	Only	

Cer8ficate	
Content	
Only	

Component	
Knows	

OBU	
On	
Board	
Unit	
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Misbehavior	Detec8on	and	Revoca8on	

OBU	 OBU	

OBU	
OBU	

Misbehavior	
Authority	 CRL	

PCA	RA	
Black	
List	 LA1	 LA2	

Vehicles	submit	encrypted	
misbehavior	reports	

All	vehicles	must	acquire	the	
latest	CRL	–	download	or	P2P	

•  Black-listed	OBUs	can	not	get	
new	pseudonym	cer8ficates	

•  Exis8ng	pseudonym	certs	can	
be	put	on	the	CRL	as	a	group	
by	publishing	the	LV	
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Use	Case:	Opt-In	Sensor	Networks	
•  Opt-in	sensor	networks	with	trusted	but	anonymous	par8cipants	

–  Use	any	personal	device	to	report	“local”	metrics	
–  Collect	“trusted”,	anonymous	data	
–  Commercial	fleet	operators	may	choose	to	par8cipate	if	the	network	

does	not	disclose	their	logis8cs		
–  No	need	to	post-process	to	“anonymize”	data,	no	threat	of	server	

divulging	iden8ty	
•  Enable	anonymous	access	to	local	data	

–  Authorized	users	can	request	access	to	restricted	content	without	
divulging	their	iden8ty	
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Example:	Smart	City	Integra8on	

•  Ci8es	will	not	own	all	sensors	
•  Need	support	from	commercial	

and	private	opt-in	par8cipants	
•  Ci8zens	will	want	anonymous	

access	to	data	and	services	
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Use	Case:	Membership	Valida8on	
•  Pseudonym	cer8ficates	can	have	proper8es	that	validate	

membership	in	a	group	
–  Requires	a	large	group	such	that	membership	does	not	remove	

anonymity	
–  Repeat	visits	by	the	same	individual	can	not	be	tracked	by	the	access	

control	authority	
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SCMS	Applica8on	Parameters	
Metric	 V2V	Value	 Notes	

i-Period	 1	week	 Life	span	for	one	batch	of	cer8ficates	

Batch	Size	 20	cer8ficates	 Number	of	simultaneously	valid	pseudonym	
cer8ficates	

In-Use	Period	 5	minutes	 Each	pseudonym	cer8ficates	is	only	used	for	
5	minute	intervals	

Validity	Model	 Concurrent	 Batch	cer8ficates	can	be	sequen8al	or	or	
concurrent	

Connec8vity	
Model	

IntermiRent	 The	SCMS	assumes	intermiRent	network	
access	for	all	cars,	alterna8ve	systems	may	
assume	reliable	connec8vity	

Vehicle-to-Vehicle	Communica-ons:	Readiness	of	V2V	Technology	for	Applica-on		
hRp://www.nhtsa.gov/sta8cfiles/rulemaking/pdf/V2V/Readiness-of-V2V-Technology-for-Applica8on-812014.pdf	
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Challenges	to	Adop8ng	SCMS	for	IoT	
•  DSRC	(802.11p)	is	licensed	specifically	for	V2X	applica8ons	

–  Alterna8ve	implementa8ons	must	choose	a	communica8ons	channel	
suitable	to	the	applica8on	

–  Poten8al	Op8ons:	
•  Bluetooth	LE	in	“Adver8sing”	mode		
•  UDP	broadcast	packets	over	an	“open”	IP	network	

•  SCMS	back-end	system	is	complex	and	regulated	
–  Non-vehicle	applica8ons	will	require	an	independent	instance	
–  Groups	of	applica8ons	will	require	an	independent	SCMS	Manager	
–  One	SCMS	Manager	can	authorize	independent	ICAs	

•  IP	Protec8on	
–  Some	techniques	may	require	licensing	for	non-safety	applica8ons	
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Conclusion	
•  SCMS	is	an	instance	of	an	anonymous	authen8ca8on	solu8on,	

specifically	designed	for	V2X	
•  The	system	has	proper8es	that	may	be	valuable	for	non-

vehicle	applica8ons	
–  Efficient	pseudonym	cer8ficates	
–  Scalable	back-end	infrastructure	
–  Misbehavior	detec8on	and	revoca8on	
–  Investments	in	specialized	chipsets	and	APIs	

•  One	independent	SCMS	manager	could	support	a	variety	of	
anonymous	authen8ca8on	solu8ons	


