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GB/T 32915 B EEHEAR SM2 HEMKBAHABBEEEYZT R 5 ML

—% 1 ‘B‘MJ‘:,E‘M;

— R 2 BFELBEY;

—% 3 ¥ - BFHZTHBRDI

—F AW - DNAMERE;

—F 5 W . B2HE L.

A4k GB/T 32918 Hy4% 3 ¥4,

A4 GB/T 1.1—2009 B H I NEE.

AFo4HERELDERRBRE.

FHFrmeERFERLRELEAZTR S (SAC/TC 2600 HA,

WA BRELN R EAEERAEERAFA  PEARBEEGRIBRE FENERBES
BERPHRBEEDL. ,
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T

HAEBHRETHMEERNT .

N.Koblitz 1 V.Miller 7€ 1985 SEZ H I T b R BB HEMEN AT AHAEBRE. HEHAES

—& FR I b5 (R o £ A SUBOB S T MR PR A e e, HEL B 5 B AR A 5
——RUUTH RBIRERE T RFFIBH , W B i R 25 B R— B R

EZERBEF, CAEF{EASERREFHENNTHRIFEEMRTHTRRE. ¥ F—EHE

B2 BB E R, HRT R ARSI AR AERNRB L. SRESEEEEA RS _EEExd

BB A R B O B R B EE AR, R, EHARLBEEERT, BEHS %
BREMAHEBRENEAAEE/NMIZ,

/{1 ] S

SM2 RERFBEHRARBEIFR LM REBERRE, GB/T 32918 WEEHIF
B R AR R,

——GB/T 32918.1 & X IR T SM2 HEIMEEBEENHAB S EEEEM MR, FERT
——GB/T 32918.2 R T —FETHHE AN E LR E, I SM2 BEL2H %,
——GB/T 32918.3 #iR T — R 2 T 1% 8] il 28 A9 55 A 38 B tp 8L, B SM2 Br4AAS B ik,
——GB/T 32918.4 #iR T —Fr B T H5 B Bh & 10

GB/T 32905—2016 % X f) SM3 B A H %,
HIRBILE R

AU B SM2 h S vk, B S B
——GB/T 32918.5 % th T SM2 0k (0 FA 60 1 B0 i RS 0, LA S P 4 B AR 8 MU 47 SM2 58 8
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ERZeHER SM2HEHLAH
ZWHEZE £ 3B - FAZHRPY

1 JBHE

GB/T 32918 IAMAME T SM2 R MR AAEBH RN EAZRB FHHTEARKRS
56 U 7R 1] S O AR LB R

ARAEATHASBNAPNEAXSR, THEEFIT 2 RWKRTEZREBEELE, T
FARB — e X7 SRR E I Z R EH (SERRD

2 MBS AXH

TS FASCE RN AR BARR R, LR B K5 A, (U B HNRAERTAX
. LEARE B S5 A, KEFRA (BEIE RN ERTAXH.

GB/T 32918.1—2016 fEEREZLEAR SM2HEMEAAFBEE £1HL 50

GB/T 32905—2016 f5R&EE&HE AR SM3BHABEHEE

3 REFMEX

TFIARERE SGERTAH.
3.1
MAZBHELHMBIA  key confirmation from A to B
FRPBRER, AREREHEEANRIE.
3.2
FATREHRS  key derivation function
B EATEEREMIFSBAENEBSE, FE -1 RS M REREEHIRE.
3.3
#Z#7FH initiator
E— TN EI BT RERERREENAL.
3.4
MR % responder
E—AHNBREIBPRAREEZREREHREENWAF.
3.5
AP BI4RIA  distinguishing identifier
B DA R AR — K SR ER.

4 FSTEME

TR/ EEHATAIE
A,B FRANIEBREZHPWIMHI.
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da FFP ABRHE.
ds FAF BEIRAE.
E(F) F, FEABMKE QFA6ESAEXFER OHRNES.
F, & q ATENAERE.
G M R — AL R R,
Hash () HBHEERE,
H,() BAREKREN o RENERAEEE,
h ABETF h=4#EF)/n, K% n REAGC WH.
ID,,IDs F3f* A RIS B AT HBIERR.
K, Ka, Ky S8 00 %,
KDF() #HHERERHK.
modn M n BE. #HM,23 mod 7=2,
n HEEGHHG0BESHEFONERT).
O MBI b IR — SRR TR TE57 T R R A, 2 4 B 2 T 2 T 1 A1 T
P, FPABAY.
Py B BHIAH.
g BREF, PTENEE.
a, b F, FRITE,EfIeX F, E¥— %%@%%E
ra EHIRBORAS A PERISRTEYIE,
rs BYIRHBAEAS BREAMGEESE, |
zly xﬁy%ﬂggvhnymu%wﬁ$$$%$o
Zyn E:FHEP ARTHIFEEAME MR RASHAFES A AFNZEMHE,
Zs X(FRP BHTHRIGR BAMEHMRRESRAAS B AFMAEM.
$E(F,) E(F) FAORE BRAIMEAMSE EF)HH,
[%]P %@%%LﬁP%k%ﬁﬁm&P=B+P;T+Rk%E¥ﬁo
: k
[z, 3] AFRETF z BATFRET y WBERHES,
[z TR, AFRET » 0B/ &K, Hm.[71=7,/8.3]1=9,
lz] REB.NFRETF z WEKEEK. Hiw, (7]=7,18.3]=8,
& WABBMELESEE.

5 HESNEHBEYN

51 &R

FHALBRBPRLERNH A BEAIREKEBIEE A& ANRAMN T HAHREE— R
FMMERREES . IMAZHNREFEFEFAERINREBEES . REAXRBIESEA
TEAEEMBDAE.

52 WEHKRRZSH

WEHMEZRESRUEARE F, K q(E o=2" i, RERTEEZRENIRRMALET
R EXHEML E(FOMBTRBEUMANATE a bEFGEWF) FHESR G="(x¢, y¢) (GFO),Hrh
zc Myc B F, FBANILE ;G B n REMTTHETW » HREFR .
WilE i 22 RESH B HRIEN TS GB/T 32918.1—2016 45 5 EAIHME .
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53 ARETHX

AP AMFEAXMGERRA d AIAH Pa=[drlG=(za,y2) AP BREHAXM GFEEARY ds
%ﬂ/A\% PB=EdB]G=(IB’yB)o
RAPEHAMBERBEESAHRIEERNFE GB/T 32918.1—2016 55 6 EMHE .

5.4 HWEHAH
5.4.1 #Rid

EARSMEZHHEHETAZRBR D BRERME RN FRREEE, BHRERK S
PR AR . XEZRMERANRBEEENEATRB IR 2HE.

542 BWREREE
FWOoMECHERTBEERMENEBRBELE, I SM3 FBHAEH .,
543 THIREEY

FHRERBAEABRN - T ENBELFEPRELFHARE. EFHPRHIB Y, BHEK
AERBEAEERR BT REZENRERFR L NP EEFFENSE BRSSP MERTOESA
BiE .

FHREBUFERATBRERLE.

BEBEEREENH, O, HEHEKERN « LIFOREHE,

FHIRE BB KDF(Z, klen):

BA KRR Z, B klen[ RRERBHEABEOLERE, ZERZENTFC*—Do].

WM KERN klen HEABRERLFRK,

a) WL —A 32 R R A H 3RS 2 =0x00000001;

b) St i M 1B klen/v 14T :

1) HH Ha.=H,(Z | ct);
2) cttt,;
o) # klen/v BB, % Hal[ums]=Halums] s
B Ha[ums) N Haf s ] I B (Rlen — (v XL klen/v D) LoAF;
d) 4 K=Ha, “ Ha, ” ” Ha]'um/ﬂ—x | Ha !fumh] °

5.4.4 BEMIMZ &R
FWAoREEREREBERRAUEREIIER LS.
55 RARAMER

R ARBKERN entlen, WIS AT B FIRE ID A, i ENTL A 2 H B entlen o 75 8 T B K B4
FVW P BREEKEN entlens WEFR T B HIARIN IDs, 38 ENTL s 2 th 3 3 entlen s ¥ T L B 4
FV . ERBSAENTE MR FALRDUD, S EEADEN ABI T REFEAEERBEER
BREF ARZREE Z MEAP BIYZEE Zs. % GB/T 32918.1—2016 H1 4.2.5 1 4.2.6 & H B H 3%,
byl Hﬁ%ﬁﬂ%ﬁ a.b.G H A ER e \yc;%ﬂ Pa H‘Jﬁéﬁ“ TAYA B@ﬁt%?@ﬁ%ﬁ&ﬁ HEr#,Za=Hs
(ENTLA | IDs a8l z6 | yo || za | ya) ;3% GB/T 32918.1—2016 H 4.2.5 F 4.2.6 A HH T,
%%@Hﬂ%ﬁﬁ%ﬁa\b\G E‘Jﬁéﬁ xG\yGﬂ PBE(JQK‘.E:\’ ZB~YB %ﬁ%%ﬂ%ﬁﬂg tt%% yZp= sts
(ENTLgs || IDg la |6 || z | yc Il zs || y8).
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6 BWAZKBUARRRE

6.1

4

TR BN

BHA AMBHRKBEHARBEOREN klen W8 A ARREN AP BAWRNT .
AP AMBIFATREHEBRNES NLANTEELR:

it w=[ (log.(n)1/2)1—1,

R A

A,
A,
A,

JSHEEMUB R BRI ra€ 1, n—1];
THHEMEAMRSR Ra= [ra]G=(z,, ¥1)3
K RAKEH/AP B;

R B:

B,
B,
B,

B,

Bs

Bs

B,
By

BQ:

SHENBR ER RN rs€[1, n—1];
GTEHEMAR SR Re= [r:]G=(z,, ¥2)s;
‘M ReFBUH I IGE x., 3 GB/T 32918.1—2016 # 4.2.8 M HF R -, M EIE R BB A

%ﬂ’ﬁ‘ﬁ 52=2w+(xz&-(2w_1));

:ﬁ-ﬁ tB=(d3+zz . Y'B) modn;
R R EBFHEMEME TR, EFHENDERBG BMMN RaABREBTE z., %

GB/T 32918.1—2016 §9 4.2.8 AT ER . WEIBELREHR IBH,HE 2z, =2"+ (£, &
@2¥—1));

AR MER V=[h * t3J(Pa+[z:JRD=C(zv,yv), &V BEFEL, N BHHRY:E

M4 GB/T 32918.1—2016 H 4.2.6 1 4.2.5 M BT EW =v .y BIE S BIH By L AE S

H‘g Kg=KDF (zy ” Vv “ Za ” Zws klen);
s GETD#E GB/T 32918.1—2016 1 4.2.6 F1 4.2.5 B H W RABAER x1 .y, 1 Re 4R

22y M IER BB LA LIFB I Ss=Hash(0x02 || yv || Hash(zy || Zo Il Zs | 1 || 1 |l
Xz ” yz));
B Re GET S BRBHF A;

MR A:

A,

As

A,

Aq

Aq
A,

M RAFBUHEITE 2, ,#% GB/T 32918.1—2016 H1 4.2.8 AT R =, WEIB LR LR K

%ﬁ,i‘l‘ﬁ ;1=2w+(l‘1&(2w—1));

HE ta=(das+z, * 74) modn;
BIEREEWEMHEMHR T B, ZALAMENDRAERB: EUMN Re PERHERITE x,, %

GB/T 32918.1—2016 1 4.2.8 A HWHTEW 2, IBIER BB IEE . HE z, =2+ (2. &
2 —1);

THHEMEMEAU=[h + t4](Pet[z: IR =(zv,yu), & U BTIFES, N A HDERY:E

W#& GB/T 32918.1—2016 1 4.2.6 1 4.2.5 {HE BT EWR zv yo BIERBE B NS,

ﬁ'g Ks=KDF (zy ” Yu ” Za ” Zy, klen);
: (GETO# GB/T 32918.1-—2016 &7 4.2.6 1 4.2.5 A H BB RABARIR £, .y, Fl Re BB 4R

oy B R BB RSB, THH S:=Hash (0x02 || yu | Hash(zy | Za Il Zs || z1 || 31 ||
z | 3220, 3B Si =S RBEBAL,, HEEXRBLUMN B B A BEHBINRIG

A]o:(ﬁlﬁ)ﬂ'ﬁ SAzHaSh (0XO3 ” Yu ” Hash(xu ” ZA || ZB ” X ” ¥y ” X ” yz)),#’lﬁ SAZ‘?%
LHFP B,
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AF B:
Blo:(iﬁﬁﬁ)ﬂ'% S.=Hash (0x03 ” Yv “ Hash (IV ” ZA “ ZB ” 1 ” Y1 ” I “ yz))v%&ﬁ S,=
SARBR,HERABRSMM A B BHEAHAKRY.
S MR ZA Zo AR AM BRI MAEE. W ERFEER - BN EREE. FHZBRDPULIBRNTH
ZREF A,
6.2 EHRXHRBHBWEKE

FAXBHNARELAE 1.

Ri2J5F P ARIRGRR w5 P B I B R
(HE MR RABH A Zov das Pas Po) (HARBRESHZ, Zos dos Pos Fa)
l !
1. PRI, 1] B1p: PEHEE L, -]
w2 HHR=[IG=(x, ) #ap: HHR=I1G=(x, p)
B/ BRAREARFB Bk Blx=2+ (& (2*-1))

Hap: = (dyt%, rs) modr

RARTWRHRHE?

5 = (datx, ra) modn
#/EE: x4+ (o & (27-1)

RaRE R MR
e MRS

e =2 (& (2-1) V=[hta] (Put I 1R = Ges, 1)

B HEHE SR
U=[h1,] (Pp+ [Ez] Ry) = Cep yu) a B
2 @ &

!

Bap. Bx=2+(&(@2-1)

E §7ﬂ3= ﬁ’ﬁKB:KDF(XV”,VVH ZA” Zs, klen)
e (BRID
#85: HEKEKDF (ol yoll Zull 2o, klen) | Su=Hash (00211 yi|| Hash Coll Zall Zoll 2, Hly, Nl 242
mog. (GEID HHE B|op: #R, (BIS:) RELAFA
S=Hash(0x021| yy|| Hash Cey || ZA | Za x| |l x5 32))

i

= #B10%: GETD
¢ S;=Hash (0x03 || yi || Hash Gl Zu M Zo | x, 1y el 20 )

2
&
#1ok: GEID HE
Sa=Hash (0x03 || yy || Hash el Zall Zall 2 vy L xz 1 32)) o
HESRESHIB ’E
MAZBRIE AT RTS
AthE R B E R B
I___1 l —
PRI

E 1 FHTHRHPUER
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Mt = A
(H BB R
BHXGREWIE RS

Al &R

Mt A GB/T 32905—2016 AHMEBABRREE HEARKEPT2HHEB LS, Wl
REKER 256 LWAFHAREE,ICH Huss (O,

AME R, A A 16 BERIRRNE ED B AL AR IR,

BREP AKSHE ALICEI23@YAHOO.COM, H GB/T1988 %MBiC ID,:414C 49434531
32334059 41484F4F 2E434F4D, ENTL ,=0090,

WP B 8 54 £ BILL456 @ YAHOO.COM, H GB/T1988 812 IDy:42 494C4C34
35364059 41484F4F 2E434F4D, ENTLz=0088,

A2 F, b#E KB AZT RV

WEMEZ TR Ay =z tazx+b

w81 F,-256

HH p.8542D69E  4C044F18 E8B92435 BF6FF7DE 45728391 5C45517D 722EDB8B 08F1DFC3
¥ a.787968B4 FA32C3FD 2417842E 73BBFEFF 2F3C848B 6831D7E0 EC65228B 3937E498
AR b:63E4C6D3 B23B0C84 9CF84241 484BFE48 F61D59A5 B16BAOGE 6E12DIDA  27CS5249A
KETF h1

HE G=C(zc,ye), XHiEH n.

4% 25 :421DEBD6 1B62EAB6 746434EB C3CC315E 32220B3B  ADDSOBDC 4C4E6C14 7FEDD43D
MR v6:0680512B CBB42C07 D47349D2 153B70C4 ESD7FDFC BFA36EA1  A85841B9 E46E09A2
Br n.8542D69E 4C044F18 E8B92435 BF6FF7DD 29772063 0485628D S5AE74EE7 C32E79B7

B AMFY da:6FCBA2EF 9AE0ABY0 2BC3BDE3 FF915D44 BA4CC78F 88E2FS8E7 F8996D3B
8CCEEDEE

AP ANAYE Pa=(za,y4):

MR 24 :3099093B F3C137D8 FCBBCDF4 A2AES0F3 BOF216C3 122D7942 5FE03A45 DBFE1655
4% ya:3DF79ESD ACICFOEC BAA2F2B4 9D51A4B3 87F2EFAF 48233908 6A27A8E0 S5BAEDYSB
AP BH#4 ds:5E35D7D3  F3C54DBA  C72E6181 9E730B01 9A84208C A3A35E4C 2E353DFC
CB2A3B53

}ﬁF‘ BB(J/L\\%PB:(IBLVB):

M ER z5:245493D4  46C38DSC  COF11837 4690E7DF  633A8A4B FB3329B5 ECE604B2 B4F37F43
R y5:53C0869F 4B9E1777 3DEGSFEC 45E14904 EODEA45B F6CECF99 18C85EA0 47C60A4C
BB Za=H e (ENTLA | IDa la 16 1l za | ye l za [l 4D

ZA:E4DIDOC3 CA4C7F11 BCS8FF8CB 3F4C02A7 8F108FA0 98ES51A66 8487240F 75E20F31
REME Zs=Hye(ENTLs | IDs lla 1 6 | z6 | yo |l z5 || 8).

Z5:6B4B6DOE 276691BD 4A11BF72 F4FB501A E309FDAC B72FA6CC 336E6656 119ABD67
BHAZTHR A ~A; TRAMNHXME:

FEE RIS ra :83A2C9C8  BYSESAF7 0BD480B4 72409A9A 327257F1 EBB73F5B 073354B2 48668563
6
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HHEBEMEZSR Ra=[ralG=C(z1,y:):

A FR z,:6CB56338 16F4DD56 OBIDEC45 8310CBCC 6856C095 05324A6D 23150C40 8F162BF0
R . :0D6FCF62 F1036COA 1B6DACCF 57399223 A65F7D7B F2D9637E 5BBBEBSS 7961BF1A
BHAXHRB ~B, FRAWBXE:

PEAEBINLE rs:33FE2194  0342161C 55619C4A 0C060293 D543C80A F19748CE 176D8347 7DE71C80
HEMEMEZR Re=[rs]G=(z:,5):

MER z,:1799B2A2 C7782953 O00D9A232 5C686129 B8F2B533 7B3DCF45 14E8BBC1 9D900EES

A FR v, :54C9288C 82733EFD F7808AE7 F27DOE73 2F7C73A7 D9AC98B7 D8740A91 DODB3CF4
W z,=2""+(x,&(2'" —1)) .B8F2B533 7B3DCF45 14E8BBC1 9D90OEES

HHE 13=(dsg+z, * r8) modn:

2B2E11CB F03641FC 3D939262 FCO0B652A 70ACAA25 B5369AD3 8B375C02 65490C9F

Bz, =24 (x, & (27 —1)) .E856C095 05324A6D 23150C40 8F162BF0
HEMEHZ R [z JRA=(za0ry80):

MER za0:2079015F 1A2A3C13 2B67CA90 75BB2803 1D6F2239 8DD8331E 72529555 204B495B
MAER yao :6B3FE6FB 0F5D5664 DCA16128 BSE7FCFD AFA5456C 1E5A914D 1300DB61 F37888ED
HEHEHER Pat[z1]JRa=(zaya):

MR a4 :1C006A3B FF97C651 B7F70D0D EOFC09D2 3AA2BE7A 8E9FF7DA F32673B4 16349B92
M 3R ya :5DC74F8A CC114FC6 F1A75CB2 86864F34 7F9B2CF2 9326A270 79B7D37A FC1Cl145B
HRV=[h -tz J(Pa+ [z, JRDI=C(zv,yv):

HER xv:47C82653 4DC2F6F1 FBF28728 DD658F21 E174F481 79ACEF29 00F8B7F5 66E40905
AR yv:2AF86EFE  732CF12A DOE09AIF 2556CC65 OD9CCCE3 E249866B BB5C6846 A4C4A295
HH8 Ke=KDF(xy | yv | Za || Za sklen)

zv lyv | Zall Zs:

47C82653 4DC2F6F1 FBF28728 DD658F21 E174F481 79ACEF29 O00F8B7F5 66E40905 Z2AF86EFE
732CF12A DOEO9AIF 2556CC65 ODSCCCE3 E249866B BB5C6846 A4C4A295 E4DIDOC3 CA4C7F11
BC8FF8CB 3F4C02A7 8F108FA0 98E51A66 8487240F 75E20F31 6B4B6DOE 276691BD 4Al11BF72
F4FB501A E309FDAC B72FA6CC 336E6656 119ABD67

klen=128

= Ky :55B0AC62 A6BI27BA 23703832 C853DED4

HAEET Se=Hash (0x02 || yv | Hash(zv | Za | Za l z1 | y1 2 || 32D

zv | Zall Zo ll 21 [ 31 2 fl e

47C82653 4DC2F6F1 FBF28728 DD658F21 E174F481 79ACEF29 00F8B7F5 66E40905 E4D1DO0C3
CA4C7F11 BCSFF8CB 3F4C02A7 8F108FA0 98E51A66 8487240F 75E20F31 6B4B6DOE 276691BD
4A11BF72 F4FB501A E309FDAC B72FA6CC 336E6656 119ABD67 6CB56338 16F4DD56 O0BIDEC45
8310CBCC 6856C095 05324A6D 23150C40 8F162BF0 OD6FCF62 F1036C0A 1B6DACCF 57399223
A65F7D7B F2D9637E S5BBBEB85 7961BF1A 1799B2A2 (C7782953 00D9A232 5C686129 B8F2B533
7B3DCF45 14ES8BBC1 9D900EE5 54C9288C 82733EFD F7808AE7 F27DOE73 2F7C73A7 D9AC98B7
D8740A91 DODB3CF4

Hash(zv “ Za || Zs ” Ty ” N “ Iz || y2):

FF49D95B D45FCE99 EDS4A8AD 7A709110 9F513944 42916BD1 54D1DE43 79D97647

0x02 || yv I Hash(zv | Za | Zs Il 22 | 32 1 22 |l 32D

02 2AF86EFE 732CF12A DOE0SA1F 2556CC65 ODICCCE3 E249866B BB5C6846 A4C4A295
FF49D95B D45FCE99 ED54A8AD 7A709110 9F513944 42916BD1 54D1DE43 79D97647

BTN Sp:284C8F19 8F141B50 2E81250F 1581C7E9 EEB4CA69 90F9E02D F388B454 71F5BC5C
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FHRALRA~ATRPHFXRE:

Bz, =2% 4+ (x, & (2% —1)),E856C095 05324A6D 23150C40 8F162BF0

8 ta=(da+z, * ra) modn:236CFOC7 Al177C65C 7D55E12D 361F7A6C 174A7869 8AC099C0
874AD065 8A4743DC

Bz, =2"" 4+ (z,& (2"¥ —1));B8F2B533 7B3DCF45 14E8BBC1 9D900EES

HEHEHRE (2. JRe=(zm0 yn):

A ER 5 :66864274 6BFC066A 1E731ECF FF51131B DC81CF60 9701CB8C 657B25BF 55B7015D

A FF ym:1988A7C6 8ICE1B50 9AC69F49 D72AE60E 8B71DB6C E087AF84 99FEEF4C CD523064

HEMBEMEE Pe+z. JRs=(znym):

AR xm :7D2B4435 10886AD7 CA3911CF 2019EC07 078AFF11 6EOFC409 A9F75A39 01F306CD
M4 %R ym :331FOC6C OFEQ8D40 SFFEDB30 7BC255D6 8198653B DCA68BIC BAI10OOE73 197E5D24
HE U=[h+ t2aJ(Pp+[x:]Re)=(2u yu):

AR 2y :47C82653 4DC2F6F1 FBF28728 DD658F21 E174F481 79ACEF29 O00F8B7F5 66E40905

A AR yu:2AF86EFE  732CF12A DOEO09A1F 2556CC65 ODSCCCE3 E249866B BB5C6846 A4C4A295
W8 Ka=KDF(zy | yu | Za | Zg sklen):

-‘CU”yU“ZA ”ZB:

47C82653 4DC2F6F1 FBF28728 DD658F21 E174F481 79ACEF29 O00F8B7F5 66E40905 2AF86EFE
732CF12A DOEO09AlF 2556CC65 ODICCCE3 E249866B BB5C6846 A4C4A295 E4DIDOC3 CA4CT7F11
BC8FFS8CB 3F4C02A7 8F108FA0 98ES51A66 8487240F 75E20F31 6B4B6DOE 276691BD 4A11BF72
F4FB501A E309FDAC B72FA6CC 336E6656 119ABD67

klen=128

FHEFEH Ka:55B0AC62 A6B927BA 23703832 C853DED4

TR BET S, =Hash(0x02 || yu | HashCzu | Za | Zo 20 | 31 | 22 )| 320D«

zull Za I Zn || I3 ll z2 ||yz:

47C82653 4DC2F6F1 FBF28728 DD658F21 E174F481 79ACEF29 O00F8B7F5 66E40905 E4D1D0C3
CA4C7F11 BCSFF8CB 3F4C02A7 8F108FA0 98E51A66 8487240F 75E20F31 6B4B6DOE 276691BD
4A11BF72 F4FB501A E309FDAC B72FA6CC 336E6656 119ABD67 6CB56338 16F4DD56 0B1DECA4S
8310CBCC 6856C095 05324A6D 23150C40 8F162BF0 ODSFCF62 F1036COA 1B6DACCF 57399223
A65F7D7B F2D9637E 5BBBEB85 7961BF1A 1799B2A2 (7782953 00D9A232 5C686129 B8F2B533
7B3DCF45 14E8BBC1 9D900EE5 54C9288C 82733EFD F7808AE7 F27DOE73 2F7C73A7 D9AC98B7
D8740A91 DODB3CF4

Hash(zy | Zall Zs | 1 | 31 | z2 || y2) :FF49D95B D45FCE99 EDS4A8AD 7A709110 9F513944
42916BD1 54D1DE43 79D97647

0x02 || yu | Hash(zy | Za |l Zs za | 31 | z2 {l 32

02 2AF86EFE 732CF12A DOE09A1F 2556CC65 OD9CCCE3 E249866B BB5C6846 A4C4A295
FF49D95B D45FCE99 EDS4A8AD 7A709110 9F513944 42916BD1  54D1DE43  79D97647

#IW S,:284C8F19 8F141B50 2E81250F 1581C7E9 EEB4CA69 90F9E02D F388B454 71F5BC5C
THE B Sa=Hash(0x03 || yu | Hash(zy | Za | Zo lzo I y2 22 || 20D

2yl Za | Zs || x» |Iy1 e E7E

47C82653 4DC2F6F1 FBF28728 DD658F21 E174F481 79ACEF29 O00F8B7F5 66E40905 E4D1D0C3
CA4C7F11 BC8FF8CB 3F4C02A7 8F108FA(Q 98E51A66 8487240F 75E20F31 6B4B6DOE 276691BD
4A11BF72 TF4FB501A E309FDAC B72FA6CC 336E6656 119ABD67 6CB56338 16F4DD56 0OB1DEC45
8310CBCC 6856C095 05324A6D 23150C40 8F162BF0 OD6FCF62 F1036C0A 1B6DACCF 57399223
A65F7D7B F2D9637E 5BBBEB85 7961BF1A 1799B2A2 (7782953 00D9A232 5C686129 B8F2B533
7B3DCF45 14E8BBC1 9DS00EE5 54C9288C 82733EFD F7808AE7 F27DOE73 2F7C73A7 D9AC98B7
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D8740A91 DODB3CF4
Hash(xy || Za | Zs {21 || 31 || z2 || y2) :FF49D95B D45FCE99 EDS4A8AD 7A709110 9F513944 42916BD1
54D1DE43 79D97647

0x03 || yu | Hask(zu | Za Il Zs |l 22 | 32 Il 22 | 32D

03 2AF86EFE 732CF12A DOE09AIF 2556CC65 ODICCCE3 E249866B BB5C6846 A4C4A295
FF49D95B D45FCE99 ED54A8AD 7A709110 9F513944 42916BD1 54D1DE43 79D97647

¥EIR Sa:23444DAF 8ED75343 66CB901C 84B3BDBB 63504F40 65C1116C 91A4C006 97E6CF7A

BEHSH BT RIPAEXRME:

HE®RT S, =Hash(0x03 || yv || Hash(xy | Za | Za |l z, | 31 22 ] y2)):

2% “ZA “ZB “171 ||y1 ||Iz “y2=

47C82653 4DC2F6F1 FBF28728 DD658F21 E174F481 79ACEF29 00F8B7F5 66E40905 E4D1DOC3
CA4C7F11 BCSFF8CB 3F4C02A7 8F108FAC 98E51A66 8487240F 75E20F31 6B4B6DOE 276691BD
4A11BF72 F4FB501A E309FDAC B72FA6CC 336E6656 119ABD67 6CB56338 16F4DDS6 0BIDEC4S
8310CBCC 6856C095 05324A6D 23150C40 8F162BF0 OD6FCF62 F1036COA 1B6DACCF 57399223
A65F7D7B F2D9637E SBBBEB85 7961BF1A 1799B2A2 (7782953 00D9AZ32 5C686129 B8F2B533
7B3DCF45 14E8BBC1 9D900EE5S 54C9288C 82733EFD F7808AE7 F27DOE73 2F7C73A7 D9ACHSB?
D8740A91 DODB3CF4

Hash(xy | Za | Zs | z: | 31 || z2 || y2) :FF49D$5B D45FCE99 EDS4A8AD 7A709110 9F513944 42916BD1
54DIDE43 79D97647

0x03 “ yv ” Hash(zv “ Za “ Zs ” Z “ Y1 “ Zz2 ” y2):

03 2AF86EFE 732CF12A DOE09AIF 2556CC65 ODICCCE3 E249866B BB5C6846 A4C4A295
FF49D95B D45FCE99 EDS4A8AD 7A709110 9F513944 42916BD1 54D1DE43  79D97647

I S,:23444DAF 8ED75343 66CB901C 84B3BDBB 63504F40 65C1116C 91A4C006 97ES6CF7A

A3 F- FHE th R B AZ BRI

WRBERFBN vy tzy=2’+az®+b

R 2. Fum-257

HEEAR LT 2™ +2+1

A¥a:0

Z¥ b.00 E78BCD09 746C2023 T78ATE72B 12BCE002 66B9627E CBOB5A25 367ADIAD 4CC6242B

REF A4

EE G=(zc,yc)  HBri2H n.

MER z6:00 CDB9CATF 1E6B0441 F658343F 4B10297C OEF9B649 1082400A 62E7A748 5735FADD

MR y6:01 3DE74DA6 5951C4D7 6DC89220 DS5F7777A 611B1C38 BAE260B1 75951DC8 060C2B3E

¥y n.7FFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF BC972CF7 E6B6F900 945B3C6A 0CF6161D

B ABNFE d4:4813903D 254F2C20 A94BC570 42384969 54BB5279 F861952E F2C5298E

84D2CEAA

FﬁF’ AE‘@(&%@ Pa=(xasya):

MER £4:00 S8E3BDB2E 11F91933 88F1F901 CCC857BF 49CFC065 FB38B906 9CAAE6DS AFC3592F

MER ya:00 4555122A ACO0075F4 2E0ASBBD 2C0665C7 89120DF1 9D77B4E3 EE4712F5 98040415

AP B#RS] ds:08F41BAE 0922F47C 212803FE 681AD52B 9BF28A35 EICDOECZ 73A2CF81

3ESFDIDC

FP BHASE Pa=(z5,y8):

AR z5:00 34297DD8 3AB14DSB  393B6712 F32B2F2E  938D4690 B095424B 89DA880C 52D4A7D9
9
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M7 ys:01 99BBF11A C95A0EA3 4BBDOOCA 50B93EC2 4ACB6833 5D20BASD CFE3B33B DBD2B62D
| Z8ME Za=Hus (ENTLA | IDA la 61 26 | ye Il za | ya).

Z.:ECF00802 15977B2E 5D6D61B9 8A99442F 03E8803D C39E349F 8DCA5621 A9ACDF2B

B Zo=Huxs (ENTLs | IDs la 6l z6 | yo | s | 38D

Z5:557BAD30 E183559A EEC3B225 6EIC7C11 F870D22B 165D015A CF9465B0 9B87B527
%%ﬂ&*& A, ~A; EEFFE‘J’E*E

FEHEBEHLEL 4 :54A3D667 3FF3A6BD 6B02EBB1 64C2A3AF 6D4A4906 229D9BFC  E68CC366
A2E64BA4

HEMBEMER Ra=[ralG=(x1,51):

&R z,:01 81076543 EDI9058C 38B313D7 39921D46 B80094D9 61A13673 D4A5CF8C 7159E304
H%R y,:01 DBCFFF7C A27A01A2 E88C1867 3748FDE9 A74C1F9B 45646ECA 0997293C 15C34DD8
BHZHE B ~B, RPN HEXE:

PRV rp:1F219333 87BEF781 DOASF7FD 708CSAEC AS6EE3F4 23DBC2FE 5BDF6F06
8C53F7AD '
HRMEME S Re=[rs]G=(z1,y2):

4R x,:00 2A4832B4 DCD399BA AB3FFFE7 DD6CE6ED 68CC43FF AS5F2623B 9BD04E46 8D322A2A
1% y,:00 16599BB5 2EDIEAFA DO1CFA45 3CF3052E D60184D2 EECFD42B 52DB7411 0B984C23
Bz, =24 (x,; 8 (2" —1)) .ESCC43FF AS5F2623B 9BD04E46 8D322A2A

8 t3=(dp+z; « r3) modn:3D51D331 14A453A0 5791DB63 5B4SFS8DB (C54686D7 E2212D49
E4A717C6 Bl10DEDBO

T h -ty modn:75474CC4 52914E81 S5E476D8D 6D17E36F 5882EE67 AICDBC26 FE4122R0
B741A0A3

Bz, =2""4(x, & (2'7 —1)).B80094D9 61A13673 D4ASCF8C 7159E304
ﬁﬁ’%@%ﬁ[;l]Rlx=(xm’ym):

MER £ :01 98AB5F14 349B6A46 F77FBFCB DDBFCD34 320DC1F4 C546D13C 3A9FOE83 0C39B579
B4R ya0:00 BFB49224 ACCE2ES51 04CD4519 COCBE3AD 0CI19BF11 805BE108 59069AA6 9317A2R7

HEMBEBRS Pr+[z.JRA = (zn ryar):

BAR xa:00 24A92F64 66A37C5C 12A2C68D 58BFBOF0 32F2B976 60957CB0 S5E63F961 F160FES7
45 ya:00 F74A4F17 DC560A55 FDEOF1AB 168BCBF7 6502E240 BA2D6BD6 BE6E5D79
16B288FC

HAEV=[h+tz](Pa+[z,JRA)=(xvsyv):

AR zv:00 DADD0874 06221D65 7BC3FA79 FF329BB0 22E9CB7D DFCFCCFE 277BESCD
4AE9B954

R yv:01 FO0464B1E 81684ESE D6EF281B 55624EF4 6CAA3B2D 37484372 D91610B6 98252CC9
B Ks=KDF(zy || yv | Za || Zssklen):

zv | yv 1 Za |l Zs:

00DADDO08 7406221D 657BC3FA 79FF329B B022ESCB 7DDFCFCC FE277BE8 CD4AE9R9 5401F046
4B1E8168 4ESED6EF 281B5562 4EF46CAA 3B2D3748 4372D916 10B69825 2CCY9ECF0 08021597
7BZESD6D 61B98A99 442F03E8 803DC39E 349F8DCA 5621A9AC DF2B557B AD30E183 559AEEC3
B2256E1C 7C11F870 D22B165D 015ACF94 65B09B87 B527

klen=128

T EY Ky :4ES87TESC  66634F22 D973A7D9 8BFSBE23

THEEI Se=Hash(0x02 | yv | Hash(zv | Za | Zo 1z L y1 | 22 | 320D

v | Zall Zs | =i |l nllzz Il vz

00DADDO08 7406221D 657BC3FA 79FF329B B022E9CB 7DDFCFCC FE277BE8 CD4AE9B9 54ECF008
10
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0215977B 2E5D6D61 B98A9944 2F03E880 3DC39E34 9F8DCA56 21A9ACDF 2B557BAD 30E18355
9AEEC3B2 256E1C7C 11F870D2 2B165D01 5ACF9465 BO09B87B5 27018107 6543ED19 058C38B3
13D73992 1D46B800 94D961A1 3673D4A5 CF8C7159 E30401D8 CFFF7CA2 7A01A2E8 8Cl186737
48FDESA7 4CIF9B45 646ECA09 97293C15 C34DD800 2A4832B4 DCD399BA AB3FFFE?7 DD6CE6ED
68CC43FF AS5F2623B 9BD04E46 8D322A2A 0016599B B52EDIEA FADOICFA 453CF305 2ED60184
D2EECFD4 2B52DB74 110B984C 23

Hash(xy | Zafl Zsll 21 31 1 22 || v2):

E05FE287 B73BOCE6 639524CD 86694311 562914F4 F6A34241 01D885F8 8B05369C

0x02 || yv | Hash(zv | Za ll Zo |l z1 | 31 | 22 |} 32D s

02 01F0464B 1E81684E SED6EF28 1B55624E F46CAA3B 2D374843 72D91610 B698252C
CY9EO0SFE2 87B73B0C E6639524 CD866943 11562914 F4F6A342 4101D885 F88B0536 9C

IR Sp.4EB47D28 AD3906D6 244D01E0 F6AEC73B O0B51DE1S 74C13798 184E4833 DBAEZ295A

BRATHR A ~ATRINEXHE:

Bz, =2+ (x; & (2" —1)); B80094D9 61A13673 D4ASCF8C 7159E304

H¥E ta=(datz, *74a) modn;18A1C649 BI4044DF 16DC8634 993F1A4A EE3F6426 DFE14AC1

3644306A AS5A94187

HEhta modn:62871926 ES501137C 5B7218D2 64FC692B B8FDI09B 7F852B04 D910CLAA

96 A5061C

Bl z,=2"%4+(x,& (2" —1)).E8CC43FF AS5SF2623B 9BD04E46 8D322A2A

HEMEBER (2. JRe= (x50 :

B R s :01 O0AA3SBACY9 7786B629 22F93414 57AC64F7 2552AA15 D9321677 A10C7021 33B16735

B FR ym :00 C10837F4 8F53C46B 714BCFBF AAl1AD627 11FCB03C 0C25B366 BF176A2D C7BS8E62E

50 B R K PB+[22]RB=(IBI sym):

¥R £ 00 C7A446E1 98DB4278 60C3BB50 ED2197DE B8161973 9141CA61 03745035 9FAD9IA9S

B4R ym 00 602E5A42 17427EAB C5E3917D E81BFFA1 DB806591A F949DD7C 97EF90FD

4CF0A42D

HBEU=[h -+ £4]J(Ps+[z:IJRs)=(zy,yv):

MER 2y :00 DADDO0874 06221D65 7BC3FA79 FF329BB0 22E9CB7D DFCFCCFE 277BE8SCD

4AE9B954

¥R yy:01 FO0464B1E 81684ESE D6EF281B 55624EF4 6CAA3B2D 37484372 D91610B6 98252CC9

HE Ka=KDF(zy ll yu Il Za Il Z5,klen) .

zy | yu Il Za | Zs:

00DADDO08 7406221D 657BC3FA 79FF329B B022E9CB 7DDFCFCC FE277BE8 CD4AE9B9 5401F046

4B1E8168 4ESED6EF 281B5562 4EF46CAA 3B2D3748 4372D916 10B69825 2CC9ECFO0 08021597

7B2E5D6D 61B98A99 442F03E8 803DC39E 349F8DCA 5621A9AC DF2B557B AD30E183 559AEEC3

B2256E1C 7C11F870 D22B165D 015ACF94 65B09B87 B527

klen=128

HEEEH Ka:4ES87E5C  66634F22 D973A7D9 8BF8BE23

HHBERE Sy =Hash (0x02 || yu || Hash(zy | Za | Ze | 22 [l 31 | 22 | 322D

zull Zall Z |l 21 {l 91 || 22 ”yz:

00DADDO08 7406221D 657BC3FA 79FF329B B022E9CB 7DDFCFCC FE277BE8 CD4AE9B9 54ECF008

0215977B 2ESD6D61 B98A9944 2F03ES880 3DC39E34 9F8DCA56 21A9ACDF 2B557BAD 30E18355

9AEEC3B2 256E1C7C 11F870D2 2B165D01 5ACF9465 B09B87B5 27018107 6543ED19 058C38B3

13D73992 1D46B800 94D961A1 3673D4A5 CF8C7159 E30401D8 CFFF7CA2 7A01A2E8 8C186737

48FDE9A7 4C1F9B45 646ECA09 97293C15 C34DD800 2A4832B4 DCD399BA AB3FFFE7 DD6CE6ED
11
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68CC43FF A5F2623B 9BD04E46 8D322A2A 0016599B BS2EDIEA FADOICFA 453CF305 2ED60184
D2EECFD4 2B52DB74 110B984C 23

Hash(zy [ Zal Zo | 21 F 32 | 22 || 32D -

EO05FE287 B73B0OCE6 639524CD 86694311 562914F4 F6A34241 01D885F8 8B05369C

0x02 || yu | Hash(xu | Zall Za | x| 31 || 22 I y2):

02 01F0464B 1E81684E 5ED6EF28 1B55624E F46CAA3B 2D374843 72D91610 B698252C
C9E0SFE2 87B73B0C E6639524 CD866943 11562914 F4F6A342 4101D885 F88B0536 9C

I S, :4EB47D28 AD3906D6 244D01E0 F6AEC73B 0B51DE15 74C13798 184E4833 DBAEZ295A
HERT Sa=Hash (0x03 || yu | Hash(zu | Za 1 Za [z 3y N z2 W 920D

zull Zal Zellzi lyo I 22 |l 2 s

00DADDO08 7406221D 657BC3FA 79FF329B B022E9CB 7DDFCFCC FE277BE8 CD4AE9B9 54ECF008
0215977B 2E5D6D61 B98A9944 2F03E880 3DC39E34 9F8DCAS6 21A9ACDF 2BS57BAD 30E18355
9AEEC3B2 256E1C7C 11F870D2 2B165D01 5ACF9465 B09B87B5 27018107 6543ED19 058C38B3
13D73992 1D46B800 94D961A1 3673D4A5 CF8C7159 E30401D8 CFFF7CA2 7A01AZ2E8 8C186737
48FDE9A7 4CI1F9B45 646ECA09 97293C15 C34DD800 2A4832B4 DCD399BA AB3FFFE7 DD6CE6ED
68CC43FF AS5F2623B 9BD04E46 8D322AZA 0016599B BS2EDSEA FADOICFA 453CF305 2ED60184
D2EECFD4 2B52DB74 110B984C 23

Hash(zy | Zall Zs 21 | 31 |l 2 |l 92

E05FE287 B73BOCE6 639524CD 86694311 562914F4 F6A34241 01D885F8 8B05369C

0x03 || yu || Hash(zy | Za || Zs || =1 || 31 = | Y2t

03 01F0464B 1E81684E S5ED6EF28 1B55624E F46CAA3B 2D374843 72D91610 B698252C
C9EOSFE2 87B73B0C [E6639524 CD866943 11562914 F4F6A342 4101D885 F88B0536 9C

IR Sa:588AA670 64F24DC2 7CCAA1FA B7E27DFF 811D500A D7EF2FB8 F69DDF48 CCOFECBY

BHRIEZBTRAMNEXME:

HE®D S; =Hash (0x03 || yv | HashCxy | Za | Za |l 2y [ y1 1 z2 |l y2)):

v 1 Zall Zellzy | y2 ll z2 | y2:

00DADDO08 7406221D 657BC3FA 79FF329B B022E9CB 7DDFCFCC FE277BE8 CD4AE9B9 54ECF008
0215977B 2E5D6D61 B98A9944 2F03E880 3DC39E34 9F8DCAS6 21A9ACDF 2B557BAD 30E18355
9AEEC3B2 256E1C7C 11F870D2 2B165D01 5ACF9465 B09B87B5 27018107 6543ED19 058C38B3
13D73992 1D46B300 94D961A1 3673D4A5 CF8C7159 E30401D8 CFFF7CA2 7A01AZE8 8C186737
48FDE9A7 4CI1F9B45 646ECA09 97293C15 C34DD800 2A4832B4 DCD399BA AB3FFFE7 DDS6CE6ED
68CC43FF AS5F2623B 9BD04E46 8D322A2A 0016599B B52EDIEA FADOICFA 453CF305 2ED60184
D2EECFD4 2B52DB74 110B984C 23

Hash(zy | Za Za | 1 | 31 |l 22 || 32

E0S5FE287 B73BOCE6 639524CD 86694311 562914F4 F6A34241 01D885F8 8B05369C

0x03 | yv I| Hash(av | Zal Zs i | 32 2 [l 2D

03 01F0464B 1E81684E SED6EF28 1B55624E F46CAA3B 2D374843 72D91610 B698252C

C9EOSFE2 87B73B0C E6639524 CD866943 11562914 F4F6A342 4101D885 F88B0536 9C

IR S,:588AA670 64F24DC2 7CCAA1FA B7E27DFF 811D500A D7EF2FB8 F69DDF48 CCOFECB7
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