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B B

GB/T 32918({5 R &L R SM2 HBhXAHEBHEEILN 5 1849

_% 1 ﬁﬁ}ﬂ-mi

— B2 HFELEANE;

—E 3B . FHEHBRIHIL;

— B4 HY . AHNERE;

—ﬁ 5 H‘ﬂ'#ﬁﬂy-.

A¥B4r% GB/T 32918 1956 5 #B4.

AR GB/T 1.1—2009 L 4 fy N2,

WEEEAXHFNFRENETERIREH . A0HZH A ERERS]XEE R FIE.

Ao EREEERR/ERL.

ARSoHLEERELEHRELEARZRE(SAC/TC 2600HO,

ARrEERMN . AFEERXFELEAEARAA. . FPEARRBEEGRIBRRKE . PEB¥RBIES
WERPHAREE L.

AR FEREAN FRE VKR CHIE HE EE— ZHE KER Kk,
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51 B

N.Koblitz #1 V.Miller £ 1985 FZ A T B HEEHEMZN A TFAEERESZE. WEAMEL
HAEBFTETHMRERDT

—ARE L HEMERESNMER THRARZRE, AR S BAEMEE;

—XRUTFEREAFREFFNRFZH  HEAHXZHSRZRAAE—TRF R,

EEHEEAER D, EMEBMHEA S E S, RFBFBE R K 0560 R B B R E. F—sshE
MBI B ME, B R FERBBEEHAERENORSE N E. 580 %08 A R _E B
Wi AL, R REE BRI ENRFEFERBL, B, AHRZSBEERT , #E dh 2 &
MEEAAATHITHEAARENMEZ.

SMZ REFFEREHERAAWNEHREOBHEMEFEREIRE. GB/T 32918 W EEHIR
mF .

——GB/T 32918.1—2016 & XL MR T SM2 # B dh Lt F AW EOH XS LBUFER MR, ¥

R T ZBrREMBINEXE.

——GB/T 32918.2—2016 #R T —FETHRE MO E LW, B SM2 B2 H &%,

——GB/T 32918.3—2016 38 T —Fi 5 T 1 [B dh 28 &9 F 4 35 e th il , B SM2 F AR thill .

——GB/T 32918.4—2016 iR T —Fh E TR B MM AAMTF R, B) SM2 MER B, ZHER

{# F GB/T 32905—2016 & X ) SM3 B ER .
——GB/T 32918.5—2017 45 Hi T SM2 3 ¥ i F 6% #% [H il £8 2 %, LA B 6 I 6 I ol 4% 2 3 AT
SM2 2RI RBIS R,



GB/T 32918.5—2017

EEREREHEAR
SM2 Bl thE NS BEZ*
ES58a:BHENX

1 EH

GB/T 32918 MARAME T SM2 HEMKX A APAERHENBEISH.
ABTERTHRFELSRIEGLER A FHAXHRERIE(S LR B H L g Ex S
WExC).

2 MEHSIAXH

TN TFARXHFMMARLATAEN ., LEE ARSI X, LEBPREAERTAX
. LREREB BT AXH, KBS EAEERE OSSR ERTFARIXHE.

GB/T 32905—2016 {ER&ELEAR SM3 HBIAENE

GB/T 32918.1—2016 {FE%EEH AR SMZHEMEAHELRE F1HI:. 80

GB/T 32918.2—2016 fFEZLBAR SM2HHEMEAHERHAE F2HI>.¥FEL2HE

GB/T 32918.3—2016 fERELHEAR SMZHEHMEAHAFERRE HI3WI . FHZHHN

GB/T 32918.4—2016 fFEREL2BAR SM2HMMEAHTERAE F4HI . 28HNERE

3 #8

THRFSERFTEIH.

2 KF3IMEH.

a,b F, P cE, ENEXF, FH—&BEAMKE.
n EHEGHEn £&2# E(FOBMRXETF].

Zg A RICH) x B8R

Yo HRITH y B85

4 PUEX

SM2 ff Fi B 30, 256 B Hh 4% .

REBRTRE:y" =z taz+b

i 28 23K -

p=FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF FFFFFFFF
a=FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF FFFFFFFC

b=28E9FA9E 9D9F5E34 4D5A9E4B CF6509A7 F39789F5 15AB8F92 DDBCBD41 4D940E93
1
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n=FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF 7203DF6B 21C6052B 53BBF409 39D54123

e =32CAAE2C 1F198119 5F990446 6A39C994 S8FE30BBF F2660BE1 715A4589 334C74C7
yo=DBC3736AZ F4F6779C 59BDCEE3 6B692153 DO0A9877C C62A4740 02DF32E5 2139F0A0
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B R A
(BEERR
HMFERSRIETH

Al &R

AP RAEF GB/T 32905—2016 M B BB E KB ARKENT 2*HNHE B LS, 81
R 256 HAFAIZEME 10 Has ().

A<Bff R A GB/T 32918.2—2016 M E M FE 2 W18 DI 45 2 B P Y4 5 3 (i .

AP &, BT A A 16 2 R 8, L R ® AL, B R4

A Bt # e, B R A GB/T 1988 %%,

# ID, # GB/T 1988 3% .31323334 35363738 31323334 35363738, ENTL ,=0080,

A2 SM2 EBMENFES

W T BA v =2 taxzt+b

w1 F,-256

¥ ¥ p.FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF FFFFFFFF

#¥ o .FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF FFFFFFFC

E ¥ b.28E9FA9E 9DIFS5E34 4DSASE4B CF6509A7 F39789F5 15AB8F92 DDBCBD41 4D940E93

BS G=C(zg,yc)  HHricHh n,

M fR x5 :32C4AE2C 1F198119 5F990446 6A39C994 B8FE30BBF F2660BE1 715A4589 334C74C7

A #5 ye :BC3736A2 F4F6779C S59BDCEE3 6B692153 DO0A9877C C62A4740 02DF32E5 2139F0A0

Bt n . FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF 7203DF6B 21C6052B 53BBF409 39D54123

HELZMMHE M message digest

M ) GB/T 1988 %#5/) 16 Bt % 3/~ :6D65737361676520646967657374

4 d.:3945208F 7B2144B1 3F36E38A C6D39F95 88939369 2860BS1A 42FBB81EF 4DF7C5B8

'ﬂﬁPh"{Ial.}'ﬁ):

%45 z,:09F9DF31 1ES421A1 50DD7D16 1E4BC5C6 72179FAD 1833FC07 6BBOSFF3 56F35020

445 va:CCEA490C E26775A5 2DC6EA71 8CCl1AA60 OAEDOSFB F35E084A 6632F607 2DA9ADI3

HBE Z,=Hys(ENTLA || IDA lla 16l z¢ | yc | za Il ¥4).

Z:B2E14C5C 79C6DF5B 85F4FE7E D8DB7A26 2B9DA7E0 7CCBOEA9 F4747BSC CDASA4F3

ERELWPRIA KM,

M=Z, | M,

B2E14C5C 79C6DF5B 85F4FETE D8DB7A26 2BSDATE0 7CCBOEA9 F4747BS8C CDABAA4F3

6D657373 61676520 64696765 7374

BB NE{l e=H. (M), FOB43E94 BA45ACCA ACE692ED 534382EB 17E6ABSA 19CE7B31
F4486FDF C0D28640

P B k.59276E27 D506861A 16680F3A DAC02DCC EF3CCIFA 3CDBE4CE 6D54B80D

EAC1BC21

T iR 2R 5 (x5 y0) =[R]G:

A ¥5 =, .04EBFC71 B8ESDI1798 62043226 8E77FEB6 415E2EDE O0E073COF 4F640ECD 2E149A73

445 v, :E858F9D8 1ES430A5 7B36DAAB 8F950A3C 64E6EE6A 63094D99 283AFF76 7E124DF0
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H¥W r=(e+z,)modn . FSA03B06 48D2C463 OEEACS513 EIBB81A1 5944DA38 27D5B741 43AC7EAC
EEE720B3

(14+d,) "' ;:ADFE9DSC 1F5901D4 E6F58E4E C3D04567 822D2550 F9B88ES2 6DIBSB3A B9ICDOFEO
H® s=((14+dr)"" » (k-r » da))modn : BIB6AA29 DF212FD8 763182BC 0D421CA1 BB9038FD
1F7F42D4 840B69C4 85BBC1AA

HEMMAEZA (r.s):

{ r.F5A03B06 48D2C463 OEEAC513 EIBB81A1 5944DA38 27D5B741 43AC7EAC EEE720B3

{ s.BIBSAA29 DF212FD8 763182BC 0D421CA1 BB9038FD 1F7F42D4 840B69C4 85BBC1AA
RIEESBP A LM,

RN e =H,(M'),FOB43E94 BA45ACCA ACE692ED 534382EB 17E6ABSA 19CE7B31
F4486FDF C0D28640

HMt=("+5")mod n;A756E531 27F3F43B 851C47CF EEFD9E43 A2D133CA 258EF4EA 73FBF468
3ACDA13A

0 B R S (z0,y0) =[5"]G:

% #% zo :2BICE14E 3C8DIFFC 46D693FA 0B54F2BD (C4825A50 6607655D E22894B5 (99D3746

4 b yo:277BFE04 DIES26B4 E1C32726 435761FB CE0997C2 6390919C 4417B3A0  AB8639A59
HAWBE MR A (z0ry0)=[t]Pa:

4 ¥R 240 : FDACIEFA A770E463 5885CA1B BFB360A5 84B238FB 2902ECF0 9DDC935F 60BF4F9B
4 F% yoo : BBO9AA926 3D5632F6 EES82222E 4D63198E 78E095C2 4042CBE7 15C23F71 1422D74C
I 2R K (21, y1)=[s"JG+[2]Pa:

4% z) :04EBFC71 8E8D1798 62043226 8E77FEB6 415E2EDE O0E073COF 4F640ECD 2E149A73

M4 b5 yi . E858F9D8 1ES5430A5 7B36DAAB 8F950A3C 64E6EE6A 63094D99 283AFF76 7E124DF0

HHM R=(¢'+2z;)mod n:FSA03B06 48D2C463 OEEACS13 E1BB81A1 5944DA38 27D5B741 43AC7EAC
EEE720B3
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B 3 B
(HEHERR
PHATHERIERH

B.1 —MER

AP FEA GB/T 32905—2016 S HAFBAERE  ARAERKENT2*HNHEE LTS, H
ERKERN 256 KIFRIZRBHE.ICH Hae ().
AP ®fEA GB/T 32918.3—2016 MEMFHAZ B IMIGTRBBNE TP M P B1E .

A Bt b, B A 16 6 RN B3, Zoih e 4, A R IR AL
# ID, B GB/T 1988 45#%7.31323334 35363738 31323334 35363738, ENTL,=0080,

i IDs 89 GB/T 1988 #5345 .31323334 35363738 31323334 35363738, ENTLz=0080,

B.2 SM2 i [ i £% ' $A M b X

WHhE BRI .y =2 tax+b

¥ 1. F,-256

¥ ¥ p.FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF FFFFFFFF
# % o . FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF FFFFFFFC
#E b:28E9FASE 9DSFS5E34 4D5A9E4B CF6509A7 F39789F5 15AB8F92 DDBCBD41 4D940E93
#KEF h:1

R G=(z6,y5)  HBiLH n.

¥R zc:32C4AAE2C 1F198119 5F990446 6A39C994 B8FE30BBF F2660BE1 715A4589 334C74C7
45 yo :BC3736A2 F4F6779C S59BDCEE3 6B692153 DOA9877C C62A4740 02DF32ES 2139F0A0

Bt n . FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF 7203DF6B 21C6052B 53BBF409 39D54123
AP AMFE$ d4:81EB26E9 41BBSAF1 6DF11649 5F906952 72AE2CD6 3D6C4AEl1 678418BE
48230029

AP ABAHE Pa=(za:y4):

A PR x4 :160E1289 7DF4EDB6 1DD812FE B96748FB D3CCF4FF E26AA6F6 DB9540AF 49C94232
85 ya:4ATDADO8 BB9A4595 31694BEB 20AA489D 6649975E 1BFCF8C4 741B78B4 B223007F
P BR#Y ds:78512991 T7D45A9EA 5437A593 56B82338 EAADDA6C EB1995088 F14AElI0D
EFA229B5

AP BRI Pe=(zp,y8):

A5 s :6AE848C5 7C53C7B1 BSFA99EB 2286AF07 8BA64C64 591B8BS6 6F7357Ds 76F16DFB
%5 ye:EE489D77 1621A27B 36C5C799 2062E9CD 09A92643 86F3FBEA S54DFF693 05621C4D

ﬁ!ﬁ Zr=H s (ENTL || ID, “ a “ b || e " yYa “ A " J".ﬂ.).
Z,.:3B85A571 79E11E7E 513AA622 991F2CA7 4D1807A0 BD4D4B38 F90987A1 T7AC245B1

MBH Zz=H;(ENTLg || IDg |l a “ bl z¢ “ Yo | zg |l ,}'n}-
Za:7T9C988D6 3229D97E FI19FE02C Al1056E01 E6AT7T411E D24694AA 8FB834F4A 4AB022F7

BHTER AlI~AI WP AF M
P4V ra :D4DE1547 4DB74D06 491C440D 305E0124 00990F3E 390C7E87 153C12DB 2EA60BB3

HABEME S Ra=[ra)G=(z,,y1):
¥k x,:64CEDIBD BC99D590 049B434D 0FD73428 CF608A5D BS8FESCE0 7F150269 40BAE40E
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4 $5 v,:376629C7 AB21E7DB 26092249 9DDB118F 07CES8EAA E3E7720A FEF6ASCC 062070C0
W Bl~B WP aAH X{H -

PRV rp:7TE071248 14B30948 912SEAED 10111316 4EBFOF34 58CSBD88 335C1F9D 596243D6
HAWBAHESR Re=[rs1G=(z:,y:):

B ¥ r,: ACC27688 A6F7B706 098BCI91F F3ADIBFF 7DC2802C DB14CCCC DB0AS047 1F9BD707
4 #F v::2FEDAC04 94B2FFC4 D6853876 C79B8F30 1C6573AD 0AASOF39 FC87181E 1A1B46FE

M z,=2""4+(z,8(2" —1)).FDC2802C DB14CCCC DB0A9047 1F9BD707
HHWts=(ds+x: * rg) mod n:

D0429637 FSA6D5D1 E6C54523 5169DF85 23116306 O0A654ECB AOF657FD 629ESDD9
B z,=2""+4(x,&(2' —1)).CF608ASD BSFESCE0 7F150269 40BAE40E

H?Zﬁlﬂ Iﬂiﬁﬁ[EI ]Rn-_"fiﬁm y Vo)
M ER a0 :8D62DAF7T DC084E4A 85D32214 68605854 5837BDC2 2D6ESAFE 015828A8 E1094EC2
PR vao :564DCOFA 639B2967 E65F3448 CA06627E F3FE67C2 1561CSBE BB399552 29A84760

HAMBH#HER Patlz, JRa=(zny0):
4 $R z :85C40F88 CECAS0E3 8172093F C4BA4581 B88E7C58A F81CF2AF 454EC431 43E55615
%45 ya :8C152CB0  A131C958 C279DEBE CC6AB739 6A7BC875 FC801BB2 94C284F4 7F65F6ED

HE V=[h + ts J(Pa+[z,]RA)=(zv,yv):

4 ¥% v :C558B44B EES5301D9 F52B44D9 39BB5958 4D75B903 4DD6A9FC 82687210 9A65739F

B bR yv:3252B35B 191DSAE0 1CD122C0 25204334 CSEACF68 AO0CB4854 C6A7D367 ECAD4DE7
HHA Ke=KDF(zy | yv | ZA || Zs ,klen) ;

-'-‘-’v'l|;}"r | Zall Zs:

C558B44B EES5301D9 F52B44D9 39BB5958 4D75B903 4DD6ASFC 82687210 9A65739F 3252B35B
191D8AE0 1CD122C0 25204334 CSEACF68 AOCB4854 C6A7D367 ECAD4DE7 3B85A571 79E11E7E
513AA622 991F2CA7 4D1807A0 BD4D4B38 F90987A1 7AC245B1 79C988D6 3229D97E F19FE02C
A1056E01 E6A7411E D24694AA B8F834F4A 4AB022F7

klen=128

It @4 Kp:6C893473 54DE2484 C60B4AB1 FDE4C6ES

H‘lﬁlﬁ S;=Hﬂsh{ﬂ;ﬂ2 || Yv " Hash(xy “ Za " Zy " I “ ) !'l XLz “ J’:)] t

Iv“ZA"zl.“I: ||J"| | z2 “.‘f::

C558B44B EES5301D9 F52B44D9 39BBS958 4D75B903 4DD6ASFC 82687210 9A65739F 3B85A571
7T9E11E7TE 513AA622 991F2CA7 4D1807A0 BD4D4B38 F90987A1 7AC245B1 79C988D6 3229DS7E
F19FE02C Al1056E01 E6A7411E D24694AA 8F834F4A 4AB022F7 64CEDIBD BC99D590 049B434D
0FD73428 CF608ASD BSFESCE0 7F150269 40BAE40E 376629C7 AB21E7DB 26092249 9DDB118F
07CESEAA E3E7720A FEF6ASCC 062070C0 ACC27688 A6F7B706 098BC91F F3ADIBFF 7DC2802C
DB14CCCC DB0A9047 1F9BD707 2FEDAC04 94B2FFC4 D6853876 C79B8F30 1C6573AD 0AASOF39
FC87181E 1A1B46FE

Hash(zy | Za | Zell z: | 32 | z2 || 52D

90E2A628 EAFS7TABD 78339EA3 3F967D11 Al154117B EA442F7B 627D4F4D Do047B7F6

0x02 |l yv | Hash(xy | ZA | Zo ll 21 | 2 | 22 || 32)

02 3252B35B 191DSAE0 1CD122C0 25204334 CSEACF68 AOCB4854 C6A7D367 ECAD4DE7
90E2A628 E4FS57ABD 78339EA3 3F967D11 A154117B EA442F7B 627D4F4D D047B7F6

i Ss:D3A0FEL1S DEEI85CE AE907A6B 595CC32A 266ED7B3 367E9983 A896DC32 FA20FSEB
PR AA~AL0 B P A XM

B x,=2""+(x, & (2" —1)).CF608ASD BSFESCE0 7F150269 40BAE40E

W ta=(ds+z, » ra) mod n:3D68COCO 6DC40F17 BYDDFE00 93D3COE4 969ED112 4A187FAS
ADOZF81E 3C11CCE6
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Bz, =2" 4 (2, &(2'" —1)),FDC2802C DB14CCCC DB0A%047 1F9BD707

ﬁ‘lﬂﬂﬂﬂﬁ[-;:]ﬂn=(:rm-yu):
¥R zm :DAGBEF84 FE616D92 438BBE69 BCC52DB9 CESCBEAY9 93944CBC 331BA26D 6082E912
A bR vy ;4831 E862 898B4356 32DBFFAO0 1869CD65 645822BD D3B4E9E0 46BCAB8S 6F02F110

HRWE LR Pe+[x:JRs=(zm1ym):
M5 zs :FE7C111C C3E628E3 FE709DF2 E6E331CD C2A3A30E EAO0CDC3C D10C0759 EABI15199
S5 ym :12D6F496 361948C9 EC67E603 DF93C008 86EFAEEA (C591C2D5 DI16B67F2 FE1AD77E

HR U=[ﬁ . fA](Fn‘l‘tE:]Rn):(Iu yYulds

¥R zy:C558B44B EES301D9 F52B44D9 39BB5958 4D75B903 4DD6ASFC 82687210 9A65739F

PR yu:3252B35B 191DSAE0 1CD122C0 25204334 CSEACF68 AOCB4854 C6A7D367 ECAD4DE7

W Ka=KDF(zy || yu | Za || Zs,klen):

zu l yu l Za |l Zs:

C558B44B EES301D9 F52B44DS 39BB5958 4D75B903 4DD6A9SFC 82687210 9A65739F 3252B35B

191DBAED 1CD122C0 25204334 CSEACF68 AOCB4854 C6A7D367 ECAIDMADE? 3B85AS571 79E11E7E

513AA622 991F2CA7 4D1807A0 BD4D4B38 F90987A1 7AC245B1 79C988D6 3229D97E F19FE02C

Al1056E01 E6A7411E D24694AA 8FB834F4A 4ABO22F7

klen=128

FHEFH K, 60893473 54DE2484 C60B4AB1 FDEAC6ES

HHREM S, =Hash(0x02 || yu | Hash(zu | ZA | Ze ll z2 l 32 | z2 || ¥2)):

ull Zall Zollza Il ya M 22 Il 32

C558B44B EES301D9 F52B44D9 39BB5958 4D75B903 4DD6ASFC 82687210 9A65739F 3B85AS571

79E11E7E 513AA622 991F2CA7 4D1807A0 BD4D4B38 F90987A1 T7AC245B1 79C988D6 3229DIS7E

FI19FE02C Al056E01 E6SAT411E D24694AA 8FB834F4A 4AB022F7 64CEDIBD BC99D590 049B434D

0FD73428 CF608ASD BS8FESCE0 7F150269 40BAE4A0E 376629C7 ABZ1E7DB 26092249 9DDB118F

07CEBEAA E3E7720A FEF6ASCC 062070C0 ACC27688 A6F7B706 098BC91F F3ADIBFF 7DC2802C

DB14CCCC DB0A9047 1F9BD707 2FEDAC04 94B2FFC4 D6853876 C79B8F30 1C6573AD 0AAS50F39

FC87181E 1AIl1B46FE

Hash(zy | Za | Zs ll 21 Il 32 Il 22 || 32D

90E2A628 EAFS7TABD 78339EA3 3F967D11 A154117B EA442F7B 627D4F4D DO047B7F6

0x02 || yu | Hash(xy | ZA | Zp [l =y | 310 Il 22 || 32D+

02 3252B35B 191DSAE0 1CDI122C0 25204334 CS5EACF68 A0CB4854 C6A7D367 ECAD4DE7

ﬂ'ﬂEEﬂEZB E4FS57TABD 78339EA3 3F967D11 Al154117B EA442F7B 627D4F4D DO047B7F6

% S, :D3A0FE15S DEE185CE AE907A6B 595CC32A 266ED7B3 367E9983 A896DC32 FAZ20F8EB

HREM Sy=Hash(0x03 || yu | Hash(xy | ZA | Za ll 21 I 32 | z2 || %20

2yl Zall Zs Il .y |l RET | Yi:

C558B44B EES301D9 F52B44D9 39BB5958 4D75B903 4DD6ASFC 82687210 9A65739F 3B85A571

79E11E7E 513AA622 991F2CA7 4D1807A0 BD4D4B38 F90987A1 7AC245B1 79C988D6 3229D9S7E

F19FE02C Al056E01 E6A7411E D24694AA 8F834F4A 4AB022F7 64CEDIBD BC99D590 049B434D

0FD73428 CF608A5D BS8FESCE0 7F150269 40BAE40E 376629C7 AB21E7DB 26092249 9DDB118F

07CESEAA E3E7720A FEF6ASCC 062070C0 ACC27688 AG6F7B706 098BC91F F3ADIBFF 7DC2802C

DB14CCCC DB0AS047 1FSBD707 2FEDAC0O4 94B2FFC4 D6853876 C79B8F30 1C6573AD 0AAS0F39

FC87181E 1AI1B46FE

Hash{xy | Za | Za | z: | 31 )| =2 || ¥2):90E2A628 EAFS7ABD 78339EA3 3F967D11 Al54117B EA442F7B
627D4F4D DO047B7F6

0x03 || yu | Hash(zy | Za | Za |l z) | 31 Wl 22 |l 32D

03 3252B35B 191DSAE0 1CD122C0 25204334 CSEACF68 A0CB4854 C6A7D367 ECAD4DE7

90E2A628 E4FS57TABD 78339EA3 3F967D11 Al154117B EA442F7B 627D4F4D DO047B7F6



GB/T 32918.5—2017

P S, :18C7894B 3816DF16 CF07B0SC SECOBEFS D655DS8F 779CC1B4 00A4F388 4644DB88
SR Bl0 WP A A LHE .

HWEM S; =Hash(0x03 || yv || HashCxv | Za | Zs | =1 || 1 | 2 || ¥2)):

zv | Zal Zellzo Nl 0 Il 22 Il 2

C558B44B EES301D9 F52B44D9 39BB5958 4D75B903 4DD6AYFC 82687210 9A65739F 3B85AS571
79E11E7E 513AA622 991F2CA7 4D1807A0 BD4D4B38 F90987A1 T7AC245B1 79C988D6 3229D97E
F19FE02C Al0S6E01 E6AT7411E D24694AA B8F834F4A 4AB022F7 64CEDIBD BC99D590 049B434D
0FD73428 CF608ASD BS8FESCE0 7F150269 40BAE40E 376629C7 ABZ1E7DB 26092249 9DDB118F
07CESEAA E3E7720A FEF6ASCC 062070C0 ACC27688 AG6F7B706 098BC91F F3ADIBFF 7DC2802C
DB14CCCC DB0AS047 1F9BD707 2FEDAC04 94B2FFC4 D6853876 C79B8F30 1C6573AD 0AAS0F39
FC87181E 1A1B46FE

Hash(zy | Za | Zs || z) || 31 || z2 || :):90E2A628 E4F57ABD 78339EA3 3F967D11 A154117B EA442F7B
627D4F4D Do047B7F6

0x03 || yv | Hash(xv || Za | Za Il =1 Il 32 | z2 || 32D

03 3252B35B 191D8BAE0 1CD122C0 25204334 CSEACF68 AO0CB4854 C6A7D367 ECAD4DE7
90E2A628 E4FS7TABD 78339EA3 3F967D11 Al154117B EA442F7B 627D4F4D DO047B7F6

%W S,.18C7894B 3816DF16 CF07B05C SECOBEFS D655DS8F 779CC1B4 00A4F388 4644DB88
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M R C
(BB R)
i B R 2 o 6

C.1 —EEX

AP FER GB/T 32905—2016 S HAMEBAERE AR ARKENT2'HNHEE LSS, BT
RIKER 256 MAFRIZB(E,ICH Hass ().

AMRMA GB/T 32918.4—2016 MEMAFMER LT ABIASEEP R MPIIE.

A< B R, A 16 2 R ZE0 B AL, Al R EAL,

2= B %R, BASCR A GB/T 1988 %5 .

C.2 SM2 #6H gh £8 7 B R &

WEME BRI .y =2 +az+b

R, F,-256

¥ ¥ p.FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF FFFFFFFF
#%¥ o .FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF 00000000 FFFFFFFF FFFFFFFC
#3 b.28E9FA9E 9D9F5E34 4DSA9E4B CF6509A7 F39789F5 15AB8F92 DDBCBD41 4D940E93
EE G=(z¢,yc)  HBrich n.

B85 o :32C4AE2C 1F198119 5F990446 6A39C994 8FE30BBF F2660BE1 715A4589 334C74C7
¥R yc :BC3736A2 F4F6779C 59BDCEE3 6B692153 DOA9B77C C62A4740 02DF32E5 2139F0A0
Bt n;FFFFFFFE FFFFFFFF FFFFFFFF FFFFFFFF 7203DF6B 21C605ZB 53BBF409 39D54123
FmEAHEBR M.encryption standard

HE M@ 16 BEHI R 656E63 72797074 696F6E20 7374616E 64617264

F¥) dp:3945208F 7B2144B1 3F36E38A (C6D39F95 88939369 2860B51A 42FBS1EF 4DF7C5B8

A8 Pa=(zp,ys)H:

M $R x5 :09FIDF31 1ES5421A1 50DD7D16 1E4BC5C6 72179FAD 1833FC07 6BBO8FF3 56F35020

4 8% ys :CCEA490C E26775A5 2DC6EA71 8CCl1AA60 OAEDOSFB F35E084A 6632F607 2DAYSADI13

ik Eop g LR PSP
P4 LI & 59276E27 DS06861A 16680F3A D9C02DOC EF3CCIFA 3CDBEACE 6D54B80D EACIBC21

H!HH ﬂﬂ,ﬁ C, =[*JG= (x, V1 )
MbR x, :04EBFC71 S8ESD1798 62043226 S8E77FEB6 415E2EDE 0E073COF 4F640ECD 2E149A73
445 v, :E858F9D8 1ES5430A5 7B36DAAB 8F950A3C 64E6EE6A 63094D99 283AFF76 T7E124DF0

EWC ZRAXREEORAEL  AHERBRFVRNERXAN PC ||l 2, || 1. PC AR —-FHH PC=04, i
ﬂ C]i

i‘i‘lﬂﬁlﬂlﬂﬁfi]ﬂ-(:: rj’:):
M ¥R ::335E18D7 S51E51F04 O0OE27D468 138B7AB1 DC86AD7F 981D7D41 6222FD6A B3ED230D

447 y: : AB7T43EBC FB22D64F 7B6AB791 F70658F2 5B48FA93 ES54064FD BFBED3F0 BD847AC9
HE M B E klen=152

i+ 3 t=KDF (z; || y2,klen) :44E60F DBFOBAE8 14376653 T74BEF267 49046C9E

HHC.=M ®:.21886C A989CA9C 7D580873 07CA9309 2D651EFA

% Ci=Hash(z; [ M || y2):
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z | M|y

335E18D7 51ES51F04 O0E27D468 138B7AB1 DC86AD7F 981D7D41 6222FD6A B3ED230D

656E6372 79707469 6F6E2073 74616E64 617264AB 743EBCFB 22D64F7B 6AB791F7

0658F25B 48FAS3E 54064FDB FBED3FOB D847AC9

C,.:59983C18 FB809E262 923CS53AE C295D303 83B54E39 D609D160 AFCB1908 DO0BD8766

WHWEXM=C, ||Cs || C,:

04 O04EBFC71 B8EBD1798 62043226 S8E77FEB6 415EZEDE O0E073COF 4F640ECD 2E149A73
E858F9D8 1ES430A5 7B36DAAB 8F950A3C 64E6EE6A 63094D99 283AFF76 7E124DF0
59983C18 FB809E262 923C53AE C295D303 83B54E39 D609D160 AFCB1%508 DOBD8766
21886CA9 89CAI9C7D 58087307 CA93092D 651EFA

MESERPOAXHE:

ﬂ’ﬂﬂﬁﬁ.ﬁ[ﬁn]clz(rlﬂ't}:

A PR r;:335E18D7 51ES1F040 E27D4681 38B7ABID C86AD7F9 81D7D416 222FD6AB 3ED230D

445 v:: ABT43EBC FB22D64F 7B6AB791 F70658F2 5B48FA93 ES54064FD BFBED3F0 BD847AC9

W t=KDF(x; | y;,klen) :44E60F DBFOBAES 14376653 T74BEF267 49046C9E

HHE M =C, @ t:656E63 72797074 696F6E20 7374616E 64617264

H® u=Hash(z; | M" || y2):

59983C18 FB809E262 923C53AE (C295D303 83B54E39 D609D160 AFCB1908 DOBD8766

B3 M';656E63 72797074 696F6E20 7374616E 64617264,B)% .encryption standard

10
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*

P EEENEESEET
EETHHEMEEAER 28 (100029)
EEFTEREE =8R8 16 5 (100045)

M it www.spc.net.cn
BT (010068533533 Efr94.:(010)51780238
P B % # . (010)68523946

FERAE L AR RS S AR R
EHFERELH

*

A 8801230 1/16 EHIFE 1 <<% 24 F%
20174 S ASE—RM 20174 S ASS—KkE B

-
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