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EFSM2 ZHEEHNHFIEREANTE

1 SeHE

ABRHERLTE 1B Ik 5 MIUE A5 40 51 2 (4 FE AR A5 4G L I X Rk A5 A0 UE A5 U 1) 3% Y A5 R
WA VAT T Hii .

A 3 TR UE B UGIE R GBI A U IE A A IE AL B33 8 LA S T80 IE A 89 4
2 eS| A

B HN SRS T A SO B2 b AN R A o LI T H A 51 ST A0 H 3 B RRCAS 38 T AR SC
P FURANTE HII 51 SO H w8t A (R 458 B A7 148 B 20 3 FH AR SO

GM/T 0006 A AR L

GM/T BBBBB SM2 %5 ity 312 i F L

GM/T CccCce SM2 %1% 53 4 25 4 1 B R A LS

PKCS #7 Cryptographic Message Syntex Standard

RFC 5280 Internet X. 509 Public Key Infrastructure Certificate and Certificate Revocation

List (CRL) Profile
3 REMEX

FINARE R s T AR
3.1
¥=FiEH digital certificate
A OB 8 B BURCHE BT AE PE A2 IE PR A = 07 UE B UGENLR (CA) 17T B 28 24 1 — 4~ 1]
15 B B A S
3.2
IEBHSETIR certificate revocation list (CRL)
CRL J& CA XU 3k 5 1 28 & 1) — A~ 51 3R S0 .
3.3
CA JEH CA certificate
CA IEA5 48 00 A& 25 8507k B IAUE NG B3R .
3.4
& HRMRIER  entity certificat
Ly SEARALAR S P IE AT 02 B UE B OAIEALAE 28 & B AN GE A AL IE A5 A E AR

4 UEREIE

30 45 W& 1 E T ASBRUE
CA EBINIENLIY
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CRL Ef %R
DIT H 35 B
OID XA ARl fF
PKI 385 Al i it

5 #H=FIEHEE CRL

5.1 #EiR

BOeF e A LUR R

—— T fu] GE &% AR A5 R FHIAGEHLAS 281 04 B P 30 AT LUK & A TE LG BT DA (9 A 8

— B TIANIEALR , B A JE A ALY BB 48 B8 e 5 L UE R AT b RE Y

HTHIE A S A AT P 1 BT DA AT DL o s 7E H Sgerbok KA A R B LS R B R e AT,

i RAEAE DIT rp i o — Pk 2 Bk I 2 S0 CAHX I A IRE CA A4UR DIT Z A Rk &

TN EAILR) 38 o X5 2 G 28 48 o A ) e 1S AR BB G AT BN A P 44 A DL S — AT
Y A B FH P BEINAE B ME — M FRIRAF Cunique identifier) , ME—#EFR AT P25 00 00 B0 4% 307 25 oK (00
SE ST BA L U UEHLA (CA) 252 o P —PEARTRAT AT LU 1 A0 X G AR P4 UE 15 H 3 a2 18 B A 26 mT 9
S P 24 A 5 e 45 i A 50 B R M, SR — A P IR I R0 4 O AL E— PR AT
UA I HiZIEB R H A A CA, HiE — bR IR UCA B UIEHLA A= %A, I P E 45 B F 80
B

CA<<<<A>>=CA{V,SN,AI,CA,UCA,A,UA,Ap.T"}

XV ORUEBMUA ; SN R IE 3 5 515 5 AT S HI R 2 B4k 43 i A PR R AT s UCA i CA 1 AT 3 i M
—PEARIRAT s UA WP A B AT 3E B o — PR AR IR AT s Ap SR A B9 A 815 T SRR GE 45 09 A %00 . i
A H AL R PRI 22 8] 0 s ) B R UE 5 B9 A R0 . UE A5 A RO 2 — AN B R DX JR) S A 34 B ] DX () B,
CA W7 AR UE e 4P 2k 45 B IR A AR L U= & A A U 5 B8 . BT e TYEEAR/NT 24 h i
JE A N AR Ak L R 2R 4 UAS MR A B ] (Coordinated Universal Time) S 3EAERT ] . iF 45 1 0928 24 7] 4
AT AE CA 280 CAp B P R S0 ik 1k 45 1 A 2Pk

CRL & CA XJ U8 1Y UE 5 105 25 A 1y — A 51 38 SO 3% SCF mT T 007 3R 46 46 1 P ik 5 19 A %K
PE. CRL A X. 509V2 FRifl A IE 5 U 51 Ak 2.

5.2 HFIEHEA
5.2.1 &£Rik

AFRHER I GB/T 16262 I ARME R R 5E S B9 ML (DER) X F115iE 5 5 v 1) 25 145 6L 2R A7 2 14
S 2 R IE B BE 458 . ASN. 1 DER #8425 TR JU R BUARIC KB MM B9 2 15 R 4¢ .

5.2.2 ERIEHHHHBIELEN

ORI ABAR A5 T

Certificate ::= SEQUENCE ({
tbsCertificate TBSCertificate,
signatureAlgorithm  Algorithmldentifier,
signatureValue BIT STRING }

TBSCertificate ::= SEQUENCE {
version [0] EXPLICIT Version DEFAUT vl,
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serialNumber CertificateSerialNumber,
signature AlgorithmIdentifier,
issuer Name,

validity Validity,

subject Name,

subjectPublicKeyInfo SubjectPublicKeylInfo,
issuerUniquelD [1]IMPLICIT Uniqueldentifier OPTIONAL,
R B, version WhAJE v2 B v3
subjectUniquelD [2] IMPLICIT Uniqueldentifier OPTIONAL,
— NS B, version WA v2 BiH v3
extensions [ 3] EXPLICIT Extensions OPTIONAL PRI
— R B A, version WSS v3
}

Version ::= INTEGER { v1(0),v2(1),v3(2) }
CertificateSerialNumber ::= INTEGER
Validity ::= SEQUENCE {

notBefore Time,

notAfter Time }

Time ::= CHOICE {

utcTime UTCTime,

general Time GeneralizedTime }
Uniqueldentifier ::= BIT STRING
SubjectPublicKeyInfo ::= SEQUENCE {

algorithm AlgorithmIdentifier,

subjectPublicKey BIT STRING }
Extensions ::= SEQUENCE SIZE (1.. MAX) OF Extension
Extension .= SEQUENCE ¢{

extnID OBJECT IDENTIFIER,

critical BOOLEAN DEFAULT FALSE,

extnValue OCTET STRING }

R BIIE B IR 45 49 B tbsCertificate, signatureAlgorithm Hl signatureValue = 4~ #4 5, ix Lk
B S SR

—thsCertificate S8 & T F AR PR A A& & 44 FR L AR08 UE A5 1947 280089 LA K HC Al /4 40 56
B
signatureAlgorithm J{6 & Uk 4528 & ML 25 A i ik 45 B 4t FH i %5 A 8 ik i A U . — D3k
PRIRATRY ASNL 1S54 00°F -
AlgorithmIdentifier ::= SEQUENCE {

algorithm OBJECT IDENTIFIER,

parameters ANY DEFINED BY algorithm OPTIONAL }
PRI R AR IR — A B Bk, JP 9 OBJECT IDENTIFIER #404R10 T BAK B H .
Horp Al & 2800 N2 52 MO T BT b RIS . I R AR IR AT 4 21 thsCertificate
[y signature FRiR 28 24 L TUAH R . QR4 424 5L SM2, TS 4.
signatureValue 3£ & T %} thsCertificate BT FZE L 1458, KA ASN. 1 DER %519

3
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thsCertificate YE U F 2 4 MUK A, T 25 44 1) 45 S ] 32 B8 ASN. 1 45 % % BIT STRING 2k £
FARAFAEE 125 24 BN .
QR 2 Bk SM2,SM2 0 Rk & Z K i U2 L GM/T BBBBB,

5.2.3 TBSCertificate & HEEIELH

TBSCertificate & TIEB L5 AT+ AT HME B . X8 8 F BAT MMM L & K4 ER
BN AR RS B R B 2 L 47 B8 TBSCertificate ¥ 1] DL AL 2 0] Ve O ME — bR RGBT, A<
SRR IR BRI A X B I 1 v AN X

5.2.3.1 RRZA Version
AR AR T B iE -+ B A S .
5.2.3.2 [FE%|5S serial number

AIJE CA 3 E 4 B IEA 1 — D IE B8 — > CA 28R 1 55 5K UE 15 1Y 5 91 5 0 2502 I — 1Y (X
o 38 o A B 44 7 A 85 A AT LM — MR E — SKAIE 15D - CA bR IR e 91 5 2 AR T B 8. e 5l
AT LU KR A T L I RE W A BEAC 3K 20 A 8 AL B FE SIS . CA e 5T AR A 1l TR T
20 A~ 8 AL F AT T T

5.2.3.3 ZRZEiE signature

AL B CA ZE RAZAE 5 BT T A 28 B 50k AR UAF XA B AR AT AL AT 5 3IE 43 v signature Al
gorithm T AYSILARIRATAH A o AT 6 2 B0 PN 4 58 4 MOB BT b TR B AR 58 3 W LSRR P 2 SR 28
CAU R

5.2.3.4 Mm%3#E Issuer

A IGAR T HIE A3 48 44 FAIE A5 00 & 0 SE AR . B A — A HE =S 1 B ) 44 R (DN-distinguished
name) , ZIYPE LA Name 28, H ASN. 1 (L5 -

Name ::= CHOICE { RDNSequence }
RDNSequence ::= SEQUENCE OF RelativeDistinguishedName
RelativeDistinguishedName ::= SET OF AttributeTypeAndValue
AttributeTypeAndValue ::= SEQUENCE {

type AttributeType,

value  AttributeValue }
AttributeType ::= OBJECT IDENTIFIER
AttributeValue ::= ANY DEFINED BY AttributeType
DirectoryString ::= CHOICE {

teletexString TeletexString (SIZE (1.. MAX)),
printableString PrintableString (SIZE (1.. MAX)),
universalString UniversalString (SIZE (1.. MAX)),
utf{8String UTF8String (SIZE (1.. MAX)),
bmpString BMPString (SIZE (1.. MAX)) }

Name i T H— 26 & 1 41 5% 09 )2 IR 4504 19 24 ks an Bl R 44 R N B9 B, in“C=CN7, Hirpr At-
tributeValue #f 43 89 2% B 2 B AttributeType i & W, % B =& — 4 DirectoryString 2% B,
DirectoryString 2K %I ¥ £ X & PrintableString, TeletexString, BMPString, UTF8String #I

4
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UniversalString Z8#1 22 —, UTF8String 4wt 2 H ki g td .
5.2.3.4 BHHE validity

AR TGS — A ) B 7EIX A ] B . CA AR BR3P 06 THE RS ME B . IRl — 1
EA WA B A ) SEQUENCE 28 AU - 3iE 5 A7 200 B9 A2 46 B 18] (notBefore) FIUE 45 A R B9 £ 11 i
[d] (notAfter) , NotBefore fill NotAfter X ¥/t [E] B A] LLAE S UTCTime 2K B 8% % GeneralizedTime
KRBT i b

5.2.3.5.1 #mEEREKX

RO A FRME R CA 7E 2049 4F 2 il (6155 2049 4 20 AV 144739 UTCTime 2498 £ 2050 4
2ZJG 4N Generalized Time 2851,

5.2.3.5.2 5 mtE UTCTime

AT Ay [ RN B3 S B — AR ASNL 1 3880, e B HCA A i B2 A9 . UTCTime i if
P AN AL B E AF L B RS A 2 1min 8 1s, UTCTime 408 ZUH T Zualu, SR8 Ak BLIG b i 5 E]) 8l B
I 2%

FEATI Hf, UTCTime {8 2675 FHA% AR ELE A5 E B 8] (Zulw) 6o, IF B 2625060 75 b, Bl B2 A9 530(E N
F(IEtEAR R YYMMDDHHMMSSZ) , 2 48 W4EF B (YY) dA 0N T i F% .

BYY RTESET 50N MR 19YY 324 YY ARE 50, 4E R RN 20YY,

5.2.3.5.3 @AM EIZXE GeneralizedTime

AT e — AR iE ASN. 1 ZERY, SRR I [A] (Y AT A2 K5 8 2 . Generalized Time 57 B B 42 % — >4 L Al
& AR LI s M I (1] 22 [] 9 B[] 22

AR Generalised Time (1048 711 i B AL 67 ME Y 1o 227 . L6 16 85 . 0 (BS 00C 9 % I
BFEIAE N YYYYMMDDHHMMSSZ) . Generalized Time {8 28 A Gef), &5 /NEUED (fractional seconds) .

5.2.3.6 FE{F subject

AT IR T 5 AL B I 5 G AR R A SR SRR A B AT DL B TE AR/ B 3 R R 4 4
PRy I (subjectAltName) . WHER F A& Z —A> CALTIE 4 F2 AR W0 2002 — A 3B 25 1Y 5 0 & 2 1Y Y
25 AH DT (4 6 1) 45 Bk (distinguished name) . W15 3204 (1 iy 44 15 80 FUHE BR7E 36 R 5 40 44 AR 7 J 0 o (431
MEAH R 5 —4 Email ik sk URL 4652) . 84 FARZ B AUE — A 25 7 41 HL B 08 i 4 F 2
T A J5 B b P S B 1Y

2 3 RG2S I 34N I 06 20 4, 5 — N B ) 44 B (DND , — A~ CA GATIE 89 45 4> 35 1 52 44 1) B 531) 44 R
W UEME— B . —4~ CA BT RLR Al — 4> 32 0 S A LA W) B9 S8 591 44 Bk 2 e 2 S E 4 .

FARA PR TR X ISO/TEC 9594-2:2001 Y45 281,

5.2.3.7 F&EA$HEE  Subject Public Key Info

AT SR AR LA AR N B B R . S B B AR IR AT AlgorithmIdentifier 45 #4) 3 36
R HBNEHE PN RSA B, AlgorithmIdentifier 2545 X2 W PKCS £ 7 B0\ 88 15y SM2 i), Algo-
rithmIdentifier Z5#) € X . GM/T CCCCC

5.2.3.8 MAHEM—IRIZFF IssuerUniquelD

ZIIE S8 P QU e S NG a2 D R L T N g 2 O N T =T M N i N s S E

9
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Internet [¥ {4 UE A5 A A0 FE— bR IRAT o S0 A AR 1 A9 30E 45 28 & AR S LA i nly A5 0 o Ik — B iR AT
AR UE A5+ ELR 5 N 3 R T R 32 BE A8 A AT 3 A U R AT X L

5.2.3.9 EkME—FRIZFF  SubjectUniquelD

ST T B R Ak B AR 44 R P [ AT A s o SO AN [R] 9 SR 44 B B E L O HAS i At
LTI SR A A AR HE B IE 5 25 S HLA AN I A i A 3 AR O — B U B A5 o B 7 I 3 AR b N2 RE 5 i
B M — B RAF I HEAT X L

5.2.3.10 ¥ I extensions

ARTUE— AL ML Y 875 (SEQUENCE) . H N & MR 45 7E 5. 2. 3 P L.
5.2.4 EBY RERHEBIESWY
5.2.4.1 IERY R

AR UEE SCRYUE AT e U4 At 1 418 — S8 R Jas 4 () ] P B2 B A S IB6 1) O 12 LA B i 5 45 4 1) 48 2
Tiik . BRSSO UEDYT R IR L I I, R A T A TR AT L SO B R AR DG B
PER) . — DY A = B SR Y ISR YRGB BE MY R IE . ¥ O B (extension
criticality) & g — U5 ({1 JH 2 22 75 ) LA 20 e — 7 eS8 AL . IE 5 19 I R 48 4 2R BE TR G B 1Y
PRI L R 2 e 52 AR A RS BE VU AR SCHE R B L U RT DL 2 Z T R IR 45 B .

AR E L —BERRAE AP eI, 5 SRR 0 R e, AR S PR N A R e AR SR ] TG R BRE
A BE 5 B — 25 FH g IS A R UE S .

AP JRIAALHE — X AR OID Fl—4> ASN. 1 4549, 43EF i il B — A9 @ if, OID 4
extnID T B, X 1 f ASNL 1 4B 45 5k 2 8 bit FE4FH extnValue BIME . — N8R E BYIE 5 h 4% &
FP R Hoal o, Blan, — AN E A 2T DAL S — DR S AR R Y . — A R s —
AN R B (B R iz i TR i OC B M LB S (D FALSE, B AESCHEM . AP R IESCHEH T X
R ) AT AR 1

BEAFRUER) CA DI SCHF B PR RAT EEA R 8 P R FE SR M S5 9 J . a2t CA 28Rk 1Y
HEAS i EARIUN 25 778 % CA R 1 3R BRI B e Ly . HAbry 2 ithy. CA &n]
PLSZRE AR UE & SCZ AR HAW R ™ & o UE A A & & 0 2000 2 A0 2R G 28 JR B SO G BEAY , DU 7T R
SO HARAE VR R BT

T AR B 1 1 1 FH 06 200 28 /0 R A TR 25 B R UE A5 SR I L 2 A 4 4% Bk R AR PR L 48 R BRI L R
W BT AN R A B . ) Ah AR AR LA BE SRR IAIE ML Cauthority) Al (R 85 AR AT (subject
key identifier) DL J 5 W S 47 8

5.2.4.2 IREFRE
5.2.4.2.1 £k

AT E CBUAIE B AR EIE B B BN P B S GB/T 16264. 8200 X g LAY —4 OID #H K.
%4 OID #B & id-ce YR B, Hig SLANF .
id-ce OBJECT IDENTIFIER ::= { joint-iso-ccitt(2) ds(5) 29 }

5.2.4.2.2 MENHMZHFRIZF authorityKeyldentifier

WU HLR B AR IR AT 3 R 3 1 —Fh 7 2 AU 530 5 28 44 FABI A N Y A 8. U T A
ZA B IAF 5l T A AT BT 242 44 3 B I i e . TR AT R T A R A I A b i AR
6
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BABR AT BB T 00 K 1) 24 FR AN 515

MR CA 774 1 B A IE B A 45 authorityKeyldentifier ¥ & 19 keylIdentifier 30 , DAf# T 5% (19 & 57,
CA LI HAZ” (self-signed D iEA3 1 2R A FIIE ol LUA W IEHLAG 25§ R IR AF . B i, 2 ARIAIE
BUAE 2 SRR R AT 2 58 AR R 1Y

AR W] AR UE B 97 IR Al AR CRL 97, A IR IR S E7E IE B 8 CRL B2 4 19 A TF 4%
. e ReREuIE — CA 1 YA [7) %25 BH (i) i, 76 % B0 ST A 2B D)

5.2.4.2.2.1 X

id-ce-authorityKeyldentifier OBJECTIDENTIFIER ::= {id-ce 35}
AuthorityKeyldentifier ::= SEQUENCE {
keyldentifier [0] Keyldentifier OPTIONAL,
authorityCertIssuer [1] GeneralNames OPTIONAL,
authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL }
(WITH COMPONENTS  {:-+,authorityCertlssuer PRESENT,
authorityCertSerialNumber PRESENT} |
WITH COMPONENTS {+++,authorityCertIssuer ABSENT,
authorityCertSerialNumber ABSENT})
Keyldentifier ::= OCTET STRING

5.2.4.2.2.2 ixBH

Keyldentifier 59 {E 0 A T-9E S29E 4525 44 B9 A 80 S th s P2 AR ME— (I ik il . A TR0
AR IAT Keyldentifier AT SR IR 34 WA d HI A 5 5 26 -
a) keyldentifier i BIT STRING subjectPublicKey {E#J 160-bit SHA-1 HF{E 4 i (AR,
KA T AT 5
b) keyldentifier iy 0100 fil )5 R ¥ BIT STRING subjectPublicKey {8 i SHA-1 4 (& 7 5 {%
7 H) 60 bit ZH AL
2 B AT LUE 3 keyldentifier 57 B rb i 25 BAAR R AF R AR L, 0 mT DA o 1 25 51 B9 E 5 A AR TR (45
authorityCertIssur 5= Bt 31 B 3E 35 41 & & LA S authorityCertSerial Number 5% Bt v () 3E 35 ¢ 41 5 ) & #r
P B AT LA 2ok 25 B AR A R 2 B IR B AR ROk AR R . SR P A AR U LI 4 L IE B e CRL
B0 4 3 AR AE B AT — B o X T A LA 1 6L 5 R A AiE B B CRL (4 i 285 AR AT I 35, 1
SRR LT DR ME— Y . RER SRR LY R AL BLRE S AL B authorityCertIssuer 5 B 1 BT A 44 F
Y e
TEBNIENUA 8 € B0 B 307 AU 5 91 5 L X R & 5 FHIE 45 77 915 A 25 G B ME — M bn i 1 —
ik,
R ASUE S Z A0 BT A IR 5 e A6 & A e, T H 24 keyldentifier W, 40 SRAIE 45 B A% & & 1Y)
iE 5 A SubjectKeyldetifier § &, W 2 ¥~ & F keyldentifier Wi 6 20 5 M0 & #H W WF B W
SubjectKeyldetifier # J& B {l — 2, 40 2R UE 45 1Y 45 & & B9 IE 45 A SubjectKeyldetifier 47 Ji& , W] AT LA
BB AR AT EZ — R
ZE 5 F 1) keyldentifier,authorityCertSerial Number 1 501 , (H AP J& Vo201 S dE 58 1Y .

5.2.4.2.3 FEZHIRIEFK subjectKeyldentifier

A IR M — BRI L S — D E APIRIE B BT ik o YT EARR THOMER A TTEY] . EREW
DX 3 [7) — 5 PGl T B89 AN [ 90 OB a2 % B0 0 e A 1)
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5.2.4.2.3.1 X

id-ce-subjectKeyldentifier OBJECT IDENTIFIER ::= {id-ce 14}
SubjectKeyldentifier: : = Keyldentifier

5.2.4.2.3.2 i%BH

Xf T B AR IR AT 1Y AR & A AR R B — DB AR IR AT B R M — 1. IR I
SRR DGR

FTAT ) CA TE A FEAY 8 5 17 H. CA 28 K UE 45 B s 2540 CA GIE 45 i AR Ji B4 1 TR &5 ¢ o K
MAEF AuthorityKeyldentifier 47 J& 1) Keyldentifier Ji, CA {iE 15 (1 32 44 85 B b5 T4 LA BH o 505
A S —AE 0 D i b S 2 SE R E S B R AR RARE L NS B S . A R 0 D TR A
BH A A R AR A (DL 5. 2.3.2. D,

5.2.4.2.4 HE$AAE keyUsage
AT © A UE 1 2 FF 85 g T &
5.2.4.2.4.1 EX

id-ce-keyUsage OBJECT IDENTIFIER ::= {id-ce 15}
KeyUsage::=BIT STRING{

digitalSignature 0,
nonRepudiation (D,
keyEncipherment (2,
dataEncipherment (3,
keyAgreement 4,
keyCertSign (5,
cRLSign 6),
encipherOnly (7,
decipherOnly &) }

5.2.4.2.4.2 ixBH

KeyUsage 288 h i FHEE W T

a) digitalSignature: Bk T4 b) (D EL @) Frbr R ik Z A 87 2% 4 5

b)  nonRepudiation: 35 uF > & {1 B K 1 Al 55 09 %5 2 28 44 5 X B AR 55 By 1k 285 44 52 R A S i 4R 4
KAhAr 9 Oh L FE I Dl @ FAIE S CRL 244 5

¢ keyEncipherment. fill % % §] 5L H A 22 445 2., i 40 H 725 1A% i 5

d)  dataEncipherment: Ji%% FH P 80 BN ELEE B o o 925 B s A 22 215 2.

e) keyAgreement: F{E T % 8 Uh i % 4H

f)  keyCertSign: iFilH i) CA %4 ;

g) CRLSign: 5iF CRL iy CA %4 ;

h)  EncipherOnly: A0 5 2 3 B 1Y keyAgreement {7 — &2l FI i . 23 TF % 81 0 35 2 91 0UH T
B AL 5 B 1 H A % 4 kA — B A T Y & SORE SO 5

i) DecipherOnly: A0 52 B H 1Y keyAgreement i — &l F . 23 TF % 4 1 35 % 910U T i
B AL 5 2 B 0 HA 2% 4 Tk o — A 1Y & SORGE SO .
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keyCertSign HF CAEH . W KeyUsage # 8 N keyCertSign MIELARH P BAETLE T W —iE
Bzh R4 ey Ry CA B E R B & i TRUE, CA @& Al {fi ] keyUsag H1 78 S HAth %5 81 1 %
A7 5140, B A 5 ) A 7R 448 3 5 55 o2 B PE Y digitalSignature,

it/ keyAgreement 7 , W A #7 #E A B X encipherOnly 3 & X . # 8 E encipherOnly {37 , H.
keyAgreement {7 U8 4 i 72 B, EARA AT T T 00 4% Bl W) B PAT 28 B L

R E keyAgreement i , WA E X decipherOnly i i & X . 758 & decipherOnly {3/ , H key-
Agreement v W4 B 72 B 342G AT HUR TR B | R BT % B B

A1) CAEBAAEFEARY R, M Has 4l & keyertSign X — H . WP R LIE X R0
s AR G R Y, R UE RN R A R .

WU Y R ARIC Ry DB 09 B 2 iUk 5 g L T AH I 28 B 6 B 17 i i

R I R AR IE A AR SCHE Y IR A B R B G BH Y I Y FH g sl LAt 2 A a8 L IF TR T A R AT
Z P/ AEB RN ESE A AT . R -AE R IR R EANTER TR EM T ®. &
F 07 AL AR WIS AN R U A X — & . QR BT A A3 07, B de Bt 2 A U TR A ik 2
AN R P &

2L A G HZ Y R TGI8 B i BEAT X0 M T o) o) h) SO AP — T SRR
RIS s M E T a) A A — W, SRR IZIE R A UE S

5.2.4.2.5 ¥ RERZHHE extKeyUsage

AR TG4 W E 3R A A TF A AT LU T — Bl e 22 B 3k L & D0 AR D g B A T R I s B
0 A T 8k kb FE B

5.2.4.2.5.1 X

id-ce-extKeyUsage OBJECT IDENTIFIER :: {id-ce 37}
ExtKeyUsageSyntax ::=SEQUENCE SIZE (1 - MAX) OF KeyPurposeld
KeyPurposeld:: =0OBJECT IDENTIFIER

5.2.4.2.5.2 HEA

ok 2 RS I S S A A S o 0 N2 N A = D S C 7 S 71 2% 2 S B 7l - 7 N T A i A A
GB/T 17969. 1—2000 4 He

P IR 5 A0 & W e T R S O B Y B DS B Y

R I R AR IE S O A R N R T e R s Z — .

W ey R AR IE R AR G I 4 L R B 5 BH A T R o wl A T i L 9T AT T A R 2 /R
B SAR B IERE RS . B — DRI, TR KR DR 25 0 TR BR T R HE R B i
SR o AT LT TE 5475 SR 0T LAEER 8 W AR 2 19 i o UGB RIE 43 e i %52

TSR A5 A B OB Y %% BH T A TURN SC B A 4 Jre 2% A 300, 08 4 o PR A T 0 ST H Ak B 5 ELUE A3 0 2
AT 5MWAI— 30 ik, R A 5 WA — 800 & I8 4 Bk A5 A 5 ) FAF 7 FH & .

AARAEE U 5 % B FH & -

id-kp OBJECT IDENTIFIER ::= { id-pkix 3 }

id-kp-serverAuth OBJECT IDENTIFIER ::= {id-kp 1}

—TLS Web server % 5|

--Key usage °] LLi% ¥ & digitalSignature,keyEncipherment 5 keyAgreement

id-kp-clientAuth OBJECT IDENTIFIER ::= { id-kp 2 }

—TLS Web server %4
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—-Key usage A] DLk # & digitalSignature fil/8% keyAgreement

id-kp-codeSigning OBJECT IDENTIFIER ::= { id-kp 3 }

— A T E AT A 1) 2 44

—Key usage 7] LLi&% B N digitalSignature

id-kp-emailProtection OBJECT IDENTIFIER ::= {id-kp 4 }

—E-mail {3

-Key usage 1] DL 1% & & digitalSignature, nonRepudiation #1/5§ (keyEncipherment 1% keyAgree-
ment)

—-id-kp-timeStamping OBJECT IDENTIFIER ::= {id-kp 8 }

4 Xt G2 ) 8 A 55 T) — s T Y 2 13 1 FsF ) 6

-—-Key usage 1] DLi% & & digitalSignature,nonRepudiation

id-kp-OCSPSigning OBJECT IDENTIFIER ::= { id-kp 9 }

—~OCSP &% 4

—-Key usage 7] LLi% & & digitalSignature,nonRepudiation

5.2.4.2.6 FAEE${FEHE privateKeyUsagePeriod
A TGS W] 5 O 5 E 0 2 TF 8 S AR B ) AT B AT IR . B R Be ] TRE 2 %
5.2.4.2.6.1 EX

id-ce-privateKeyUsagePeriod OBJECT IDENTIFIER:: = {id-ce 16}
PrivateKeyUsagePeriod:: =SEQUENCE{
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL}

5.2.4.2.6.2 iiBH

notBefore 7 Bt AT S5 AT REFH T4 4% 0 B 3 H I RN Bsf 1] . 4R 345 notBefere 7 Bt , 5t AN 42
HEFT SR 25 504 250 FH o) B FF 46 0945 8 . NotAfter FEISHAA ST U H FA AN HERE H
FEE] . ARG notAfter 5Bt , S AN $E LA AL %5 40 A 20l T i 25 3 £ 2.

XA SR IR G .

1 A BT R P TT LS E A A A JE A B © RE I A TR A AR . S A A T S LA

44 9 FOAT B S0 P30 — R b 0 E 2 5 4 1 B i
SE 2. BT 4 I R R A L 0 UE I 220 0 D R O L 0 T R IR 4 FE SR L X A T
BT A CUE 7 BT A AE o 4 IF 5 B B0 43 11306 22 05 25 4% il 3 R R AR CRL I 38 1 B9 L

jull

5.2.4.2.7 iEBKEE certificatePolicies

ARTAF T AU B CA T IA AT A TE 45 5 I . X 26 3 I 3 T E A5 DL K S T 33k BB I 5 5 A9 4T 1k
MRERE B .

HEF SR AL T — RPN B2 B . B S B —4 OID Fl—A> ] 2 A9 BRAE 26 F . X4
G F) PR SE A% A RE B0 SR Y RE

TE P UEAS o 33k S8 SR A5 B 4% H I8 1 E 5 S 00T 4 1 SR LR AIE 45 B89 2 T H B9 5 72 CA IE
X SRS 2% H AR E TS XM IE B A I TE B AR I SRS R S . A R E AR T ORI 1 AR 8 0%
B E AT Z 0 5% B 51 36 I EIE B P A S OID 5% 50 3 BEAT L. fn SR e & S s i . I %
A B AR b TURE G i B %Y i CRLAR e 1 B A2 1) - 75 Wb 254 4 1% 15

10
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N T AR AR A bR BUOR I AR B 2% B P S —> OIDL At — A OID A it WAE A
T RE LI PR E 1

5.2.4.2.7.1 EX
id-ce-certificatePolicies OBJECT IDENTIFIER ::= { id-ce 32 }
certificatePolicies:: =SEQUENCE SIZE (1.. MAX) OF Policylnformation
Policylnformation:: =SEQUENCE{
policyldentifier CertPolicyld,
policyQualifiers SEQUENCE SIZE (1.. MAX) OF
PolicyQualifierInfo OPTIONAL}

CertPolicyld:: =OBJECT IDENTIFIER

PolicyQualifierInfo:: =SEQUENCE{
policyQualifierld  PolicyQualifierld,

qualifier ANY DEFINED BY policyQualifierld }
—-policyQualifierlds for Internet policy qualifiers
id-qt OBJECT IDENTIFIER ::= { id-pkix 2 }
id-qt-cps OBJECT IDENTIFIER ::= {id-qt1}
id-qt-unotice OBJECT IDENTIFIER ::= {id-qt 2 }

PolicyQualifierld ::=OBJECT IDENTIFIER ( id-qt-cps|id-qt-unotice)
Qualifier ::= CHOICE {

cPSuri CPSuri,

userNotice UserNotice }

CPSuri  ::= TA5String

UserNotice .:=SEQUENCE ({

noticeRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL }
NoticeReference ::= SEQUENCE ({
organization DisplayText,

noticeNumbers SEQUENCE OF INTEGER }
DisplayText ::= CHOICE {

visibleString VisibleString (SIZE (1 -- 200)),
bmpString BMPString (SIZE (1 -- 200)),
utf8String UTF8String (SIZE (1 -+ 200)) }

5.2.4.2.7.2 1iiHH

ATGE ST P AN SR B A 1 DA UE 5 W ) R Ak . PR AETE 2R AL CPS Pointer
F1 User Notice fREE,
CPS Pointer [RE1EM & — 1 CA % Fi 1Y) CPS(Certification Practice Statement) , 35 78 & 19 12 =
b URI,
11
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User notice £ W Fh A 1% 7 B¢ : noticeRef F Bt Fil explicitText F B, NoticeRef F By 4 — 1 H &,
38 2o TC O AR T A — A& B SCAR 7 B . ExplicitText 5 BEAETIE 15 P4 14 428 A 45 SCA R 1 L %
FEE—NREZ A 200 R E . W12 noticeRefl Fl explicit Text 35 5 & 78 [ — 4> B 15 b, HLn R
i FH R A AT ARt noticeRef 35 7 Fi W % 388 60 SCAS W) R Jié 7R 1% SCAS , 75 W S 7 explicitText H,

5.2.4.2.8 SREEMLET policyMappings

AT BT CAEFR. Bl —1PEEZ4 OID %}, &5 X35 — 1 issuerDomainPolicy Fl—4> sub-
jectDomainPolicy, XX R FEWH, M &k FH CA AN H issuerDomainPolicy 5 F & CA i subject-
DomainPolicy J&4550 K . Wik & CA B 0] LU A 3N A #E U —~ issuerDomainPolicy, % W e i 45
HUm R E CA PP TREE[R] CA A 1Y SR IS T LLS BT W3 Y 3R s = 55300

5.2.4.2.8.1 EX

id-ce-policyMappings OBJECT IDENTIFIER ::= { id-ce 33 }
PolicyMappingsSyntax::=SEQUENCE SIZE(1.. MAX) OF SEQUENCE{
issuerDomainPolicy CertPolicyld,

subjectDomainPolicy CertPolicyld}

5.2.4.2.8.2 HEA

W A 22 B LT 1 5K 11 455K 19 anyPolicy,
VOl R i CA /SRR PR S8 . A A e T L T R B S O R B L A M
Sy S L 75 W — A B3 P AR B T AR A 19 CA 5 0 LU
1 BORBCS 0 — A F AT 3 E BN AT — A2 IS KBS ORI KRBTl — A2 o EE R
Gy W o AR AT DX ) M g bR TR I 2 SO, T BORT 22 B AT S B RE A S B9 & L 7R A IB0OR
T B B BRI 22 N SR AR AR [ A5 A i B
2. BURMWU B EE A S RAT S FE 00 3 A BIF M KA YS RS MBEANR . — BN W
I S ) T A5 B N FH B O i B R T e BRI S SR . FE Bk P, G E L & R BBV R R — T
LR T A6 2E R 5 A8 2 e Y .
3 WU BOR ST ST PR RS T BOR R I R T R PRI BT .

5.2.4.2.9 F{EEHZI subjectAltName

AT — AL B i 44 Ol FH 22 B0 24 BROF 20 b 9 AE — ) SRl AL CA 832 58 1k 50 E
W FF G0 7E— L .

FAUR A 2 Y R A VF AR B B 0 BE B A AR b BT E SCHY B AL HE DR AR I E 4
DNS £ Fr 1P Mtk 4 — 35 AR RAF (URD . A —SL 4l A i g SCRYEE T . 7T DAL 36 2 44 BB 2R 4
MZFRIERK A Z 00 53R 1Y B 03 B B 30— A~ E A5 o iE 06 2500 1T 3 A 3 955 4 B sl e # E 4
AP, T R A POA R S A RN IR RS 0T A b4 CA IE,

5.2.4.2.9.1 ®EX

id-ce-subjectAltName OBJECT IDENTIFIER ::= { id-ce 17 }

SubjectAltName ::= GeneralNames
GeneralNames:: =SEQUENCE SIZE(1.. MAX) OF GeneralName
GeneralName:: =CHOICE{

12
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otherName [0] OtherName,
rfc822Name [1] IA5String,

dNSName [2] 1A5String,

x400Address [3] ORAddress,
directoryName [4] Name,

ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,

iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER}

OTHERNAME :[:=SEQUENCE {
type-id OBJECT IDENTIFIER,

value [0] EXPLICIT ANY DEFINED BY type—id }
EDIPartyName::=SEQUENCE({

nameAssigner (0] DirectoryString OPTIONAL,
partyName [1] DirectoryString }

4,2.9.2 #HEH

GeneralName &8I rp ] 2 4 1 {5 2 T 51 4 B0 2000 44 %«

otherName J&#% it OTHER-NAME {55 2 % {4 38 51 52 41 & SCA AT — R X0 44 7 5
rfc822Name £ M Internet RFC822 % X Y Internet Hi, ¥ MR 4 Hi 41l

——dNSName Z# M RFC 1034 & X i Internet {44 ;

x400Address J& % i GB/T 16284. 4—1996 5 LY O/R Mok ;

directoryName 2% ISO/IEC 9594-2:2001 & X A9 H % 24 K 5

ediPartyName 238 {55 (9 HL 5004 22 #0605 2 18] 7 2 19 JE 28 44 FR s nameAssigner PR 10 T
53 Be partyName H1E— 24 FRIE A HLA 5

uniformResourceldentifier & % B Internet RFC1630 & X 1 FH T WWW [ UniformRAe-
sourceldentifier, RFC1738 5 X 1% URL & 1 F1 4 15 30 001 5

iPAddress /£ $# 8 Internet RFC791 % X i H — 3k 88 £ 78 B Internet Protocol B ;
registeredID J2 4% I GB/T 17969. 1-—2000 X i} (19 2 44 43 B B bR AT

CA KRB KA subjectAltNames #1415 25 GeneralName WHUEH . WHRGF B P Ay ME— F K 5

B3 2 — A e A4 B =Xl — > W B st i) o DU = 0K 1 B 391 4% a0 502 23 Y (— D25 JF 410D, HL subject-
AltName 3" A HAFTE . AR FAR T BLa 45— 23 7 51, W subject AltName §7 J§ 0o U5 P 0 SC B 14

.

AR H B subjectAltName 37, W F b 2 /D& — 1458 .
%} GeneralName 2 8 o fifi F] i 554~ 44 FRIE 2 A3 — A4 FREEME 2R 80 DA UE Br 4 FH A9 AT ff 45 FK

A 17 90E 5 491 Az & FIE F5 6 2 J0 B SCH bR IR — S A

S JR R LA SC B Y ml AR OG5 P IR P A A B AR . A BEORSCHF IR YR A SE BLRE AL B T AT 44 B

o AR I JRARIC B B IR 4« 22 /0 1V RE IR R AR BRAF 1 09 44 AR 02— 5 UL A O B TIE A
ToRL . BRICHT BRI LSS S VR IE A0 R e AN BRI B AT S B8 TR A9 B0 1 SR Y 44 AR08 XA AT 44

.

M R A Y AR B TC . b AR R EAR R S AR AR AR 0 S AR B Y
i 1. TYPE-IDENTIFIER 2% (i FH7E GB/T 16262. 2—200 X Fy Rt 5% A F1 C ik,
2 WERAFAEILY R I AR 10 N SCHE MY L IE A5 Y subject W] DLAL B 25 44 FR (9 40 L 4 56 R B 44 1 — A4S0 R D L 7E
P OL T E PR SRR AT R rh i 28 PR B — L i i 2 FR SR AR IR
13
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3. B ULHIN B RFC2459 WY 4.2.1.7,
5.2.4.2.10 MEZBHHREFR issuerAltName

ARG — A B A 4 44 FR Cal Al 22 44 AR08 20k BOAE — A L IBEIE B 8 CRL AUk & 1T .
5.2.4.2.10.1 EX

id-ce-issuerAltName OBJECT IDENTIFIER ::= { id-ce 18 }

IssuerAltName ::= GeneralNames
5.2.4.2.10.2 izBA

W T ] DA 2 O B s AR G BRE Y , BrUE B CRL AR 35 e 48 . AN SR SCHF UL R 1 52 B 7 A b 34
iy BRI, A0SR e R bRiC R B A L T4 /0 N i R AN Ak R AE A Y 45 BB X 2 — 75 0 A
SR CAE B IR BRI A BRI LA, FeieE il AR G0 R BEIR EL A R BB R AY B S HE I 4% R IE X
AT 2 PR . fi#s  UEA 5L CRL AR 3 TAL & T — A B8 br R0 & ALK 1 E 5% 2% B - 4 720 e T AR i
FAE SR .

WA LY T AR R 2 1, F 35 8% CRL (1 issuer T A LI A1 55 25 4% FK () 4, S 17 7T 66 51 44
B —A “0” P H) A B LT A & # HURE 4 PR3 R v i) — S8 Z BRI Ak e 44 R b
WA 5.2.3.2. 8 MUL I UEFT 4R A5 .

5.2.4.2.11 F{HEZFREH subjectDirectoryAttributes
AT UE 5 3 AR % R A A B S PR
5.2.4.2.11.1 EX

id-ce-subjectDirectoryAttributes OBJECT IDENTIFIER ::= { id-ce 9 }
SubjectDirectoryAttributes ::= SEQUENCE SIZE (1 -- MAX ) OF Attribute
AttributesSyntax:: =SEQUENCE SIZE (1.. MAX) OF Attribute

5.2.4.2.11.2 %A
Y B AR R .
5.2.3.2.12 EZAR# basicConstraints
AT AR PIE A 1 FAR R T2 —4> CAL il it % CA TREAFTERINIE R A 2 K.
5.2.4.2.12.1 EX
id-ce-basicConstraints OBJECT IDENTIFIER ::={ id-ce 19 }
BasicConstraintsSyntax: : =SEQUENCE{

CABOOLEAN DEFAULT FALSE,
pathLenConstraintINTEGER (0.. MAX) OPTIONAL}

5.2.4.2.12.2 i%BH

CA F BRI IL A PIIE 2 75 ol HDR B IEIE 25 4
PathLenConstraint "7 B AUfE CA 8 TRUE WA AL, B4 2 Rk e b i 2
14
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g CAGEASECH . O (72 75 B 72 th FURT L 60 2008 52 6 % 0E 18 7R T A2 % F 4 CA E 5, Path-
LenConstraint 5% B¢ 8 BB 6 200 K T 8 55 F 0, 0 2R 7 N E B 2 WAL 0 iE 5 & k& B )
pathLenConstraint 5B . W X AT 6 75 B 70 V5 1 1 45 PR
CAHE 45 06 06 A B T LA 5 S0 750 o B R CA B 5 T B % 3 2
I 1 00 P 2 96 2 1 A S B 0 B P B 5
R B AR i H S T 4
W CA TRy FALSE. ST R A 4 keyCertSign 5 FIHE . HA TR RR
A IO U 545 4
W CA F B X TRUE, 3 H pathLen Constraint £715  WHIE5 611 5 5 15 5k 4k 22
I IAIE 12 275 5 pathLenConstraint f{H —3X .
O IR R R AEAE B AR IC S AR S B IR0 I HL R W UE A48 R G AT ZE B R S0k & P E R, 9 B
ANHEH K BAEIE %4 .
E 2 IR —IER FEREE— AR, B, R E CA A F Al LEY B rh a4 — 12 SEQUENCE {1~
JRI,

5.2.4.2.13 #Z#PMR#%] nameConstraints

ARIULAE— K CA IR EH8 8 T — A& RS 6] 7E b 2s [ B8 T AR %A% v] LAAE 5 23R 45
ERAR PR,

5.2.4.2.13.1 EX
id-ce-nameConstraints OBJECT IDENTIFIER::={ id-ce 30 }
NameConstraintsSyntax: . =SEQUENCE{
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL}

GeneralSubtrees:: =SEQUENCE SIZE (1.. MAX) OF GeneralSubtree

GeneralSubtree:: =SEQUENCE({

base GeneralName,
minimum [0] BaseDistance DEFAULT 0,
maximum [1] BaseDistance OPTIONAL}

BaseDistance:: =INTEGER(0. . MAX)
5.2.4.2.13.2 ixBA

WP LEAE permittedSubtrees il excludedSubtrees B¢, W B 18 M E — D 244 TH .
BEA™ H B34 04 B 9 24 Bk sl AT 5 A T B P A AT BT 44 Bk o S TS LR — AN B BRI/ BT
SRR E B IX R, W AR permittedSubtrees fA7E . 7E E K CA FIAUE B AR h 5 28 CA WL T A IE i,
HA RS F W P B 5 permittedSubtrees 7 Bt #E £ K 2 FRAH R A9 UE 15 A 2 AT #2322 19 . A0 2R ex-
cludedSubtrees £7F , H F4& CA 8N IEE T 522 CA i & A IE 5 b7, [6] excludedSubtrees #i5E
FE L BRAA [E AT AR IE B ER A AT 3552 14 . W3R PermittedSutrees Fil excluded Subtrees #7778 31 H 44
Fras ) 8 & WG Se % FH HE % 7 B (exclusion statement) ,
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M3 GeneralName 5 BESE S0 4 20 5 SIS 98 FUAT LAFSEE L0 5352 46 40 10 44 BB K 3 o
Bt Directory Name 4 Bk Il 2 i S 38 FE K 5 (41350 26 6 44 5% 44 10 T WX BT DIT 5. 613
I PR 75 52 K FSLH AT R 0 44 s 2 SRR 5 0 56 BT 3 ELRE 5 6581 o S 330 1
T base ) fir 44 5 8 5 L 0 B0 L5000 e HESTU ™ TS RO AL FRCHE 45 . 0 R i A e
19 . I ELVE5 45 60 TR RE A0 A T base 000 4 £ 2 T8 24 o R B MG 74 B . 543 15 22 # L
#1174 IR 1024 4 BRI (FE directory Name 4 BB 2CHE B0 T+ G E 45 32 9T 0 44 7 1SR
07 T — 44 B2 10 4 L 0 A7 356 44— B

LS 2 44 A 0 B AT R LA W5 0 44 B 5 S A B PR R
A AT A 4 IUE T3 2 P RSS2 10 408 T 44 A2 R 0 — BOPE ) B 15 2 4% BRI B0
Ji o RS I S BT T B

Minimum 5 BRUE T 50 PR — BRI 135 IR 0 i 44 6 3 KL 9 90 2 L ) B 47 44 T
AR ICHRPY. % 0" CBRIA) B minimum {1.XF T 4636 Cbase) . B B 0 T 4. 01
S minimum B0 17 W64 FRER G AU AT R AR 0T 4

Maximun 5 BOHURE T 50 P isc— DB IO T30 5. R 00 i 44 6 376 USE (0 290 2 F A 44 B A
0 LB IR I P K07 %F I T M (baase) o IV T4 9T, A7 2R maximun 5 BEH HR R AE
WIS T4 69 DB L . (10 1 maximun B 17 4 A 4 TR 609 I TRERL
T TGN BT AT 15 4

A R A2 324 6 BT 7500 45 2 7 B 3 DA B 2 o 05 560 40 12 75 B0 T4 % CA
HSE 0 T

U PR 7 4 2 S LA DU RE5 PP 5 5 5 0 P A B 0 A B 05 5 M o £ 62 75
—8L.
AR A1 4% B A 28 A 0 N K5 B RN BC 0 BB R 2 B

H

5.2.4.2.14 KEEFR# policyConstraints

AT T 1) CA AR A YIS s LAp A7 2CRR A2 50N . 8 nl LA R B8 1 5 I R I ol 200K e £
HAR BN IE S AL 3 — A AT B RS B R AT

5.2.4.2.14.1 EX

id-ce-policyConstraints OBJECT IDENTIFIER ::={ id-ce 36 }

PolicyConstraints: : = SEQUENCE{
requireExplicitPolicy [0]SkipCertsOPTIONAL,
inhibitPolicyMapping [1]SkipCertsOPTIONAL}

SkipCerts:: =INTEGER(0.. MAX)
5.2.4.2.14.2 1%BH

2R requireExplicitPolicy F BIAFTE  If HAEF B8 A2 60 &% — S i 4852 CA £ & W . B A 75 1L #%
A v A IR A5 AT AT 0 AR UE A R I AP AL B0l B SRS AR IRAT o Al A SR AR TR AT P P L U A SR
HhE SO BR TR AT - BRI o SR e S 5 LA B SR AR AT . HRE Y CA BB E LY R AR B Y
WIEHLA (A1 2R requireExplicitpolicy B 7 0™ =l J& IAIE #% 42 s S2 A IEALIG CA (el 3R 07 fH 45 7
1) .
W2k inhibitPolicyMapping 7B AF 1 » B £ WI7E RS AR tF BT 8 2 B9 CA JF IR BB IE R AR 25
16
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MR BT A IE B R, A RV R . R E M CA R E I YT R AR B A IE AL (2R
inhibitPolicyMapping {H 707 sl AR #§ A2 oS S UEALA CR AR 0" E R /R 1D

SkipCerts 28 B {H 2 71 15 56— BR il A= 20 2 Fir o5 2578 AR A2 rh Bk e 45 19 %

W™ JE PRI 5 A0 A & e R DG HE Y I8 R AR OB Y o AR v O B AR AE R O BE Y . A5 IUIE A T
] RE A AE I B M i BE DI LA 5 RE 9 R

5.2.4.2.15 EHEHEIIERS %= CRLDistributionPoints

CRL 73 & s 4 R U R bR R 4R 4% CRL 5 B A Y R AU N IE By AT . & F T UGESLE
EF » 20 SR A PIIE B LU R SRR b . RIS E T CRL 23 S i sk 45 F P #9228 B il DUR & IE 45 2
OB . ET 0 B AT T 4 & s34 — A CRL, 303 7] DL MGAGE AL B 5% 30 3R 45 24 i 58 %
#) CRL,

5.2.4.2.15.1 EX

id-ce-CRLDistributionPoints OBJECT IDENTIFIER ::={ id-ce 31 }
cRLDistributionPoits: : = { CRLDistPointsSyntax}

CRLDistPointsSyntax:: =SEQUENCE SIZE (1.. MAX) OF DistributionPoint

DistributionPoint: : =SEQUENCE{

distributionPoint [0] DistributionPointName OPTIONAL.,
reasons [1] ReasonFlags OPTIONAL,
cRLIssuer [2] GeneralNames OPTIONAL}

DistributionPointName: : = CHOICE{
fullName [0] GeneralNames,
nameRelativeToCRLIssuer [1] RelativeDistinguishedName}

ReasonFlags:: =BITSTRING({

unused 0y,
keyCompromise (D,
CACompromise 2,
affiliationChanged (3,
superseded 4,
cessationOfOperation 5,
certificateHold (6)}

5.2.4.2.15.2 %iBH

distributionPoint “FBtAR IR ANAT AEGE FJi it CRL BA7 & . AR b7 Beik 4 . 73 K 2 44 FREA O CRL
WK B 24 R
A fullName A4 R a0 AT BRIARS . 20 K 54 BT LA 270 &4 P X ) — 24 Bk (2 40 TG
AR A Z—) WAL T % CRL #Y73 & i 7 /Y distrubutionPoint ‘P B . AZRIE M R 40
A BRRT A 2 R E . B AT AR B A AR I T 2 A AR S i — b IR AN REAL B — 0 K Y
ATAT 2 R IE 3 AR BB I3 — AT DA 2 b B BUE 45 8- BN o5 — > e il CAH SR, JUHIE 43 iz
17
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M R&GEATSRE A FZAE A

W CRL 43 & SR T — A4 B3 N8 T CRL M & # 19 B 5 2 Ry H 5% 4 ) G i A nameRel-
ativeToCRLIssuer FEt, A}, nameRelativeToCRLIssuer FEt G145 CRL M k& H F &4 WA Xmyn]
B 2

Reasons F B8 W H I CRL Frdd & B s I . QiR reasons FBC, AN 1 CRL 43 & i & i
A5 M UE A5 Can 2R I A5 O g RS 3 Y CRL, 1 A 48 40 i . 5 0], reasons {48 W AH W # CRL
O3 R 5T A B 1) I AR A

CRLIssuer B An U & f1 28 & CRL ML . W %A b5 B . CRL 4 & & 19 24 Bk 3R ik 1
iR B AR

W™ e T LA SC B A Bl Al SC SRS H T 0 A 3 R O R B O AR s Ry L (2 CA R ]
N AR .

WARZY bRy G, CA M ARE 43 A s A 3 B F B 4085 ) AR S keyCompromise Fl/ 5 CA-
Compromise, &% A H N — P8 & 7T JFE H L i1 keyCompromise ( Xf 4 i 52 4K §IF 45 ) 8%
CACompromise(Xf CA UE) 48 7€ 1Y 43 & sk A X CRL, UE 5 8 R Go¥s Al iz e 45, 784
B 5 JIT A RS D A ALl CACRLA /R S D8 g 9 CRLDistributionPoint) % Aii i1 B A UE 5 43 i
CRL {5 B pyIi , CA RFFEAE CA WUk i — 458 %1 CRL,

WUR Y R ARIC AR SR e T 0 R e AR Be IR Bt e I 2 A f L 0 U AE TR A B B i
R G IE S

—EHEM CA K — 5t % CRL & GE7E CRL WA & i f 3 TR 15 7R 53l 11

CRL 25251 ;

MR A b R W A SR A A

A T B e mUR R A A

E 1 — AR CRL 40 & H XN — A EAS CRL AR #H 2l fERY . X8 CRL 43 K& % & CA M AZ CA R

W f) — I
2. UEAS A F1 2 CRL R L3 2 1R RFC2459 5 5 78

5.2.4.2.16 [MRHEIFTHRME inhibitAnyPolicy

ARTEE T —ABRE] B8 I T AT X T IR E CA TFIA A I UEBE AR b 4 BT A3k 5 1 TE 43 3R
w5 HRANE BAIC . $5E ) CA B4R E XA EAYIES 89 R CACUR inhitanyPolicy {H4 0) .
FEAGRNIERS AR (AR 0 545 7E) W5 40 AENLE CA.

5.2.4.2.16.1 EX

id-ce-inhibitAnyPolicy OBJECT IDENTIFIER ::={id-ce 54}
InhibitAnyPolicy ::=SkipCerts
SkipCerts ::=INTEGERC(0.. MAX)

5.2.4.12.16.2 iiHA

AR H IR B A PR O B T AR ST, A B AR T D G B IO, A5 U IE B A P AT BEOR RE I
i o 7 BEUIEALAS CA B2 1AL
5.2.4.2.17 HFIEHEMEIIEK freshestCRL

B CRL 7 — B AE M AE B R4, 878 & 44 A IEALA FH P e B el . 23 AR T

CRL. X CRL R BEUE A5 F /1 A 5 o8 i FUaS 15 8 (Bln - fgi i dCRL)
18
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5.2.4.2.17.1 EX

id-ce-CRL freshestCRL OBJECT IDENTIFIER ::={id-ce 46}
freshestCRL:: = {CRLDistPointsSyntax}

5.2.4.2.17.2 i%BH

AR UE A5 400 2 7 0B £ X AT R T BE R SCHE A L AT RE R AR CHERY . MR ERBT Y CRL 97 2 56
A I8 A UEAS A 2R G AN A 1 S R AT SRS AAZ O i BB CRL RYIEAS . AR R gebnic Mk K
SHEFR o UE A5 10 T 2R G2 RE OIS M T7 95 ok DR S 2 10 15 B 4G £ B 9 CRL.

5.2.4.2.18 N AHMERIZFE  IdentifyCode
DN BB RS W T R D AN AR iR 56,
5.2.4.2.18.1 EX

id-IdentifyCode OBJECT IDENTIFIER ::=1{ 1.2.156.10260.4.1.1}

IdentifyCode ::=CHOICE {

residenterCardNumber [0] PrintableString OPTIONAL.,

militaryOfficerCardNumber [1] UTF8String OPTIONAL,

passportNumber [ 2] PrintableString OPTIONAL,
}

5.2.4.2.18.2 #iBA

residenterCardNumber —— B ik S5
passportNumber —— P RS
militaryOfficerCardNumber ——ZEHIE S

W R IURR I R AR SRR
5.2.4.2.19 M A#KARKS InsuranceNumber

A AAE SRR 53 R IUH T =R A AL S RS54
5.2.4.2.19.1 EX

ID-InsuranceNumber OBJECT IDENTIFIER ::={ 1.2.156.10260.4.1.2 }

InsuranceNumber:: = PrintableString
5.2.4.2.19.2 #HEA

By R TbR iC R A S HR Y
5.2.4.2.20 £ TITHEMS ICRegistrationNumber

Ak TR TS 9 R I T 3R Al TR S
19
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5.2.4.2.20.1 ®EX

ID-ICRegistrationNumber OBJECT IDENTIFIER ::={ 1.2.156.10260.4.1.3 )
ICRegistrationNumber:: = PrintableString

5.2.4.2.20.2 #iMA

L R TAR A0 D AE G B R
5.2.4.2.21 AR  OrganizationCode

Al L BHUAG AR 5 57 JR U T 2 Aol L ZUHLA XA
5.2.4.2.21.1 EX

ID-OrganizationCode OBJECT IDENTIFIER ::=1{ 1.2.156.10260.4. 1.4}

OrganizationCode: : = PrintableString
5.2.4.2.21.2 {88

e e bR 0 AR B .
5.2.4.2.22 fW#HS TaxationNumber

MBS P I TR s Bl 1 .
5.2.4.2.22.1 ®EX

ID-TaxationNumber OBJECT IDENTIFIER ::={ 1.2.156.10260.4.1.5 }

TaxationNumber:: = PrintableString
5.2.4.2.22.2 i#HA
I e WibR ic AR B .
5.2.4.3 ETRHE4MI B PrivateInternetExtensions id-pkix
5.2.4.3.1 &£k

AT SE ST AR T R A O B Rl 45 0 (PKD B8 97 &, T 48 5 0 B LU B — A4~ 32 8k CA
1 7E 26 Bk IR 55

id-pkix OBJECT IDENTIFIER ::=

{ iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) }

id-pe OBJECT IDENTIFIER ::= { id-pkix1 )}

TSRS — A TASString I FFH B 73 HIACER —A URT . URT H#0 5E 175 519 A7 & Rk =X
DL R AR Bp T .

5.2.4.3.2 #Hl#{E 21518 authorityInfoAccess

AT AR T AL 3 Y R LR A& A T Ui TR CA (5 B LA RIR 55 . AL AR 7E IR TR i 55 F1 CA
RS o %Y AL SR PR A CA GRS A HL A0 AR G HBERY .

20
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5.2.4.3.2.1 X

id-pe-authoritylnfoAccess OBJECT IDENTIFIER ::= { id-pe 1l }
AuthorityInfoAccessSyntax .=
SEQUENCE SIZE (1.. MAX) OF AccessDescription
AccessDescription ::= SEQUENCE {
accessMethod OBJECT IDENTIFIER,
accessLocation GeneralName |
id-ad OBJECT IDENTIFIER ::= { id-pkix 48 }
id-ad-calssuers OBJECT IDENTIFIER ::= {id-ad 2 }
id-ad-ocsp OBJECT IDENTIFIER ::= {id-ad 1}

5.2.4.3.2.2 ixAR

J¥51 AuthorityInforAccessSyntax H RS A IR R & A YT R UE S CA B n{s 8

AN E ., EE B H accessMethod FEE UL ;{2 B M B H accessLocation FEL Ui Bl .
G2 AL AT L acccs%Mcthod FH i B accessLocation P RH .

Abr e E X HTF accessMethod B9—A4~ OID, MMt hng9f5 840 T & ITUEH M CA & T RIiTi%Y"
JEBIEF CA B . ] id-ad-calssuers OID,

24 id-ad-calssuers L) accessInfoType H BB}, accessLocation % B i iR T 3545 7 o] B 8L A 72 =L
AccessLocation F & E XN GeneralName, & 1] & JLAIE R 245 B 0T DL 3 http, ftp 8% 1dap 3-8 1),
accessLocation Wil /& — > uniformResourceldentifier Z& #Y | é[{j BOAT DL o B 05 0] W kA5 A,
accessLocation W2 5& —> directoryName 258, 445 8 7] DL o #7084 35 453 B, accessLocation &)
I —A rfc822Name ZEHY

5.2.4.3.3 E{K{SEifE SubjectInformationAccess

AT IR T UEAS A 5 ) A SRR 55 . AR FE AR CAL AL 4% TE 45 38 iR ik 55 A CA S %K
fE AR AR NJT”E&T%&E’JH&%E’J*&”u&ﬂﬂ{ﬂiﬁl‘lﬂﬁﬂl,Eii:ﬁﬁ‘%b‘i‘?»T}L%b}ﬁ/IﬁEPE‘JV\]
FAE I SRR IR 55 DR A U B P Lo XA R IUAL A5 SO AR SCHERY .

5.2.4.3.3.1 X

id-pe-SubjectInformationAccess OBJECT IDENTIFIER ::={ id-pe 11 }
SubjectInfoAccessSyntax .=
SEQUENCE SIZE (1.. MAX) OF AccessDescription

AccessDescription ©:= SEQUENCE /¢
accessMethod OBJECT IDENTIFIER,
accessl.ocation GeneralName }

FIANME s A R RLRE T UEAS A ARG L B SR B A 8128 B o B B B A AL L IR RE T RO i O i
RS L B s C g2 1 rp [ ATl ] RO IE B A IS % L B Sk D AR TIE DER 4 it 2%,

5.3 CRL#ER
5.3.1 &Zi&R

AFRERH] GB/T 16262 Z2 51 ARME YRR E i B ML (DER) X} F13IE 45 U8 1) 2 5 v 1) 4 045 8k
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1 G B 2 B A S 1 IE 15 JiE 1 SR B 25 49 . ASNL 1 DER i J2& 56 T4 0 R i bR i K BE RN 19 2
(S

5.3.2 CRL BM¥IELEH

CRL ¥ 2544 1 ASN. 1 #§3840°F

CertificateList .= SEQUENCE {
thsCertList TBSCertList,
signatureAlgorithm  AlgorithmIdentifier,
signatureValue BIT STRING

}

TBSCertList ::= SEQUENCE {

version Version OPTIONAL,

SR B AR v2

signature AlgorithmIdentifier,

issuer Name,

thisUpdate Time,

nextUpdate Time OPTIONAL,

revokedCertificates SEQUENCE OF SEQUENCE ¢
userCertificate CertificateSerialNumber,
revocationDate Time,

crlEntryExtensions Extensions OPTIONAL
— IR H B, version WA v2
} OPTIONAL,
crlExtensions [0] EXPLICIT Extensions OPTIONAL
— 0 B, version AR v2
}
FRA CRL 45454 H thsCertList,signatureAlgorithm F signatureValue =3 #4) il . X 26 15,

& L.
—tbsCertList AL & T £ & 24 FR R0 & 3 4 FR 0 & H O /UES 9 3E 1515 8 A1 CRL B9 @
signatureAlgorithm 386 & CA 2% 1% CRL il B EARRSF . — DB IEFRIRAF B ASN. 1 45
AR/

AlgorithmIdentifier ::= SEQUENCE
{
algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL
}
BIEFR AT RN — A 055k, HoP ) OBJECT IDENTIFIER #40 bR iR T HAAR 303
Horpa] 5 2400 N 25 58 MO T B R IR Bk . U A AR IR AT 2 thsCertList H iy
signature pRiFAY % 2 LA R . R824 500 SM2, TS 4L,
signatureValue I3 & T X tbsCertList {78 F &L 4R, KA ASN. 1 DER %15
thsCertList /50545 4 (4 A T4 4 1045 S W 1 ASN. 1 493 BIT STRING 2458 457
78 CRL 22 (30N . W2REE 4 503k 0 SM2, SM2 #0528 44 Bt s02 L GM/T BBBBB.
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5.3.3 TBSCertList & EZIEEWH

TBSCertList EZALE T MRS Ak & AR H T O H 22 805 28 R LA % 91 hs il
FE U B (5 B . A28 TBSCertList 37T LA F AT RE AP I, A 55 (19 T 38 B i 1A X 28 35T ) 1
A L

5.3.3.1 HKEZ version

ARE R T i CRL fURA S, R H T Extensions I, W) b 300 5007775 - HH G 5012
version 2(H# % 1 TR,

5.3.3.2 ZRZEi% signature

ATifL & CA %8 k1% CRL i JH A9 8 1 30 AR AT XA R AR IR AT L 15 CertificateList i
signatureAlgorithm T bR JRAT A TR) ol T ] 5 4 A A B A0 10 o A AL v A AR O 3R 2

5.3.3.3 fMik#E issuer

ARIARR T 22 Fi & CRL SR . & 204 & — A3 25 1 5 1 45 #% (DN-distinguished name) .
Z I 5 Lk Name 2881,
Issuer 2w BSHL N [E) 5. 2. 3.4,

5.3.3.4 A% HH thisUpdate

ARIHREA T CRL By % H 1 ,{6i i} UTCTime or GeneralizedTime Zghd

HAOEASRHER) CRL AL # 78 2049 4E Z i (A4 4% 2049 4F) o AURHZ N ) 4 %y UTCTime 2654, 72
2050 2 )5 » it~ Generalized Time 2551,

UTCTime 945 LN [] 5. 2. 3.5. 2,

GeneralizedTime B g5 F#8 N [H) 5. 2. 3. 5. 3,

5.3.3.5 TXEFHHH nextUpdate

AITHRI TN — ik CRLAGZ R AR . T —3 CRL 7] LUFE B[] 1 28 & fH AN BB I T 1 B[]
%% o i UTCTime or GeneralizedTime Zgf4

WPEAPRHER CRL 40 & & W 7R % K& 1) CRL W43 % nextUpdate 3 ,

HAOEAARUER) CRL W& & 75 2049 4E Z Hi (AL 4% 2049 4F) o AURHIZ I [A] 4 %y UTCTime 2884, 78
2050 4E 2 )5 - A Generalized Time 2851 |

UTCTime B 4SRN 5. 2. 3.5. 2,

GeneralizedTime B 4m S #L I [F] 5. 2. 3. 5. 3,

5.3.3.6 #HEIEHRIEBZIER Revoked Certificates

12 BT W R AU )R 5 5 915 AR B 1) AR RS A
T SR P RS L SE IO AEAE . I B R RO R B 0 R A S IR e e e R F O
crlEntryExtensions 7E 5. 3. 4. 7 ffi iRk,

5.3.3.7 ¥ BRIl crlExtensions

Z I H AT FE version 2 L, AR H P, I — N ELZ A CRL § A5 4H AL .
crlExtensions 7E 5. 3. 4 #iiR .
23
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5.3.4 CRL¥ BIMERHEHELEN
5.3.4.1 MEAMMZEEEIRIZFF authorityKeyldentifier

WU HLR B bR IR AT S B 1 —Fh Oy UL AU S CRL A RAPIMRNLR A8 . Sk & h T4
ZAS B IAF B T A AT B AT 24 40 8 B I I e o R TR T A Y A B AR R
A BUHE T K B A AR AT S

5.3.4.2 MEEEHRAZAF issuerAltName
AR, B — A8 2 A 0 4% FR (R 2 i 22 FRJE 20 A AT — A4, Dl CRL i & T .
5.3.4.3 EH#EHEIEKS crlNumber

IEBHES )R T —DIESCHR CRL ¥, RARTEL & 1Y CRL A & & Fl CRL 3 Fil Y — 1> 90 128
WP A, XA AT LALE P 5 b af E — A4 E 1 CRL Al i) AR 5 — A4~ CRL, E Bl 5] £ 50
SCRRUE S — A 58 & CRL FI4 & CRL.

WR CRL W0 & F A — D 4F 2 S BN BR T 42 58 % CRL Ab, ik A4 i3 & CRL, 58 % CRL FI 1 &
CRL @it 2 6] — A2 5 7 81 . AR 5¢ 8 CRL MG i CRL 7 [A] — i 8] 45 & o & AT T4 25041 A [+) 7 ik
B9 T IF S BEAH [R] A 4R 5 2

A CRL A A 5 18— 18 28 0 Bl A A AS [m) I () A i 4~ CRL (B A5 #& CRL, A3 4 CRL, B}
H— A5 CRL fl— 4 & CRL) XA CRL ABEME AR F A IE BRI 50 R 5 . Wt vl R m
A~ CRL 1y thisUpdate AN [R]  IE 4548054 51 3= 5 L AUA ]

CRL ] LM KB K, CRL S0k 26 25 RE 95 A0 FL 20 5735 B E B WU 51 3R 5 . IR A b 1 1
CRL Wi & #H A KT 20 FH5 B UE B 5 &5 .

id-ce-cRLNumber OBJECT IDENTIFIER ::= { id-ce 20 }

CRLNumber ::= INTEGER (0.. MAX)

5.3.4.4 BEFHHEHEIIRIETR Delta CRL Indicator

B IE T U 91 A8 R g — A CRL 7 &, %‘zﬁﬂe/\ CRL &5 CRL, H &
AT Z G WS B RS2 B A R S B — A58 % CRL B, 7 —23f
CRL AT D b 25 sk /b o 244 i +3 F1 Ab 3B 1]

BB IE PR 5 F A R Y R AL A — A2 BaseCRLNumber (8 —{4 . iE BRHAHI T ERINT
W CRL (ARG CRL, 7G4 4R UER CRL 41 & 3 M40 2 % 5t CRL A& R 5¢ 4 CRL, 14
it CRL AU AT A B B3 i IR 28 . 3 i CRL M3 % 3 CRL W44 5583 CRL 2453,

MG ASBRAE ) CRL W& 35 A i i CRL, M & CRL @254 & — A S B 19 38 o5 UF 15 404 51 &
e Y SR,

id-ce-deltaCRLIndicator OBJECT IDENTIFIER ::= { id-ce 27 }

BaseCRLNumber ::= CRLNumber

5.3.4.5 M&H %= Issuing Distribution Point

WSy & S e — e CRL YR, R — M2 CRL W0 & S FITEE L, b # I X4~ CRL 2 &K H
A5 T H PR RS L CA JIE - W HUeS s08 — R 50 89 R AR RS
id-ce-issuingDistributionPoint OBJECT IDENTIFIER ::= { id-ce 28 }
24



GM/T 0015—2012

IssuingDistributionPoint .. = SEQUENCE {

distributionPoint [ 0] DistributionPointName OPTIONAL,
onlyContainsUserCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [ 3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE,

onlyContainsAttributeCerts [ 5] BOOLEAN DEFAULT FALSE }
5.3.4.6 EHIEBHIEIIR Freshest CRL

BB IE B RS 9 R PRI B 52 4% CRIAYHE 2 CRL {5 BANM AR E . A8 AR i) CRL A0 % &
DR I RS 0 AR DG B . I U 7R3 B CRL il B3R,

BT UE A5 A 51 e b 00 A4 4% 3R 87 E B Y cRLDistributionPoints 7 B H . &% 5. 2. 4.
2. 15, (HJ2 iz UE TR HUES 51 R 4 JB 101 43 & A 302 A B Y 5 [A] B Reasons il cRLIssuer 826 25
.

id-ce-freshestCRL OBJECT IDENTIFIER ::= { id-ce 46 }

FreshestCRL. ::= CRLDistributionPoints

5.3.4.7 EBHESIFXSEE CRL Entry
5.3.4.7.1 [EEMRH Reason Code

Ji DA RS Ay AR DG B i L 3 WIIE 5 4l 9 J A

{0H% removeFromCRL (8) HH FH & CRL., H el LU F1E & CRL.
id-ce-cRLReasons OBJECT IDENTIFIER ::= { id-ce 21 }

--reasonCode ::= { CRLReason }

CRLReason ::= ENUMERATED {

unspecified 0),
keyCompromise (D,
cACompromise (2),
affiliationChanged (3),
superseded 4),
cessationOfOperation (5,
certificateHold 6),
7 AMEH
removeFromCRL (8,
privilegeWithdrawn (9,
aACompromise (10) }

5.3.4.7.2 #sHEfE Invalidity Date

SRCEH o ] A AR DG i L 3R WY R0 T PR B AL B il B B S R R I TE]

ALY Generalized Time W25 FAR MER A A HE T[] 025145 I 5. 2. 3.5, 3 B ERFIR .
id-ce-invalidityDate OBJECT IDENTIFIER ::= { id-ce 24 }

InvalidityDate :.:= GeneralizedTime
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5.3.4.7.3 EHMAE Certificate Issuer

WRAFTE E T390 4 F D R AL & — A a2 A M CRL 4 H I 9 . IE 5 4 2 A 2 5/ B0 & &

24 BRI AT 2 1 24
id-ce-certificateIssuer ~OBJECT IDENTIFIER ::= { id-ce 29 }
Certificatelssuer .= GeneralNames
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IEH B 5

Al EREMEARRERAD

R A1 EB&EWH

GM/T 0015—2012

FEATIE 4 15 (TBSCertificate)

B 4, B ) (signature Algorithm)

25 & (8 1, (signatureValue)

A2 BERIEHBAERA 2D

® A2 EXIEHEHEH

% 78 o’ woom
version A
serialNumber 791145
signature L X ACNIR
issuer Wk
validity HRCH W
subject BN
subjectPublicKeyInfo EHRAHFER
issuerUniquelD i & ME— bR IUAF A Al
subjectUniquelD AR —FR R4 A R A AN
extensions i AR Y RIBEATE L, 255 A3 &

A3 HREMTREBLER A

R A3 MRENTRESEN

# i i ® KRR
authorityKeyldentifier B 25 PR IR A A
subjectKeyldentifier TR HR AT EEP 3
keyUsage LR DN ERFS XCUE A3 AR 10 Ry G , BAUE 4345 iC R HE e it
extKeyUsage T a0 R B qu% H BE?FE%‘E/T; 1) & B bR i
Ty KB A AR IC S AR O B
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® A3 D)
# i i ® KRR
privateKeyUsagePeriod FAA 2 G115 4 B
certificatePolicies TIE 45 Hm 4k 5%

WNAIE A5 P 7 B AR R R A CA R
polievMappings e HLIU 6 104 5 B 250047 0 TR
subjectAltName F AR e 44 R A K o
issuer AltName LY B A G
subjectDirectoryAttributes EXINEES RS B[S
o - (A TEAR bR IC Sy O B, 2 3 S5 R GIE 15 b i R

K

PUESTES PN DRSS WV wa vl . R NI
nameConstraints 25 B Sy e b (a7 — SO bRl oy oG L A5 )

ric kSt

AR TE A FH P T I b R UIEALAY CA 1%
polievConstraints R S B HL R 504 2 75 M 500 1 3
CRLDistributionPoints CRL 4% 5, E| B
inhibitAnyPolicy B 1 PRI BT ST PR A EPLED CA

SE 18 HE U I A TR DG B L A5 U AR R O IR DG B
freshestCRL RHHY CRL A i
id-pkix AN Internet § & By 2
authorityInfoAccess GIREE¥=S ] G
SubjectInformationAccess EXUNEI-S%10 Sk
IdentifyCardNumber AN B UE 5 1 e
InuranceNumber AR5 E[P i
ICRegistrationNumber il TR M5 &g
OrganizationCode Al 21 BUHLAG AR D A
TaxationNumber il Bl 5 4k S
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Mt & B
(RSB M B 5
iE BB &+ 245

B.1 APIEPHMEHREG (LB D

X B.1 HPIEREEH

i A 5 (version)

IE 45 7 31 5 (serialNumber)

2 2 5T AR IRAT (signature)

I % 44 B (issuer)

P AT H
(validity) 2R AT
% (countryName)

A 15y (stateOrProvinceName)

Hi 7 (localityName)

F 1K £ Fr(subject)
2 21 4, F% (organizationName)

HLH 4 % (organizationalUnitName)

JH P 4 #k (CommanName)

TIN5 B (subjectPublicKeylnfo)

B % ALK 1Y) 2% 43 AR R CauthorityKeylIdentifier)

F IR % HPR IR (subjiectKeyldentifier)

CRL 4} % 5 (CRLDistributionPoints)

B.2 FRBIJ[IEBHILEHELGI (K B.2)

® B2 BREF[PIELLEN

A 5 (version)

iE 5 ¥ %] 5 (serialNumber)

B 4 B AR IR AT (signature)

K 45 FR (issuer)

Ve R GESEYE ]
(validity) A iy
E A E % (countryName)
(subject) 4 15y (stateOrProvinceName)
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* B.2 (&0)

Ho 17 (localityName)
BT s 4 Z 4 Bk (organizationName)
(subject) HLH#4 44 Fk (organizational UnitName)
% 45 %% 2 F (CommanName)

F & 4N 5045 B, (subjectPublicKeyInfo)

W K& ALK 1Y) 88 4 AR IR CauthorityKeyldentifier)

TR HFRISF (subjiectKeyldentifier)

CRL 43 % /& (CRLDistributionPoints)
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M % C
(FSE MR
EHRER

ARG —RINEBNER. B DRIV T — e 2 BIE S sk P 51 R IR N A . e
PRI R F w9l 12 SRR Y 7T 28 3 AE o i R0 3 28 J M ) 5 T2 R H R kb . 7SS PR T IR 4
FIUE 45 488 1) 3% b T BE I 23 G045 Joy 8 1w AR 7 A% 7 e S B A5 B Rl A PRI % 7 sl AN 2 2%
b PRIX SEEAME B . T3 Ah X T ORSIAE TAR R T p SCHE Y i A A VR 7R b IR A PRI IE 45 30IE 45 4 85 51

RHNETLH.
PATT UEA5 A 32 -

L. A%4 CAIEBNAER IIHIEBNA TR B LARE L IERm G AT R NE. S5
IN—FEAEAR WS, PRI (A R iy CA %A A2 FE

2. ZH CAIERAAEREEXLT 9 CAUER YR N2 .

3. LR AUEBNAER, EE LT i PRIKR R CA WA 7Y SR % 44 30E 45 59 53 ) A i) 26 N
2 X G — A Lt SR R T T 48 44 L FDR R IR 28 4 % E 5 1) 88 0 28 A I AE 7 7 S
A O TP T RLAT  FEARLB A 2 S A o rP R AN ) H

4. Lo AR INEBIE BN AR, B E LT i PRI R o CA WUk 1 52 (40 25 31k 45 1) 28 1 A A] 328 9
2o AP T e B AL T o . A e A B PG (KD 2y e H AR i 0 52 A
B PR AR A A RO A AR B IR B G0 L T DU S I B A CA b TR

5. MR A R N AR B E ST R P AU B 3 A8 e B A Bk 1S RS 21 3R 0 g R A AT
E
X g SRS A4 UE A AU B UEAS B AT % SR O B A A S I e CA PO BEAT A B . X
TR 8 28 s SR UE A3 CRDBE AR 28 4%, SCHT T 08 A B ok 2 s SEARTE 43D o ol T He 22 A F0m] 48 BRI A7 7
fia) 5L, AT 0 A A A

Cl1 BEZCAIEHBHABFRMERC. D

xC1 EFIERHEN

B ﬂéfEIﬁ i1 R
Fril
Certificate
signature
AlgorithmIdentifier WA signatureAlgorithm 3 PERL.
PR T IRk
1.2.840.113549.1. 1.5 sha-1WithRSAEncryption
algorithm 1.2.840.113549.1. 1. 11 sha256 WithRSAEncryption
1.2.156.10197. 1. 501 SM3WithSM2Encryption
parameters NULL My SM2 B i Sk I, TN T 2
tbsCertificate L NE
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*®C.1&ED
3 . i o
Fril
version 2 HH 2 T AR 3 IEH
serialNumber INTEGER ME—1EHE 5% 5.2.3.2
issuer
Name WA E B DN — 2
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID
AttributeValue 5% 5.2.3.4
validity
NotBefore
Time
UtcTime YYMMDDHHMMSSZ HTF 2049 ZHiH4FE0r (£ 2049).
general Time YYYYMMDDHHMMSSZ | AT 2049 2 J5 89 44y
NotAfter
Time
UtcTime YYMMDDHHMMSSZ FHF 2049 ZHi B4Ry (B 2049).
general Time YYYYMMDDHHMMSSZ | FF 2049 2 J5 W44y
subject
Name DA 5 8 DN — 2
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID
AttributeValue %% 5.2.3.4
subjectPublicKeyInfo
algorithm
AlgorithmIdentifier INEASE AT RE SR RSA A 15 17 #h
YN
1.2.840.113549.1. 1. 1 RSA
algorithm
1.2.156.10197. 1. 301 SM2 A 15 #h 28 2~ 4 % 15 53 ¥k
NULL RSA
parameters M SM2 BBk, g SM2 %
ECPublicKeySpec

R i e OID
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ES ]

B . 1 i
FRiR
. . X RSA B3k AR 2 N ZE2 048 fi7,
subjectPublicKey BIT STRING )
X SM2 Bk AP E D 256 i
I E S
subjectKeyldentifier FALSE F U AR IRAT A TR S AR A
keyldentifier OCTET 44 NI SHA-1 B 758 i
G AE BAF G — R HN Vi lal 5 k.
subjectInfoAccess FALSE R —F0 A7 66 7 ¥ 8 L CAHIE
P
AccessDescription
A% 4 k15 2 /> B A5 A4 ik —
A S X B 7 5 AL HR URL 24 7
id-ad-caRepository JE B LDAP 5 0] H 3 IR 45 %% W0 48 &
accessMethod . ‘
(1.8.6.1.5.5.7.48.5) | fii &, WEH BT @4E URI 4 FIE W
{6 HTTP ijiln] WEB R 5% . & —
A~ URI REHE 18] CA GE45 A7 & .
accessl.ocation
GeneralName
uniformResourceldentifier XK “ldap:/ /"8 “http: / /"
basicConstraints TRUE
cA TRUE
KeyUsage TRUE
B2 44 digitalSignature 0
B 41645t nonRepudiation 0
BN % keyEncipherment 0
B 45 % dataEncipherment 0
MY keyAgreement 0
JIF 5% % KeyCertSign 1
Moy s & CRLSign 1
XA encipherOnly 0
1N f# % decipherOnly 0
AR
| A1 44 52 4 7T L A1 5147 i
issuerAltName False

M A R A TEX BANA .
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*xC. 18D

ES ]

& PR fi ik
GeneralNames
GeneralName
rfc822Name IA5String PRI & ALY iy F, 5~ I £ b 1l

C.2 TLCAEBHNBERMEC.2)

xC2 TRCAEFHER

Pl
£ . (I8 o
Frif
Certificate
signature

AlgorithmIdentifier

PPN SISk
1.2.840.113549.1.1.5 sha-1WithRSAEncryption
algorithm
1.2.840.113549.1. 1. 11 sha256 WithRSAEncryption
1.2.156.10197.1.501 SM3WithSM2Encryption
parameters NULL My SM2 BB WA B,
tbsCertificate FrEANE
version 2 B2 T RUA 3 AEd
serialNumber INTEGER M — 1F B 5
issuer
Name WG R AT T8 DN —E(
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID
AttributeValue %7 5.2.3.4
validity
NotBefore
Time
UtcTime YYMMDDHHMMSSZ HT 2049 Z AT B4R (7% 2049).
general Time YYYYMMDDHHMMSSZ | H T 2049 Z J5 09 544y

NotAfter
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3 . i o
Fril
Time
UtcTime YYMMDDHHMMSSZ HF 2049 Z R 4Ry (5 2049).
general Time YYYYMMDDHHMMSSZ | FF 2049 2 J5 W44y
subject
Name
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID
AttributeValue %% 5.2.3.4
subjectPublicKeyInfo
algorithm
AlgorithmIdentifier ISPIRIR L PTREZ RSA A B0 IR i
1.2.840.113549.1. 1.1 RSA
algorithm
1.2.156.10197. 1. 301 SM2 1 [8 fih 2 2> B 25 i B vk
NULL RSA
parameters
ECPublicKeySpec SM2 Bk g OID
subjectPublicKey BIT STRING ARSA TR BRI DIRIORE 015 £
X SM2 Bk AN FE D 256 i
WA Y
authorityKeyldentifier FALSE 2% R B PIRIRAT
keyldentifier OCTET %45 & S50 B NP SHA-T i 81E
subjectKeyldentifier FALSE F 8 AR R T E B AR A
keyldentifier OCTET #44 N SHA-1 B 758 s
basicConstraints TRUE
cA TRUE
KeyUsage TRUE
B 7% 4 digitalSignature 0
5 4% #5i nonRepudiation 0
% 1)1 % keyEncipherment 0
¥ 45 in % dataEnciphermen 0
I keyAgreement 0
iE 452 % KeyCertSign 1
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R C2 THCAIEEHRNARSE

o4

ES ]
Fril

1

M4 % 4 CRLSign

A% encipherOnly

{V fi# %% decipherOnly

certificatePolicies

PolicyInformation

policyldentifier

OID

The inclusion of policy qualifiers is

discouraged

CRLDistributionPoints

DistributionPoint

distributionPoint

DistributionPointName

fullName

GeneralNames

GeneralName

directoryName

Name

RDNSequence

RelativeDistinguished

AttributeTypeAndV

AttributeType

OID

AttributeValue

uniformResourceldentifier

KM “Idap:/ /784 “http./ /7 5

authorityInfoAccess

FALSE

AccessDescription

i IR J7 % —

accessMethod

id-ad-calssuers

(1.3.6.1.5.5.7.48.2)

accessl.ocation

GeneralName

uniformResourceldentifier

RII“Idaps/ /" H “bitps/ /T

AccessDescription

Vil 5 1k

accessMethod

id-ad-ocsp

(1.3.6.1.5.5.7.48. 1)

accesslocation

GeneralName
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R AR T
I, . IR o
FRiR
uniformResourceldentifier K “1dap:// 785 F “http: / /7
AT BAF G — R 5 Vi lal 5 ik
subjectInfoAccess FALSE R —Fp A7 66 7 ¥ 8 L CAHIE
Frp
AccessDescription
M 22 0E 45 & 2 B AL 1E 6 O ik —
A S X B AT T R AL HE URL £ 7
id-ad-caRepository JE s LDAP i [a] B 5% i 55 #% B9 48 &2
accessMethod . K
(1.3.6.1.5.5.7.48.5) . IEH WA URL 4 FIE R
6 HTTP yiln] WEB IR % 2% . & —
A~ URI i $8 H CAEB RN E .
accessl.ocation
GeneralName
uniformResourceldentifier KM “ldap://”8 & “http:/ /"
AR
) AR 2% F 2 RUF AT DL (0 XA B
issuerAltName FALSE . )
BB A PR A TEX BN A .
GeneralNames
GeneralName
rfc822Name IA5String PKI 45 LA ) B8 7 1R 14 it ik
FreshestCRL FALSE il P ik R4 7 SO A YR
DistributionPoint
distributionPoint
DistributionPointName
fullName
GeneralNames
GeneralName
directoryName
Name
RDNSequence
RelativeDistinguished
AttributeTypeAndV
AttributeType OID
AttributeValue
uniformResourceldentifier K H“ldap://”8# “http. / /" K
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C.3 ARIEFEZRIEFHNERMAEKRC. 3D

® C3 AHIUERIEBAARR
TN W o
FRif
Certificate
signature
AlgorithmIdentifier o 5 signatureAlgorithm 8 PG fig.
WP I
1.2.840.113549.1. 1.5 sha-1WithRSAEncryption
algorithm
1.2.840.113549.1. 1. 11 sha256 WithRSAEncryption
1.2.156.10197. 1. 501 SM3WithSM2Encryption
parameters NULL
thsCertificate (EEEANES
version 2 R 2 FF AR 3 3Ef
serialNumber INTEGER M — 1F H
issuer
Name WA kAT A £ DN —F
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID
AttributeValue %% 5.2.3.4
validity
NotBefore
Time
UtcTime YYMMDDHHMMSSZ FF 2049 Z 05 B4 (5 2049).
generalTime YYYYMMDDHHMMSSZ | FF 2049 Z )5 W44y
NotAfter
Time
UtcTime YYMMDDHHMMSSZ HF 2049 Z 07 0443 (F 2049).
generalTime YYYYMMDDHHMMSSZ | FiF 2049 Z J5 B9 4E 0y
subject
Name
RDNSequence

RelativeDistinguishedName

AttributeTypeAndValue
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ES ]

B, . 1 i
Frif
AttributeType OID
AttributeValue %% 5.2.3.4
subjectPublicKeyInfo
algorithm
. . ONEGAE T BE R RSA 291 8 7 il
AlgorithmIdentifier ‘
BN
1.2.840.113549.1. 1.1 RSA
algorithm
1.2.156.10197. 1. 301 SM2 i 8] 11 £ 2% B %% 1 5 1k
NULL RSA
parameters
ECPublicKeySpec SM2 B2y OID
, , X RSA Sk MK 2D R %22 048 £,
subjectPublicKey BIT STRING .
X SM2 B9k . N A 256 i
I E S
authorityKeyldentifier FALSE 55 Y H A BRIR A
KRB NPIME R SHA-T i F 5%
keyldentifier OCTET 44 i EoemA 3
ik 22
subjectKeyldentifier FALSE F U AR RAT TR S AR A
keyldentifier OCTET F4£5 & INE ) SHA-T M 7 B e i 2
KeyUsage TRUE
¥ 7% 44 digitalSignature 1
95 %4 nonRepudiation 1
W I % keyEncipherment 0
¥ 45 % dataEnciphermen 0
I keyAgreement 0
iE 5% % KeyCertSign 0
W4 B 4% 4 CRLSign 0
{22 encipherOnly 0
1 f# 2% decipherOnly
certificatePolicies FALSE
PolicyInformation
The inclusion of policy qualifiers is
policyldentifier OID

discouraged

CRLDistributionPoints

DistributionPoint
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Fz C.3 (&)

o4

ES ]
Fril

1

distributionPoint

DistributionPointName

fullName

GeneralNames

GeneralName

directoryName

Name

RDNSequence

RelativeDistinguished

AttributeTypeAndV

AttributeType

OID

AttributeValue

uniformResourceldentifier

RHI“Idaps/ /" H “bitps/ /T

authoritylnfoAccess

FALSE

AccessDescription

i i) 7 o —

accessMethod

id-ad-calssuers

(1.3.6.1.5.5.7.48.2)

accessl.ocation

GeneralName

uniformResourceldentifier

KM “Idap:/ /784 “http:/ /7K

AccessDescription

iln) vk —

accessMethod

id-ad-ocsp
(1.3.6.1.5.5.7.48. 1)

accesslocation

GeneralName

uniformResourceldentifier

K “ldap: / /78 # “http: / /"I 5

e R

extKeyUsage

BOOLEAN

P RE Sk

KeyPurposeld

OID

issuerAltName

FALSE

AR 44 2 RUHR AT DL, (0 A fie il

B2 PR A TEX A .
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o4

ES ]
Fril

1

GeneralNames

GeneralName

rfc822Name

IA5String

PKI 4 B ML A9 L IR 12 3tb ik

subjectAltName

FALSE

GeneralNames

GeneralName

rfc822Name

IA5String

dNSName

IA5String

iPAddress

IA5String

directoryName

Name

RDNSequence

RelativeDistinguished

AttributeTypeAndV

AttributeType

OID

AttributeValue

FreshestCRL

FALSE

(UGEEEE & e v

DistributionPoint

distributionPoint

DistributionPointName

fullName

GeneralNames

GeneralName

directoryName

Name

RDNSequence

RelativeDistinguished

AttributeTypeAndV

AttributeType

OID

AttributeValue

uniformResourceldentifier

KM “Idap:/ /784 “http:/ /75X
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C.4 ZiFREMBIEBRABRMEKRC. D

®C4 ZBRIEMFTEBANETR
KR T
1 . 18 Eiii BN
FriR
Certificate
signature

AlgorithmlIdentifier

WA signatureAlgorithm 8 P fig.

T

1.2.840.113549.1.1.5

sha-1WithRSAEncryption

algorithm
1.2.840.113549.1. 1. 11 sha256 WithRSAEncryption
1.2.156.10197. 1. 501 SM3WithSM2Encryption
parameters NULL
thsCertificate HFELNE
version 2 B2 T A 3 UE1S
serialNumber INTEGER i — 1F #& %k
issuer
Name WA R ATHE EM DN — 3
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID
AttributeValue %% 5.2.3.4
validity
NotBefore
Time
UtcTime YYMMDDHHMMSSZ F T 2049 ZRiBY4E0Y (% 2049).
general Time YYYYMMDDHHMMSSZ | HF 2049 ZJ5 0944y
NotAfter
Time
UtcTime YYMMDDHHMMSSZ T 2049 Z i A4y (5 2049).
general Time YYYYMMDDHHMMSSZ | T 2049 Z J5 69414
subject
Name
RDNSequence

RelativeDistinguishedName
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ES ]

B, . 1 i &
Frif
AttributeTypeAndValue
AttributeType OID
AttributeValue Z# 5.2.3.4
subjectPublicKeyInfo
algorithm
) . ONEHE T BB SR RSA 2 4H S IR 1
AlgorithmIdentifier ‘
&N
1.2.840.113549.1. 1.1 RSA
algorithm
1.2.156.10197. 1. 301 SM2 Hf 5] 1y £ 23 4% 75 55 vk
NULL RSA
parameters
ECPublicKeySpec SM2 & 2k 1y OID
, A ] 5 RSA 53 B 5 /0 7 2 048 fif
subjectPublicKey BIT STRING ) )
Xf SM2 vk A E D 256 fif
I E S
authorityKeyldentifier FALSE 2 R bR RS
sk #HNHE M SHA-L W 75 Bk
keyldentifier OCTET 5244 1 n
R
subjectKeyldentifier FALSE F U RS RAT TR S AR A
keyldentifier OCTET 45 & NEAE ) SHA-T My 75 A 2
KeyUsage TRUE
B % 4 digitalSignature 0
95 #% 4 nonRepudiation 0
% keyEncipherment 1
(045 % dataEnciphermen 1
A keyAgreement 1
ik %5 & KeyCertSign 0
W K 4 CRLSign 0
{Um% encipherOnly 0
1 % decipherOnly 0
certificatePolicies FALSE
Policylnformation
The inclusion of policy qualifiers is
policyldentifier OID

discouraged

CRLDistributionPoints
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*x C.4 (5D

o4

ES ]
Fril

1

DistributionPoint

distributionPoint

DistributionPointName

fullName

GeneralNames

GeneralName

directoryName

Name

RDNSequence

RelativeDistinguished

AttributeTypeAndV

AttributeType

OID

AttributeValue

uniformResourceldentifier

K H“Idap://”8 3 “http. / /" K

authoritylnfoAccess

FALSE

AccessDescription

i IR 7 ¥ —

accessMethod

id-ad-calssuers

(1.3.6.1.5.5.7.48.2)

accessl.ocation

GeneralName

uniformResourceldentifier

KM “Idap:/ /784 “http./ /75X

AccessDescription

il g7k —

accessMethod

id-ad-ocsp
(1.3.6.1.5.5.7.48. 1)

accessl.ocation

GeneralName

uniformResourceldentifier

RHI“Idap: / /"8 b/ /R

YR

extKeyUsage

BOOLEAN

R DA ERES

KeyPurposeld

OID

issuerAltName

FALSE

AR 44 2 RUHR AT DL, (0 A fie il
B2 PR A TEX A .
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o4

ES ]
Fril

1

GeneralNames

GeneralName

rfc822Name

IA5String

PKI 4 B ML A9 L IR 12 3tb ik

subjectAltName

FALSE

GeneralNames

GeneralName

rfc822Name

IA5String

dNSName

IA5String

iPAddress

IA5String

directoryName

Name

RDNSequence

RelativeDistinguished

AttributeTypeAndV

AttributeType

OID

AttributeValue

FreshestCRL

FALSE

(UGEEEE & e v

DistributionPoint

distributionPoint

DistributionPointName

fullName

GeneralNames

GeneralName

directoryName

Name

RDNSequence

RelativeDistinguished

AttributeTypeAndV

AttributeType

OID

AttributeValue

uniformResourceldentifier

KM “Idap:/ /784 “http:/ /75X
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C.5 EHHEMHIFTAFTRURKC.5

x C.5 EHEHEIKRATR
I #ﬁl}ﬁ ft T
Fril
CertificateList
signature
AlgorithmIdentifier W5 signatureAlgorithm 1 UG fii.
PP T IRk
1.2.840.113549.1.1.5 sha-1WithRSAEncryption
algorithm
1.2.840.113549.1. 1. 11 sha256 WithRSAEncryption
1.2.156.10197. 1. 501 SM3WithSM2Encryption
parameters NULL
thsCertList HEANE
version 2 WA 2CEE% D
issuer
Name WA K AT 8 DN — 2
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID
AttributeValue 5# 5.2.3.4
thisUpdate
Time
UtcTime YYMMDDHHMMSSZ T 2049 ZHIBIAE 03 (55 2049).
general Time YYYYMMDDHHMMSSZ | HT 2049 Z J& W44y
nextUpdate
Time
UtcTime YYMMDDHHMMSSZ HF 2049 Z W5 B 43 (B 2049).
generalTime YYYYMMDDHHMMSSZ | FF 2049 Z J5 B9 4E 0y
revokedCertificates
userCertificate INTEGER PR $ 1 e 51 5
revocationDate
Time
UtcTime YYMMDDHHMMSSZ T 2049 Z i B4Ry (55 2049).
generalTime YYYYMMDDHHMMSSZ | F T 2049 Z J& )44y
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% C.5 )
R AR T
I, . 1 o
FRiR
crlEntryExtensions
Extensions
. B e L P IR T 3 3
reasonCode FALSE
¥
I B H A9 R B A4 : keyCompromise
B #% . CACompromise CA it # ,
affiliationChanged, superseded, o{ ces-
sationOfOperation. 1R & B & A %
CRLReason ~ )
ALOWg R WA Z= R .
removeFromCRL H g T & CRL
WL 56 T AE B v 45 certificateHold #
BURZAH .
invalidtyDate FALSE
Generalized Time YYYYMMDDHHMMSSZ
certificatelssuer FALSE
GeneralNames
GeneralName
rfc822Name IA5String PKI & BRHLAY 1Y H, - W5 44 b 31k
crlExtensions
Extensions
authorityKeyldentifier FALSE 2 % AP IRAF
N » s B A K SHAL 1A 7 5 3%
keyldentifier OCTET F4&% &
e
. R4 25 F2R R HE AT DL H R i
issuerAltName FALSE . .
HIBE 24 FRAFE X H A .
GeneralNames
GeneralName
rfc822Name IA5String PKI & BRALF BY B HIE 12F 3o 1k
PR 3 38 7 8, BT 1 CRL #R R %
CRLNumber FALSE | INTEGER
AT,
AT BAE 4 B CRL o, 5 CRL
L . . e BEEIARATEERWNIEA, WA
issuingDistributionPoint TRUE OCTET 455

T O T, B AN A T ]
CRL A fig 8 16 i A7 I B i 19 CRL,

distributionPoint
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Fz C.5 (&)

ES ]

B B 1 i
FRiR
o A ffi FI7E 438k CRL H, 6250 5E 45 H )
DistributionPointName .
RAT Y R 3.
fullName
GeneralNames
GeneralName
directoryName
Name
RDNSequence
RelativeDistinguished
AttributeTypeAndV
AttributeType OID
AttributeValue
uniformResourceldentifier 1A5String XK “ldap./ /"8 “http: / /"
ISR E O B, WA CRL HUA 36 5044k
o ] ‘ VEAS. (U B R A 2 B
onlyContainsUserCerts BOOLEAN . . N
=R /T B A NS 1T N
distributionPoint 7] L} Z %)
R E N WA CRL HE i CA
] WEAT . R W RAE S B [6) B
onlyContainsCACerts BOOLEAN . . )
w7 B A CA W HB. W
distributionPoint 7] DL Z. &)
AAR A HEREAL H H] 3% CRL, 402 A4
IndirectCRL FALSE CRL & THEA CRL & 17 & Frai &
PR E A5 5 33— T A Z00 13 Ol L
FreshestCRL FALSE TE g T3 48 77 2 A It
DistributionPoint
distributionPoint

DistributionPointName

fullName

GeneralNames

GeneralName

directoryName

Name

RDNSequence

RelativeDistinguished
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% C.5 (&)
3 . i o
Fril
AttributeTypeAndV

AttributeType OID

AttributeValue
uniformResourceldentifier KA “ldap.//” 8 “http. //"TE

deltaCRLIndicator TRUE AP H o B AE R & CRL

BaseCRLNumber INTEGER F5 3 CRL
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D.

1

Mt & D
(& B M )
B iE H 4r A5 244

RSA #=2iF H 450

LR N ASK LA X, 509 A 3 iR A 0] ik B & T 5045 & -

a)
b)
c)
d

e)
D
)
h)
1)

D)

k)
D

the serial number is 6565422187515605500000000000000000000 ;

the certificate is signed with RSA and the shal hash algorithm;

the issuer’s distinguished name is CN=Certificate Center; C=CNj;

and the subject’s distinguished name is CN=F P % F; OU=% 114 ; O=HH 4 ; S=
B #H; C=CN;

the certificate was issued on August 7,2003 and expired on August 6,2004;

the certificate contains a 1024 bit RSA public key;

the certificate is an end entity certificate (not a CA certificate) ;

the certificate includes an alternative subject name,is URL;

the certificate include an authority key identifier, subject Keyldentifier and basic constraints
extensions;

the certificate includes a critical key usage extension specifying the public is intended for
generation of digital signatures;

the certificate include a extend key usage extensions;

the certificate include a crl distributionpoints extensions,

0000 30 82 04 16 1046. SEQUENCE
0004 30 82 02 FE 766: . SEQUENCE

0008 a0 03 3: ..[0]
0010 02 01 1. ... INTEGER 2
: 02
0013 02 10 16: .. INTEGER 6565422187515605500000000000000000000
: 04 FO 74 4E 3D 72 65 06 C4 92 77 0A 5E 71 F1 5B
0031 30 0D 13. .. SEQUENCE
0033 06 09 9: ...0ID 1.2.840.113549.1. 1.5

shalwithRSAEncryption
: 2a 86 48 86 {7 0d 01 01 05

0044 05 00 0. ...NULL

0046 30 2A 42. ..SEQUENCE

0048 31 0B 11. ...SET

0050 30 09 9. ....SEQUENCE

0052 06 03 3: ... OID 2.5.4.6: C countryName
: 55 04 06
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0057 13 02 2: .. PrintableString *CN’
. 43 41E
0061 31 1B 27. ...SET
0063 30 19 25: ....SEQUENCE
0065 06 03 3t ... OID 2.5.4.3: CN
: 5504 03
0070 13 12 18: ..... PrintableString ’Certificate Center’
: 43 65727469 66 69 63 61 74 65 20 43 65 6E 74 65 72
0090 30 1E 30: ..SEQUENCE
0092 17 0D 13: ... UTCTime ’0308070638112’
: 30 33 30 38 30 37 30 36 33 38 31 31 5A
0107 17 0D 13: ... UTCTime ’040806063811Z2’
: 30 34 30 38 30 36 30 36 31 38 31 31 5A
0122 30 7A 122. ..SEQUENCE
0124 31 1F 31: ...SET
0126 30 1D 29: ....SEQUENCE
0128 06 09 9: .....0ID1.2.840.113549.1.9. 1 emailAddress
: 2A 86 48 86 F7 0D 01 09 01
0139 16 10 16: ..... IA5String  ’name@mail. com. cn’
: 6E 61 6D 6540 6D 61 69 6C 2E 63 6F 6D 2E 63 6E
0157 31 0B 11. ...SET
0159 30 09 9. ....SEQUENCE
0161 06 03 3: .....0ID2.5.4.6;: C
: 55 04 06
0166 13 02 2: .. PrintableString *CN’
. 43 41E
0170 31 11 17. ...SET
0172 30 OF 15: ....SEQUENCE
0174 06 03 3: .....0ID2.5.4.8: S’
: 55 04 08
0179 1E 08 8: ... BMPString 44 1y %4 F1’
. 77 01 4E FD 54 0D 79 FO
0189 31 11 17. ...SET
0191 30 OF 15: ....SEQUENCE
0193 06 03 3: .....0ID2.5.4.10 0O’
: 55 04 0A
0198 1E 08 8: ..., BMPString *H L4’
. 7TE C4 7E C7 54 0D 79 FO
0208 31 11 17. ...SET
0210 30 OF 15: ....SEQUENCE
0212 06 03 3: .....0ID 2.5.4.11 ’0U’

: 05 04 0B
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0217 1E 08 8: ... BMPString *#R 14 K’
: 90 E8 95 E8 54 0D 79 FO

0227 31 11 17. ...SET

0229 30 OF 15: ....SEQUENCE

0231 06 03 3: ..., OID 2.5.4.3 "CN’
: 5504 03

0236 1E 08 8: ... BMPString *H P &4+’
. 75 28 62 37 54 0D 5B 57

0246 30 81 9F 159. ..SEQUENCE

0249 30 0D 13. ...SEQUENCE

0251 06 09 9. .....0ID 1. 2.840.113549. 1. 1. 1 rsaEncryption
: 2A 86 48 86 F7 0D 01 01 01

0262 05 00 O: ..... NULL

0264 03 81 8D 141, ...BIT STRING

: 00 (0 unused bits)

30 81 89 02 81 81 00 EO 57 4A 86 B6 52 91 85 14
6B 44 DB9E E9 58 2B 9F 20 86 B0 C1 E5 A9 3B C8
75 08 9C 59 C2 A9DD8A 42 6B F8 FC 5F 8C 2E 53
C6 B5 FDA3EE 55 3D 12 01 05 3B E2 76 CB 59 CE
AE 2C 7A 3D 4C 6B 83 58 39 OF 74 09 0D 61 0C 25
2D 4F 98 3A F2 C7 84 B2 73 OF 61 34 24 CF 29 B8
FA 5C 7E 5F 2A 42 B2 72 E6 BECADELDED 3B D0
0E 25 C3 87 C7 36 EF OE 4C 84 FA A7 00 44 8F 71
FE 46 62 A3 B0 CO 7D 02 03 01 00 01

0408 A3 82 01 6A 362 ..[3]

0412 30 82 01 66 358: ...SEQUENCE

0416 30 1F 31: ....SEQUENCE

0418 06 03 3: .....0ID 2.5.29. 35 authorityKeyldentifier
: 551D 23

0423 04 18 24. .....OCTET STRING

: 30 16 80 14 E7 9F 11 9C EA 2D 20 54 05 34 24 D1
B2 53 23 67 D5 A7 E5 EB

0449 30 1D 29: ....SEQUENCE

0451 06 03 3: .....0ID 2.5.29. 14 subjectKeyldentifier
: 551D OE

0456 04 16 22: .....OCTET STRING

: 04 14 5C F5 D9 F7 EC 3E A2 BE B1 3B 7E 63 5E C1
8B 2A 15 A3 BF 72
0480 30 0B 11. ....SEQUENCE
0482 06 03 3: .....0ID 2.5.29.15 keyUsage
: 551D OF
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0487 04 04 4: ..., OCTET STRING
: 030203 F8

0493 30 1B 27. ....SEQUENCE

0495 06 03 3: ... OID 2. 5. 29. 17 subjectAltName
. 551D 11

0500 04 14 20 ..., OCTET STRING
: 3012 81 10 7369 6E 61 40 6D 61 69 6C 2E 63 6F

6D 2E 63 6E

0522 30 0C 12. ....SEQUENCE

0524 06 03 3: ..., OID 2. 5. 29. 19 basicConstraints
: 551D 13

0529 04 05 S5: ..., OCTET STRING
: 30 03 01 01 00

0536 30 3B 59. ....SEQUENCE

0538 06 03 3. .....0ID 2.5.29. 37 extKeyUsage
: 05 1D 25

0543 04 34 52: .....OCTET STRING

: 30 32 06 08 2B 06 01 05 05 07 03 01 06 08 2B 06
01 05 05 07 03 02 06 08 2B 06 01 05 05 07 03 03
06 08 2B 06 01 05 05 07 03 04 06 08 2B 06 01 05

05 07 03 08
0597 30 81 AE 174. ....SEQUENCE
0600 06 03 3: .....0ID 2.5.29. 31 cRLDistributionPoints
: 55 1D 1F
0605 04 81 A6 166: .....OCTET STRING

: 30 81 A3 30 7C A0O7A A0 78 A4 76 30 74 31 0D 30

0B 06 03 55 04 03 13 04 63 72 6C 30 31 0C 30 0A
06 03 55 04 0B 13 03 63 72 6C 31 0C 30 0OA 06 03

55 04 0B 13 03 31 30 32 31 0A 30 08 06 03 55 04
0B 13 01 31 31 0D 30 0B 06 03 55 04 0A 13 04 4A

44 5A 59 31 0B 30 09 06 03 55 04 07 13 02 63 43
31 12 30 10 06 03 55 04 08 13 09 4A 69 6C 69 6E
39 39 34 38 31 0B 30 09 06 03 55 04 06 13 02 63
6E 30 23 A0 21 A0 1F 86 1D 68 74 74 70 3A 2F 2F
63 72 6C 2E 63 6F 6D 2E 63 6E 2F 63 72 6C 2F 63
72 6C 2E 63 72 6C

0774 30 0D 13: . SEQUENCE

0776 06 09 9: ..0ID 1. 2.840.113549. 1. 1. 5 shalwithRSAEncryption
: 2A 86 48 86 F7 0D 01 01 05

0787 05 00 0. ..NULL

0789 03 82 01 01 257, .BIT STRING
: 00 57 DF 8D D5 2A 06 56 84 3A FF 1F 2A FD 96 F6



GM/T 0015—2012

2C 36 DO 24 9C 74 32 C3 C5 BABB B7 24 29 EBEC
60 E3 EC 90 D6 51 9E 54 42 4D 1E 8C A0 79 4C 14

C8 E8DC 20 A7 B9 0D 09 2A E8 9B 6C 19 44 B4 30
E7 BD F5 40 03 FB 14 89 5C E6 C5 47 EO0 00 FA 17

45 61 0A C3 7C A3 7E B5 1D D6 A9 20 7E 70 89 91
4F F4 18 OE E6 C6 2A 7C 39 F4 8D 84 94 57 5B C3

B9 D5 12 C2 1B 54 6D F4 5D 88 6D AF 6C F7 28 DF
F9 23 58 BEOB 1C7A C9 83 82 80 98 98 F2 68 BF

BA 85 91 62 83 C4 E5 98 C2 A6 6B C2 B3 97 10 50
3B OE 9C 08 00 A4 34 FB 1B 41 AD 87 5E 2D EBEC
46 45 EA9A FB 82 B4 B9 A5 AF4A 61 88 5F A8 49
97 44 08 C2 3B 32 00 64 07 87 0B 2D 9D 7A 62 8F
44 56 F9 71 B9 89 10 B0 13 94 3ABD 33 6B 19 89
14 9F 58 E6 7D OF 94 64 32 EASE CE C8 77 65 CO
C5 D6 17 EA 71 A8 B8 D3 6B 50 D1 B3 86 28 C9 78
FE

D.2 SM2 #H=FiEHHHE

PLUF A4 LA X, 509 RRAS 3 9E A5 R 1] . ik 54 5 F 55 &

a) the serial number is 64 57 00 b7 00 00 02 {6 (dec is 7230248512745636598) ;

b) the certificate is signed with SM2 and the SM3 hash algorithm;

¢) the issuer’s distinguished name is CN=0OSCCA SM2 CA,C=CN;

d) and the subject’s distinguished name is CN=HF ZF . OU=T14 K. O=HL ZFRK.S=%&
iy £ %% . C=CNj

e) the certificate was issued on March 22,2011 and expired on March 29,2014;

f) the certificate contains a 256 bit SM2 EC public key;

g) the certificate is an end entity certificate (not a CA certificate) ;

h) the certificate include an authority key identifier, subject Keyldentifier and basic constraints
extensions;

1) the certificate includes a critical key usage extension specifying the public is intended for
generation of digital signatures;

i) the certificate include a extend key usage extensions;

0000 30 200: SEQUENCE {
0004 30 1A5. SEQUENCE {

0008 A0 3: [0] {

000A 02 1 INTEGER 2
: }

000D 02 8: INTEGER

64 57 00 B7 00 00 02 F6

0017 30 SEQUENCE {

@

54



0019
0023

0025
0027
0029
002B
0030

003E
0040
0042
0047

004B
004D
005C

006B
006D
006F
0071
0076

0084
0086
0088
008D

009B
009D
009F
00A4

00B2
00B4

06
05

30
31
30
06
13

31
30
06
13

30
17
17

30
31
30
06
0C

31
30
06
0C

31
30
06
0C

31
30

24 .
15.
13:

1E.

52
15.
13:

15
13:

15.
13:

o ow o @
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OBJECT IDENTIFIER "1 2 156 10197 1 501’

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER commonName (2 5 4 3)
PrintableString "OSCCA SM2 CA’
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER countryName (2 5 4 6)
PrintableString "CN’
}

}
SEQUENCE {
UTCTime 1103220744447’
UTCTime *140329074400Z°
}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER commonName (2 5 4 3)
UTF8String 77 JU. W&, . 479
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER organizationalUnitName (2 5 4 11)
UTF8String ’? U. Z..%47
}
}
SET {
SEQUENCE {
OBJECT IDENTIFIER organizationName (2 5 4 10)
UTF8String "4§. 4. 7. 47
}
}
SET {
SEQUENCE {

al
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00B6 06 3. OBJECT IDENTIFIER countryName (2 5 4 6)
00BB 13 2 PrintableString “CN’
}
}
: }
00BF 30 59 SEQUENCE {
00C1 30 13 SEQUENCE {
00C3 06 7: OBJECT IDENTIFIER ecPublicKey (1 2 840 10045 2 1)
00CC 06 8. OBJECT IDENTIFIER ’1 2 156 10197 1 301~
: }
00D6 03 42 BIT STRING 0 unused bits
04 97 0A 71 9B CC 02 B4 6E E9 CCDF 59 2F 59 0B
2DC7 5A ACB1 C7 B9 45 55 FE 07 E2 70 B3 83 9A
4BEB 4C 37 A3ADSE FF BF 23 39 0C AD 36 9A EC
58 B2 92 32 A0OCA 30 29 6F OF F1 F8 35 F1 52 F6
76
: }
011A A3 90 [3]¢
011D 30 8D: SEQUENCE {
0120 30 C: SEQUENCE {
0122 06 3. OBJECT IDENTIFIER basicConstraints (2 5 29 19)
0127 04 5: OCTET STRING
30 03 01 01 00
}
012E 30 1D: SEQUENCE {
0130 06 3 OBJECT IDENTIFIER extKeyUsage (2 5 29 37)
0135 04 16; OCTET STRING
30 14 06 08 2B 06 01 05 05 07 03 02 06 08 2B 06
01 050507 03 04
: }
014D 30 B: SEQUENCE {
014F 06 3. OBJECT IDENTIFIER keyUsage (2 5 29 15)
0154 04 4, OCTET STRING
03 02 00 CO
: }
015A 30 11. SEQUENCE {
015C 06 9. OBJECT IDENTIFIER
: netscape-cert-type (2 16 840 1 113730 1 1)
0167 04 4, OCTET STRING
03 02 00 80

: }
016D 30 1F. SEQUENCE {



016F 06
0174 04

018E 30
0190 06
0195 04

01AD 30
01AF 06
01B9 05

01BB 03

1D.

16;
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OBJECT IDENTIFIER authorityKeyldentifier (2 5 29 35)
OCTET STRING
3016 80 14 S8E 7B 6D F4 CB 16 BC 42 79 80 22 80
9249 97 1ICEABD D3 E5
}
SEQUENCE {
OBJECT IDENTIFIER subjectKeyldentifier (2 5 29 14)
OCTET STRING
0414 1E 99 F3 37 A8 7E 1F 5D C8 B5 C4 D9 F6 94
2EA6 9C 24 9F 31

)
SEQUENCE {
OBJECT IDENTIFIER "1 2 156 10197 1 501°

}
BIT STRING 0 unused bits
30 44 02 20 50 37 93 B4 OE OF 1C 9D 3E EE 7F 7E
02 BEBD 3E DE 01 27 27 20 82 EE 8F OF 6F E4 8A
36 3F 26 B9 02 20 B5 70 08 46 76 7B 6F 27 43 6C
BED7 45 98 C4 5B 98 5C CB C8 1A 14 OE 2A 3B 03
55 CABE F1 72 F2




