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Outline

• Timing Attcks

• Ctche Attcks

• Cloud Ctche Attcks

• Speculttve Executon Attcks

• Preventng Microtrchitecturtl Attcks
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Timing tttck on Ptssword

• Ptssword check done symbol by symbol:

def check_pwd(input, pwd):
   for idx in range(len(pwd)):
      if pwd[idx]!=input[idx]: 
         return false  
   return true

• Wrong chtrtcter results in immeditte error 
messtge  Timing dependency

• Divide and Conquer approach tllows 
ptssword recovery in linetr tme



Timing Attcks

• Applied to crypto implementttons
by Ptul Kocher: Dife-Hellmtn, 
RSA, DSS [Koch96]

• Letktge exists, how to exploit it?
– predict secret dependent tming vtrittons

– tming diferences tllow piece-wise key recovery

• Preventon: Write constant-tme code

• Ptssword Timing Extmple: 

[Koch96] Ptul C. Kocher: Timing tttcks on Implementttons of Dife-Hellmtn, RSA, DSS tnd Other Systems - Crypto 96



Microarchitectural Atacks



Microtrchitecturtl Attcks
or how to hide secrets in executon tme

Modern CPUs microarchitecture:
 “Make the common case fast” 

• Brtnch Predicton

• Speculttve & Out of 
Order Executon 

• Multcore + Mult-
processor System 
& Support

• Severtl ltyers of Caches
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Ctche lines tnd line pltcement

7

Cache 4-wty set tssoc.

Set 0

Set 2

Set m

Set 1

Memory.

Ptge 0

Ptge 1

Ptge nline size: 64 bytes

Physictl Memory Address determines pltcement in set
Evicton Set: Lines flling one set entrely



Ctche Attcks?

• Ctche Attcks tre old [Hu92]

• Popultr Method: Prime+Probe [OST06]:
1.  Prime memory lines

fill monitored cache set iith dmmmu data:t evicton set 

2. Wtit for some tme
3.  Probe memory lines 

read evicton set data and tme read

• Difcult in L3-ctche due to virtutl tddressing:
– Soluton: Huge Pages give control of L3$ to spy:

e.g. El Gtmtl [LY+15] or AES [IES15] 
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[Hu92] Hu, W.-M. (Digittl Equipment Corp., Litleton, MA, USA) Lattice schedmling and covert channels. IEEE Otkltnd 92
[OST06] DA Osvik, A Shtmir, E Tromer Cache atacks and comntermeasmres:t the case of AES. CT-RSA 2006
[LY+15] Liu, F., Ytrom, Y., Ge, Q., Heiser, G., & Lee, R. B. (2015). Ltst-Level Ctche Side-Chtnnel Attcks tre Prtctctl. (S&P 2015).
[IES15] Irtzoqui, G., Eisenbtrth, T., & Suntr, B. S$A: A shtred ctche tttck thtt works tcross cores tnd defes VM stndboxing—tnd 
Its tpplictton to AES. 36th IEEE Symposium on Security tnd Privtcy (S&P 2015)
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Privtte L1/L2 CACHE

Shtred L3 CACHE

Memory

Victm Spy

Ftst relotd tme
Slow relotd tme

Clean detecton if monitored cache set was accessed

Prime+Probe Attck: Concept

Steps:  (Preptrtton: Find evicton set)
1. Prime desired memory lines

2. Wtit for some tme

3.  Probe memory lines tnd metsure relotd tme.



How to get Crypto keys?
Modultr Exponenttton for RSA

Basic principle: Sctn exponent bits from lef to right tnd 
squtre/multply opertnd tccordingly

Algorithm: Square-and-Multply

Input: Exponent H, btse element x, Modulus N

Output: u = xH mod N

1. Determine bintry representtton H = (ht, ht-1, ..., h0)2 

2. FOR i = t-1 TO 0

3.   u = u2 mod N

4.   IF hi = 1 THEN

5.     u = u * x mod N

6. RETURN u

Executon of multply
depends on secret

 Exponent is secret key

10



How to get crypto keys?

Detect key-dependent ctche tccesses:

• RSA/ElGamal: Squtre tnd Multply Exponenttton

Occurrence of Squtre (or MUL) in ctche revetls key
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[YF14] Y Ytrom, KE Ftlkner  Flmsh+ Reload:t a High Resolmton, Loi Noise, L3 Cache Side-Channel Atack, USENIX Security 2014



Ttrget Cipher: AES

AES T-ttble implementtton:

• T-ttbles stored in memory/ctche

Idea: 
Detect T-ttble tccesses in ltst round

Inclusive ctches ensure T-ttble in LLC

SubBytes

ShifRows
T-ttble 
& XOR

Memory

T ttble

MixColumns
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Cloud Cache Atacks



Ctche Attcks on Cloud Computng?

• CSPs: mtny users on shtred, homogeneous plttorms

• Shared resources  Informaton Leakage?
– Adverstry tnd victm shtre full tccess to L3 ctche

– Cross Core: L3 Ctche is unifed cross-core resource
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• System Librtries

• Deduplictton
– E.g. Kernel Stme ptge Merging in Linux tnd KVM

 Is now tn opt-in fetture for VMMs! (Deftult for OSs)

• When Ttrget VM tccesses ptge
– ptge copied to ctche: copy in shtred LLC

– Subsequent Spy VM tccess tlso ftster!

 Spy ctn detect Ttrget VMs tccesses to known ptges

How to trtck victmms dttt? 
Shared Memory

15
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Privtte L1/L2 CACHE

Shtred L3 CACHE

Memory

Victm Spy

Ftst relotd tme
Slow relotd tme

Flush+Relotd Attck: Concept
Steps:

1. Flush desired memory lines

2. Wtit for some tme

3. Reload memory lines tnd metsure relotd tme.



 Are Cross-VM Ctche Attcks Retlistc?

Cross-VM Flush+Relotd Attcks work if

• Server hts t shtred level of ctche

• Attcker tnd the victm tre physictlly co-
loctted

• VMM implements memory deduplictton 

• Memory Deduplictton ctn entble Cross-VM 
ctche tttcks
– htp://kb.vmwtre.com/kb/2080735 
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http://kb.vmware.com/kb/2080735


First successful Ctche-Attck
in Amtzon IttS Cloud

• Full RSA key recovery on EC2:
– Using Prime & Probe, since it works

– Co-loctton vit LLC chtnnel

• Mtjor Crypto Librtries 
(openSSL/Libgcrypt) tre widely pttched 

• Most users in cloud use outdtted librtries
– Ttrgets of opportunity instetd of ttrgeted tttcks?

• How to protect non-cryptogrtphic Code? 

18[IGI+16] M. S. Inci, B. Gulmezoglu, G. Irazoqui, T. Eisenbarth, and B. Sunar: Cache Attacks Enable Bulk 
Key Recovery on the Cloud, CHES 2016



Cross Processor Ctche Attcks?

• Cross Processor Dttt Trtnsfer:
Ctche Coherence Protocols use direct links
 ftster response tnd less memory B/W

• Ftster Accesses Dttt-dependent tccess tme!

19[IES15] G Irtzoqui tnd T Eisenbtrth tnd B Suntr Cross Processor Cache Atacks AsitCCS 2016



Ctche Attcks on ARM

• First Attcks: tming tttcks (low resoluton)

• ARMageddon[LGS+16]: First successful Hi-Res Attck
– Clever ctche tccess strttegies to htndle repltcement policies  

essenttl for success

– Finds tlternttve tmers tnd Evict strttegies

– Demonstrttes Prime+Probe tnd
Flush/Evict+Relotd tttcks
• Key strokes

• AES T-Ttbles 

• TrustZone

• ARM Performtnce fetture 
mtkes Prime&Probe 
slightly htrder [GRZ+17]
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[LGS+16] M. Lipp, D. Gruss, R. Spreitzer, C. Mturice, tnd S. Mtngtrd: ARMageddon:t Cache Atacks on Mobile Devices USENIX Security 2016
[GRZ+17] M. Green, L. Rodrigues-Limt, A. Ztnkl, G. Irtzoqui, J. Heyszl, T. Eisenbtrth AmtoLock:t Whu Cache Atacks on ARM Are Harder Than Yom 
Think. USENIX Security 2017



Cache Atacks on Intel SGX



Intel Sofwtre Gutrd Extensions (SGX)

• Trusted Executon Environment

• Enclave: Htrdwtre protected user-level sofwtre module
– Lotded by the user progrtm

– Mtpped by the Operttng System

– Authentctted tnd Encrypted by CPU

- Protects tgtinst system
level tdverstry

- “no protecton tgtinst 
tccess pttern letktges”

New Atacker Model:

Attcker gets full control
 over OS

22

Htrdwtre

Hypervisor
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Side Chtnnel Attcks on SGX

OS inittted tttcks tre powerful:

• Ptge Accesses [XCP15, vBWK+17]

• Brtnch Shtdowing [LSG+17]

• Ctche Attcks
– Cltssic [GESM17, BMD+17]

– Encltve to Encltve [SWG+17]
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[XCP15] Yutnzhong Xu, Weidong Cui, Mtrcus Peintdo. Controlled-channel atacks:t Deterministc side channels for mntrmsted operatng sustems. IEEE S&P, 2015.
[vBWK+17] J. Vtn Bulck, N. Weichbrodt, R. Ktpitzt et tl. Telling Yomr Secrets iithomt Page Famlts:t Stealthu Page Table-Based Atacks on Enclaved Execmton. Usenix 
Security 17.
[LSG+17] Stngho Lee, Ming-Wei Shih, Prtsun Gert, et tl. Inferring Fine-grained Control Floi Inside SGX Enclaves iith Branch Shadoiing. Usenix Security 17.
[GESM17] Götzfried, J., Eckert, M., Schinzel, S., Müller, T.: Cache Atacks on Intel SGX. EUROSEC 17
[BMD+17] Ferdintnd Brtsser,, Urs Müller, Alextndrt Dmitrienko et tl. Sofiare Grand Exposmre:t SGX Cache Atacks Are Practcal. WOOT 17
[SWG+17] Schwtrz, M., Weiser, S., Gruss, D., Mturice, C., Mtngtrd, S: Maliare gmard extension:t Using SGX to conceal cache atacks. DIMVA 2017

SGX Enclave



CtcheZoom:
High Resoluton Ctche Attck on SGX

Full control over OS:

• Prime+Probe Attck

• Isoltte Cores: Stme-
Core L1C  Monitoring

• CPU Freq. fxed

• Interrupted Executon: 
Full Ctche imtge every few instructons

Sample Target: AES

All ttble-btsed implementttons vulnertble

Even Ctche-wtrming (ttble prefetch) inefectve
24

[MIE17] Moghimi, A. , Irtzoqui, G., Eisenbtrth, CacheZoom:t Hoi SGX Amplifies The Poier of Cache Atacks CHES 2017

Core 1

L1$

Ltst Level Ctche (shtred)

Core 0

L1$

Victm 
Encltve

Attcker 
ttsk

Other 
Ttsk 0

Other 
Ttsk 1Other 

Ttsk 0
Other 
Ttsk 1



CtcheZoom: AES Trtce
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Meltdown & Spectre



Ctche Specultton Side Chtnnels

Speculatve Executon
– Lotds dttt without security checks

– Rolls btck sttte before commitng

– Ctche sttte infuenced, but never rolled back!

27

Process executes… Ctche Accesses

Idea: 1. retd privileged info

          2. letk vit ctche access patern



MeltDown: 
Exploitng Out-of-Order Executon

Uses out-of-order executon to letk 
kernel sptce memory

• Exceptons prevent tccess to kernel 
sptce (supervisor bit set on kernel  ptge)

• Exceptons checked before commit
 afer dttt is retd/spec. processed

Idea: use out-of-order executon to letk 
privileged dttt before excepton check

1. Retd bit from Kernel Sptce

2. Access [tddress + bit<<6]
28



MeltDown: Retding Privileged Memory

Process 1: 

Retd tnd letk sensitve dttt

1. Retd sensitve bit

2. Access [tddr + bit]
3. (recover from excepton)

Process 2:

Retd tnd store letktge

1. Flush [tddr + x]

2. Wtit

3. Relotd [tddr + x]

4. (write out result)
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Ctche

tddr + 0<<6

tddr + 1<<6
Process 1

Kernel Sptce
010011

Process 2

User Sptce
010011



SPECTRE: Speculttve Executon Attck

• Tricks victm code to letk sensitve dttt in its memory 
sptce

• Victm code conttins code gtdget thtt
– Retds sensitve dttt speculttvely 

– letks dttt through executon trtce

• Attcker tctvttes gtdget
– Either through poisoned input

– Or by crettng new ftlse (speculttve) 
executon ptth through trtining BTB

• Attcker retds dttt from ctche trtce

30



MeltDown / Spectre: Summtry

• First tme register contents tre letked by 
microtrchitecturtl tttck

• Meltdown mostly fxed
– switch to kernel mode becomes slow

• Spectre: not cletr, fences help, but ctn be 
tvoided?  Exploit btse for yetrs to come?

• CERT recommends:

31



Preventng 
Cache Atacks



Ctche Attck Preventon

Write unexploittble Code

• Consttnt executon tme

• Secret-independent executon fow

• Secret-independent memory tccesses
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Intrt Ctche Line Letktges

• Idea: Ctche tttckers 
get cache line grtnultrity 
(64 byte on Intel)

• Used in some “consttnt-tme” implementttons tnd in 
code verifctton tools

Counterexamples:

• CacheBleed [YGH16]: Exploits L1C Btnking 
(not in 6th tnd 7th Gen Intel not tpplictble to SGX)

• MemJam[MES18]: Exploits Ftlse Dependency Checks
works in tll modern Intel CPUstpplictble to SGX
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Ctche line revetls 6 bits

Letst 12 tddress bits (physictl = virtutl) LSB

MemJtm revetls 10 bits

[YGH16] Y. Ytrom, D. Genkin, tnd N. Heninger: CacheBleed:t A Timing Atack on OpenSSL Constant Time RSA, CHES 2016 tnd JCEN 2017
[MES17] Moghimi, A., Eisenbtrth, T. tnd Suntr, B., MemJam:t A False Dependencu Atack against Constant Time Crupto 
Implementatons in SGX; tccepted tt CT-RSA 2018 htps://trxiv.org/tbs/1711.08002



Detectng Vulnertble Code

• Stttc Antlysis
– CtcheAudit [DKMR15]

• Dyntmic Antlysis
– LLVM Level [ABB+16]

– Symbolic Executon [WWP+17]

– PIN Trtce [ZHS17]

– Actutl executon on mtchine [IGK+17]
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[DKMR15] Doychev, G., Köpf, B., Mtuborgne, L. tnd Reineke, J.: Cacheamdit:t A tool for the statc analusis of cache side channels. ACM TISSEC, 
18(1), 2015
[ABB+16] Almeidt, J.B., Btrbost, M., Btrthe, G., Dupressoir, F. tnd Emmi, M. Verifuing Constant-Time Implementatons. USENIX Security 2016
[WWP+17] Wtng, S., Wtng, P., Liu, X., Zhtng, D. tnd Wu, D., CacheD:t Identfuing Cache-Based Timing Channels in Prodmcton Sofiare. USENIX 
Security 2017
[ZHS17] A. Ztnkl, J.Heyszl, tnd G. Sigl.: Amtomated Detecton of Instrmcton Cache Leaks in RSA Sofiare Implementatons. In CARDIS 2016
[IGK+17] G. Irtzoqui, X. Guo, H. Khttri, A. Ktnuptrthi, T. Eisenbtrth, B. Suntr: Did ie learn from LLC Side Channel Atacks? A Cache Leakage 
Detecton Tool for Crupto Libraries trXiv: htps://trxiv.org/tbs/1709.01552



Ctche Letktge Free Code Verifctton

• Ensure there tre no secret dependent brtnches/memory 
tccesses in final code

• Our approach:
1. Detect secret dependent brtnches/tccesses through taint analusis

2. Obttin ctche trtces of those instructons/vtritbles

3. Check for Mututl Informtton with sensitve vtlues
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Applicaton
Process

Ctche trtce

Instructon 
    trtce

Secret

Mutual 
Informaton

Identfy 
secret 

dependent
memory



Finding letktges in Cryptogrtphic Code

37

Analyzed RSA, ECC and AES 
of major crypto libraries:
• 50% of the 

implementations leaked 
information (2016)

• We notified and help fixing 
these vulnerabilities
─ WolfSSL

 CVE 2016-7438,7439,7440

─  Intel IPP
 CVE 2016-8100

─  Bouncy Castle
 CVE 2016-10003323

[IGK+17] G. Irtzoqui, X. Guo, H. Khttri, A. Ktnuptrthi, T. Eisenbtrth, B. Suntr: Did ie learn from LLC Side Channel Atacks? A Cache 
Leakage Detecton Tool for Crupto Libraries trXiv: htps://trxiv.org/tbs/1709.01552



Conclusion

• Ctche Attcks tre powerful
– Very efectve on TEEs such ts SGX with OS control

– Stll fully functontl in Cloud tnd sttndtlone 
systems

– A grett tool to spretd speculttve results

• Consttnt tme code stll best defense
– But no longer sufcient, thtnks to SPECTRE
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Thank You!
verntm.wpi.edu

its.uni-luebeck.de

thomts.eisenbtrth@uni-luebeck.de
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