Chapter 2

Cryptographic Preliminaries

In this chapter we review all the basic cryptographic primitives needed in the rest of
the book: one-way and collision-intractable functions, proofs of knowledge, digital
signatures, and public-key certificates. We introduce two new functionsthat are one-
way and collision-intractable, and for both design practical techniques for proving
knowledge of an inverse and for constructing digital signatures. These functions are
central to our constructionsof issuing and showing protocolsin the next two chapters.
We also introduce anew kind of digital certificates, called secret-key certificates; the
benefits of these will become clear in Chapters 4 and 5.

2.1 Notation, terminology, and conventions

2.1.1 Basic notation

The notation “x := y” means that the value of y is assigned to . Typicaly, y is
an arithmetic expression. The “=" symbol denotes equality; upon = := y we have
r=y.

Whenever we say that a number is chosen “at random” from a set V', we imply
auniform distribution over the set V', independent of the probability distributions of
any other variables explicitly considered in the same context. Within a figure, the
notation x € V isused to denote the same.

All the constructionsin this book are based on elementary algebra. The notation
7, denotes the ring of integers modulo ¢ and Z; its multiplicative group, and GF;
denotes the finite field with ¢t elements. Computations involving numbersin afinite
ring or in amultiplicative group must always be interpreted as computationsin these
structures. For example, if x,y € Z: , then“zy” standsfor xy mod ¢. In caseswhere
we consider arithmetic involving exponents, the modulo operator is often made ex-
plicit for greater certainty. In mathematical proofs, an element in Z ; or in Z; may
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beinterpreted in the algebraic sense of denoting a congruence class, but in construc-
tions of algorithms and protocols it always represents a unique number between 0
andt — 1, usually encoded in binary. In particular, if z,y € Z, then“z = 3’ means
that = and y are the same number, not merely that they are congruent modulo ¢.

Forany z € Z andanyy € N, z mod y denotesthe number z* € {0,...,y—1}
such that * — x isan integer multiple of y. In keeping with mathematical tradition,
the mod operator acts on the entire arithmetic expression preceding it, unless paren-
theses specify otherwise. For instance, a + b mod y standsfor (a + b) mod y.

The notation div is defined by 2 = x mod y + y (z div y), forany » € Z and
any y € N. Parenthesesindicate the arithmetic expression on which div operates.

The notation “| X |” can have three different meanings. If X is a set, then | X|
denotesthe size of X, i.e., the number of elementsin X; if X isanumberinR, then
| X | denotes its absolute value; and if X is by definition a positive integer then | X|
denotes its binary size (length). The appropriate meaning will aways be clear from
the context.

2.1.2 Algorithms, security parameters, and probability

An algorithm is a procedure that, on given some input, always halts after a finite
number of steps. For concreteness, intractability assumptions are always stated in
the uniform complexity model, and we construct algorithms that can be formalized
by Turing machines.! Thus, all algorithms have a read-only input tape, a work tape,
and awrite-only output tape. Probabilistic algorithmsin addition have arandomtape
containing their coin flips. Once the computation of an algorithm comesto a halt, its
finite-state control enters into either an accept or reject state; correspondingly, the
algorithm is said to accept or reject. In addition, it may have written an output onto
the cells of its output tape; A(x) denotesthe output of algorithm A oninput z. If A is
probabilistic, then A(x) is arandom variable whose probability distribution is taken
over the coin flips of A; that is, A(z) defines a probability space of output strings.
Wewritex := A(y) or A(y) = x to specify that z is generated by running algorithm
A oninput y.

A security parameter is a number that is taken from an infinite subset of the set
of positive integers. Security parameters are used to measure the time and space
complexity of an algorithm, the binary sizes of algorithm inputs and outputs, success
probabilities, and security levels. Although multiple security parameters may be
specified for any one protocol or system, for simplicity all the protocols and systems
in this book make reference to only a single security parameter, denoted by k. The
notation 1* denotes k& encoded in unary.

For inputs of the same binary size, the possible outputs of an algorithm are all

11t would be easy to rephrase our constructions and security reductions in the non-uniform complexity
model of Boolean circuits, since they do not hinge on the use of polynomial-size advice strings that cannot
be computed in polynomial time.
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assumed to be of the same binary size; this can be achieved by the standard practice
of padding.

As is common in the cryptographic literature, we measure the running time of
an algorithm in terms of elementary algebraic operations, typically modular multi-
plications, instead of in terms of the number of transitions of the Turing machine's
read-write head. The terms feasible and infeasible have the standard complexity-
theoretical meaning: feasible computations are those that can be performed in time
polynomial? in k, while infeasibility corresponds to superpolynomial running time?
(which includes subexponential and exponential running time). Whenever we speak
of a polynomial-time algorithm, it may be either deterministic or probabilistic.

A function f : N+ [0, 1] is negligiblein k if f(k) is smaller than the inverse
of any polynomial in k, for all sufficiently large k; it is non-negligibleif there exists
a positive integer ¢ such that f(k) is greater than 1/k¢, for dl sufficiently large k;
and, it is overwhelming if 1 — f(-) isnegligible. (Note that a function can be neither
negligible nor non-negligible.) An intractable problem is one that cannot be solved
in polynomial time with non-negligible probability of success.

The notation P (E} ) denotes the probability of event E .. For probability spaces
S1,S55, ..., thenotation

Pr(Ex(x1,22,...) | 21 := S1;29 := So;...)

denotes the probability that the event E, (1, z2, . . .) holds when each z; is chosen,
in the given order, from the corresponding probability space S ;.

An expected polynomial-time algorithm is a probabilistic algorithm whose ex-
pected running time (over its coin flips) is polynomial for any input. By running a
probabilistic polynomial-time algorithm that has non-negligible success probability
e(k) an expected number of & /e(k) times, one can construct an expected polynomial-
time algorithm that has overwhelming success probability.

A language over an alphabet is a subset of the set of all finite strings of symbols
from that alphabet. If A isaprobabilistic algorithm and L alanguage, then the col-
lection { A(z)} .1 isan ensemble of random variables. Two ensembles { A(x)} zer
and { B(x) } ¢, areperfectly indistinguishableif, for all « € L, therandom variables
A(z) and B(x) have the same distribution. They are statistically indistinguishable
(or almost-perfectly indistinguishable) on L if for all € L of binary size k their
statistical difference

S| PeA() = ) = Pu(B(@) = )

2A function f(-) is polynomial in k if there exists a positive integer ¢ such that f(k) < & for al
sufficiently large k.

3A function £(-) is superpolynomial in k if for all positive integers ¢, f(k) > ¢ for al sufficiently
large k.
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isnegligiblein k.* Finally, they are computationally indistinguishableon L if, for all
polynomial-time algorithms D with Boolean output (representing accept or reject),
andfor al x € L of binary size k,

Pr(D(y) =1|y:= A(x)) = Px(D(y) = 1|y := B(x))

isnegligiblein k.

2.1.3 Interactive algorithmsand protocols

An agorithm may consist of two or more interactive algorithms that communicate
according to one or more stepwise descriptions called protocols. Interacting parties
in this book are aways modeled as interactive algorithms. Formally, an interactive
algorithm is a Turing machine enhanced with a communication tape and a read-only
common input tape. A pair of interactive a gorithms share their communication tapes,
for exchanging messages, and their common input tapes. The work tape and random
tape of each algorithm are privateto the al gorithm, and their privateinput tapes enable
each to make use of auxiliary input, also known as private input; this may be present
initially, or computed as protocol executions are taking place.

More generally, there can be any number of interactive algorithms communicat-
ing with each other in an arbitrary fashion. This can easily be formalized by endow-
ing each interactive algorithm with a set of communication and common input tapes
for any other algorithm it needs to be able to communicate with. Correspondingly,
protocols may be defined among more than two parties. In general, any collection
of interactive algorithms can be viewed as a single (interactive or non-interactive)
algorithm.

With P and V denoting two interactive algorithms, (P, V) denotes the protocol
performed by them, and <P, V> denotes the two agorithms viewed as a single
(interactive or non-interactive) algorithm. Theinput of < P, V> istheinitial contents
of their common input tape, and the output of <P, V> is the concatenation of the
contents on the output tapes of P and V. Usually at most one of P and V is defined
to produce an output.

A move in a protocol is a message transfer from one interactive algorithm to
another; around is two consecutive moves. After the last movein a protocol, the re-
ceiving algorithm checks a (protocol) verification relation in order to decide whether
to accept or reject. Additional verifications may be applied in intermediate stages. A
protocol is said to be non-interactiveif it consists of a single move, and interactive if
it has more. None of the protocolsin this book have more than two rounds.

4The practical interpretation of this s that an infinitely powerful agorithm that is restricted to taking
polynomially many samples cannot distinguish between the two distributions; such an agorithm can infer
the same information from either distribution. Note that perfect indistinguishability corresponds to zero
statistical difference.
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Protocols are sometimes depicted in figures, together with a description of the
preliminary stage for setting up keys and other prerequisite information. Within a
figure, the actions performed by an interactive algorithm are all displayed in the same
column, with a label on top indicating the algorithm that performs the actions. A
move is shown in the form of an arrow from the transmitter to the receiver, with the
message that is transferred displayed on top of the arrow. Protocol figures should
be read from top to bottom. Any additional data that is displayed in a column that
contains one or more message transmittals, such as a public key, is a'so considered
known to both communicating parties.

The transcript of a protocol executed by two interactive algorithmsis the entire
ordered sequence of messages exchanged between them until one of them halts.

Theview of an interactive algorithmin aprotocol execution isan ordered set con-
sisting of all the information that the algorithm has “ seen” in the protocol execution.
This comprises the protocol transcript, as well as the common input, any private in-
put, and its own coin flips (if any). An accepting view of an interactive algorithm
is the view of that algorithm in a protocol execution in which it accepts. Usualy at
least one of the algorithmsin a protocol will be probabilistic, in which case the view
isarandom variable defined by the coin flipsin the protocol. By parameterizing over
all possible protocol executions an ensemble of random variablesis obtained, and so
we can consider indistinguishability of protocol views.

With P and V denocting two interactive algorithms, vp(auxl)(a:; aux2) denotes
V’s output when interacting with 7 on common input x, auxiliary input aux1 to P
and auxiliary input aux2 to V. When there is no auxiliary input to V, we simply
write Vp ., (). In either case, for fixed inputs this is a random variable, whose
probability distribution is taken over the coin flips (if any) of P and V.

The notation IC(x; A) denotes the output of algorithm X on input 2, when having
write access to the random tape and the private input tape of algorithm A that in
all other respects behaves as a black box to . The standard method for extracting
knowledge from an algorithm A isto rewind A for the same tape configurations but
different queries. By means of oracle replay in the so-called random oracle model,
which we discuss shortly, it may be possible to extract secrets even if rewinding is
not an option, even though it isunclear in this case how to properly define knowledge
outside the random oracle model. (See Assumption 4.3.9 for an example.)

2.1.4 Attack models

An honest interactive algorithm does not deviate from its behavior specified in the
protocol description, and does not engage in any other actions. In particular, it fol-
lows the protocol descriptionin al protocol executionsin which it engages.

An attacker is an interactive algorithm that may deviate from its prescribed ac-
tions, for instance by deviating from its actions in the specified protocols or by wire-
tapping the protocol executions of others. When assessing the security of a new
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cryptographic construction, we typicaly view the subset of all parties that deviate
from the prescribed protocol(s) (either cooperative or non-cooperative) as a single
algorithm, which we then use as a subroutine for an algorithm to solve a supposedly
intractable problem. A collection of attackers that may but need not share al their
tapesisreferred to as an adversary.®

In assessing whether a protocol satisfies a property of interest, one must consider
not only the computing power of the attackers, but also the flexibility they have in
engaging in executions of the protocol. Among the factors contributing to whether
an adversary can break a presumed property of a protocol are the following:

e The extent to which multiple executions of the same protocol, or of different
protocols, can be interleaved. Parallel executions of a protocol are more effi-
cient than sequential executions, not only in the number of moves but also in
that some additional operations (such as line encryption) may be applied once
on all the moves that occur concurrently. On the other hand, paralelization
may enable an adversary to compute information that it could not compute
otherwise.

The most powerful attack model is that of arbitrary composition of protocols
or protocol executions; here, the adversary can adaptively (depending on its
protocol views in the past) decide at each stage which moves of one protocol
execution to interleave with which moves of another protocol execution (not
necessarily of the same protocol), and in what manner.

o The number of protocol executions attackers are able to engagein. 8 A passive
attacker isnot allowed tointeract at all, but can wiretap protocol executionsthat
take place by honest parties; an active attacker isallowed to engagein protocol
executions. In all our protocol descriptions in this book honest parties are
assumed to be polynomial-time, and so even an infinitely powerful adversary
can never engage in more than polynomially many protocol executions.

e The computing power given to the adversary. All the privacy results in this
book are proved under the assumption that attackers have infinite computing
power. Digital signatures, on the other hand, can be proved unforgeable only
against attackers that are polynomially bounded.

5The protocol executions of an attacker that operates in isolation may be wiretapped by other attackers
and in this manner add to their power; for this reason isolated attackers must be considered part of the
adversary. The attempt to circumvent this by encrypting all message transfers is not satisfactory. First, it
is unreasonable to characterize parties that do not properly encrypt their own messages as attackers of the
system. Second, it would be poor design practice to let the requirement for session encryption interfere
with the design of the system core and the analysis of systemic security.

SFor example, in Section 5.4 we will construct proofs of knowledge in which the prover does not leak
any information about its secret key when performing the protocol once, but multiple protocol executions
using the same public key leak the entire secret key.
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The power of an adversary with unlimited resources is not restricted to com-
putations before or after a protocol execution; at each step, it may use infinite
computing time to compute its next message. While this model may seem un-
realistic, in the Turing machine model it makes perfect sense: the running time
of aninteractive algorithmis determined by the number of state transitions de-
fined by the transition function, and so the time taken by one machine does not
affect the running time of the other. M oreover, the model of infinite computing
power serves as auseful abstraction to model the compl ete absence of one-way
functions (see Section 2.2) and other intractable computational tasks. When a
construction is proved invulnerable against an infinitely powerful adversary,
there is no need to worry about attackers that have embedded cryptographic
trapdoors or have come up with a cryptographic breakthrough.

The first two of these factors are under the control of the honest party that is being
attacked. It can determine which protocol executions to perform sequentially and
how many executionsit engagesin.

The aggregate view of an interactive algorithm in multiple executions of the same
or of different protocolsis the collection of its views in the individual protocol exe-
cutions. The ordering of the components of the aggregate view is naturally defined
by the fashion in which the protocol executions are interleaved.

Following Feige, Fiat, and Shamir [168], A denotes an honest interactive algo-
rithm, A denotes an attacker with polynomially bounded resources, and A denotes
an attacker with unbounded computing resources. Attack algorithms Aand A may
but need not deviate from the protocol description, and can engagein as many proto-
col executions as they desire, confined only by the limitations imposed by the other
partiesin the protocols they engage in. For instance,

Vf(auxl)(m; aux2)

denotes V's output after interacting with P, whereby Y can query P asif it werean
oracle; in particular, V's output may be the result of a phasein which V engagesin a
plurality of protocol executions. In contrast,

Vf(auxl) (x;aux2)
always refersto a single execution of the protocol.

In analyzing whether a certain property holds for an honest party in a protocol,
it is always assumed that the party aborts an execution of the protocol as soon as the
other party (parties) deviates from the description of the protocol in a manner that
is detectable with certainty by the honest party. The interpretation of “detectable”
depends on the verification relations and other actions specified in the description
of the protocol, as well as on actions that we always assume implicitly. Specifi-
caly, itisimplicit in protocol descriptionsthat the parties to a protocol always apply
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range-checking to numbers supposed to be in an algebraic structure. For examples of
attacks that become possible when a party inadvertently does not apply range check-
ing, see Bleichenbacher [34] and Anderson and Vaudenay [14]. Arithmetic relations
that must apply to these numbers (i.e., verification relations) are always mentioned
explicitly. In some case it is necessary to perform group membership tests; see Sec-
tion 2.4.3 for an example. Deviation by the other party from a specified probability
distribution, though, does not constitute a reason to abort a protocol execution.

2.1.5 Security reductions and the random oracle model

Since the emphasis in this book is on practicality, exact security is of importance.
Suppose that a problem P is conjectured to be intractable: problem instances of
size k cannot be solved with non-negligible success probability (k) in fewer than
rp(k) steps, for some superpolynomial running-time function r p(-). To prove the
infeasibility of acryptanalytic attack on anew protocol construction, we construct an
algorithm A that can solve problem instances of size & of problem P in polynomia
time, with success probability negligibly closeto (%), by making no more than poly-
nomially many subroutine calls to a black-box algorithm B that can feasibly solve
instances of the new construction. Suppose that, for inputs of size k, B runsin time
fe(k), and A makes f4(k) cdlsto B, using g4 (k) additional processing steps for
each cal and h 4 (k) additional one-time processing steps. The functions g 4(-) and
ha(-) are polynomidls, typically of low degree. Thetotal runningtimer 45 (k) of A
and B isequal to

Fa(k) (£5(k) + ga(k)) + ha(h).
If f5(-) ispolynomially bounded there exists a positive integer ko such that
TAB(]C) < Tp(k) vk > k(),

contradicting the presumed intractability of problem P. But what practical assur-
ances on the parameter sizes for the new construction can we infer from the proof
reduction? We obtain a contradiction only for security parameter sizes that exceed
ko, and so it is desirable that &, be as small as possible. Hereto the functions f 4 (),
ga(+) and h4(+) should all be as small as possible. In situations of practical interest
fe(k) typically exceeds h 4 (k) by far, and so f4(:) is the dominating contribution
to the total running time. We therefore equate the overhead factor of a security re-
duction with the (expected) number of calls to algorithm B. A security reduction is
tight if the overhead factor is a (small) constant, and optimal tightness is achieved
when the overhead factor is negligibly close 1. For any given security level, a tight
reduction alows one to implement the new construction using smaller parameter
sizes than would be allowed by a non-tight reduction. Because practicality isan im-
portant objective of this book, we strive for tight security reductions throughout. In
practice it is recommended to choose & in such a manner that an adversary needs
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an expected number of at least 23° elementary operations to break the construction
at hand. (Imagine a supercomputer that can do 1 elementary operation each pico-
second, and that 300 of these are running in parallel; it would take over 128 yearsto
cyclethrough all 28° operations.)

Sometimes the security of a new construction can be proved only in the random
oraclemodel. Inthismodel, afunctionthat is believed hard to invert may beidealized
by substituting applications of the function by calls to a random oracle. The oracle,
on input an element in the domain of the function, produces a random output in the
range of the function, to be interpreted as the outcome of the function. Of course,
multiple oracle queries with the same input produce the same output. The success
probability of the resulting security reduction is taken over the space of all random
functions. Cannetti, Goldreich, and Halevi [76] concocted example constructions
that are provably secure in the random oracle model but provably insecure when the
oracle is instantiated using any function. Therefore, the ability to give a security
reduction in the random oracle model in general does not imply that a successful
attack requires the exploitation of a weakness in the function that is being idealized.
Nevertheless, in the “natural” cryptographic constructions that arise in practice, and
in particular in thisbook, provable security in the random oracle model is believed to
be arelevant measure of security. Most of the constructionsin this book are amenable
to security proofsin the random oracle model.

2.2 One-way functions

2.2.1 Definition

From now on we are mainly interested in functions f(-) that can be expressed as an
infinite collection of functions, {f;(-)}:;cv. Each f;(-) operates on afinite domain,
D;, and V' is an enumerable infinite index set, with ¢ uniquely specifying D;. A
description of f(-) entails specifying V' and the mapping f;(-). Any collection of
functions{ f;(-) }sev can berepresented by asingle function f(-) that operateson an
infinite domain, by defining

f(Z,l') = (Zafz(I»a

and so the two notions can be used interchangeably.

Informally, a one-way function is a function that is easy to compute, but com-
puting inverses is difficult on average. To formalize this notion, we require an in-
stance generator for the function. Aninstance generator for a collection of functions,
{fi() }iev,isapar (I, D) of probabilistic polynomial-time algorithms, operating as
follows:

e [ takesasinput 1%, and outputsanindex i € V of binary size l(k), where(:)
is afixed polynomial; and
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e D takes as input the output 7 of 7, and outputs an element x in the domain
D; of f;(+). (Elementsin D; may occur with zero probability as an output of

D(i).)

The output of (I, D) is (¢, ). We will simply write (¢,z) € V x D, to denote that
first 7 istaken from V' and then x istaken from D ;. (Although thisis not the standard
Cartesian product, no confusion can arise.)

Definition 2.2.1. A collection of functions, {f;(-) }icv, is (strongly) one-way over
an instance generator (I, D) if and only if the following two properties hold:

1. (Computable in one direction) There exists a deterministic polynomial-time
algorithmthat, oninput any (i, z) € V x D;, outputs f;(z); and

2. (Uninvertablein the other direction) For any polynomial-timealgorithm A, the
probability function defined by

Pe(fi(AG, @) = filw) | i:= I(1F);2 2= D))
isnegligiblein k.

Whenever we say that a function f(-) is one-way, we mean that the collection
of functions that it represents is one-way, in the above sense. In case the instance
generator is clear from the context, we will not mention it explicitly.

Note that functions with superpolynomial range are always one-way when ideal-
ized in the random oracle model.

If {f:(:)}icv isone-way over (I, D), then (I, D) is said to be an invulnerable
instance generator for { f;(-)}icv. The usefulness of the notion of invulnerability
(originating from Abadi, Allender, Broder, Feigenbaum, and Hemachandra [1]) be-
comes apparent when reducing the problem of inverting afunction that is conjectured
to be one-way to the problem of breaking a new construction, to prove the security
of the latter. Instead of specifying a particular instance generator for the conjectured
one-way function, it is sometimes possible to make the same security reduction work
for al invulnerable instance generators; this makes the resulting security statement
much stronger. All the security reductionsin this book are of this form. Note that if
aninstance generator isinvulnerablefor afunction, then so are al instance generators
with a computationally indistinguishabl e output distribution.

A commitment function enables a sender to commit to a secret, in such a manner
that the receiver cannot determine the secret until the sender opens the commitment,
while the sender cannot open the commitment to reveal a different secret than that
originally committedto. A one-way permutation can serve as acommitment function
that is unconditionally secure for the receiver and computationally secure for the
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sender. Hereto the sender embeds its secret into the hard-core bits” of an otherwise
randomly chosen argument  to a one-way permutation f(-).

We now discuss two well-known functions that are widely believed to be one-
way. Their one-wayness is crucia to the security of all the constructions in this
book.

2.2.2 TheDL function

The output of an instance generator (I, D) for aDL function, defined below, satisfies
the following format:

e Oninput 1%, with k& > 2, I generates a pair (q, g), satisfying the following
properties:

— g is aprime number of binary size k that uniquely specifies a group of
order ¢, from now on denoted by G,. Without loss of generdlity, the
group operation is assumed to be multiplication.

— g isagenerator of G,.
e Oninput (¢, g), D generatesan element x in Z,,.

A DL functionis acollection of functions, { fi(-) }ic{(q,q)} defined as follows:
fog g%

The number z is called the discrete logarithm of g® with respect to g. Note that
different algebraic constructionsfor G, give rise to different DL functions.

Under what conditions is a DL function one-way? If the construction of G is
such that multiplicationin G, is feasible, then f, ,(z) can be feasibly computed by
means of repeated squaring (see Menezes, van Oorschot, and Vanstone [266, Sec-
tion 14.6]), possibly in combination with additional preprocessing.® The hardness
of inverting a DL function depends on the construction of G, and on the instance
generator (I, D). Thefollowing two constructions are widely believed to giverise to
aone-way DL function.

(Subgroup construction) G, is a subgroup of Z;, where p is a prime such that
q | (p—1) and |p| is polynomia in k. The following instance generator is
believed to be invulnerable:

7If £(-) is one-way, then there must exist a Boolean predicate of the bits of the argument of f(-) that
isat least somewhat hard to compute when given f(x). A Boolean predicate b(-) is said to be hard-core
for f(-) if b(-) can be computed in polynomial time, but no probabilistic polynomial-time algorithm can
compute b;(x) from f;(z) with success probability non-negligibly greater than 1/2. More generally,
several bits are said to be (simultaneously) hard-core for f(-) if no polynomial-time agorithm can extract
any information about these bits of = when given f; (z).

8 Alternatively, addition chains or other techniques may be used. For overviews and comparisons of
exponentiation methods, see Knuth [232, Subsection 4.6.3], Menezes, van Oorschot, and Vanstone [266,
Chapter 14.6], von zur Gathen and Nocker [383], Gordon [196], and O’ Connor [280].
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e ¢ isgenerated at random from the set of all primes of binary size k, using
aprimality test. The number p isthe first primein the sequence aq + 1,
for successive (even) integer values a, starting from afixed positive inte-
ger ag that is “hard-wired” into I; heuristic evidence suggests that only
polynomially many values of a need to be tested (see Wagstaff [384]).
It is not known how to test primality in deterministic polynomial time.
A polynomial-time primality test with negligible error probability may
be used instead, though, because its outputs are computational ly indistin-
guishable.

e g isgenerated at random from G, \ {1}. This can be accomplished by
taking g := f(P~Y/¢, for arandom f € Z,, and testing that g # 1.
(There is only one subgroup with order ¢.) Other distributions are not
necessarily improper, but results of Bleichenbacher [34] and Anderson
and Vaudenay [14] for groups of non-prime order suggest that a random
selection is preferred.

e 1 is best chosen at random from Z,. This maximizes its entropy, and
allows one to prove the hardness of inverting assuming the seemingly
weaker assumption that any polynomial-time algorithm for inverting the
DL function has non-negligibleerror probability. In particular, either this
choiceis successful or the DL-function cannot be one-way at all.

Alternatively, one first generates a random prime p and checks whether ¢ =
(p — 1)/ap isaprime, repeating this process until aprime ¢ is found. Another
variation is to generate a random composite with known prime factorization
(see Bach [16]), and to test whether itsincrement by oneisaprime, p; if thisis
the case, then with high probability the binary size of the largest prime factor
of p — 1 isproportional to |p|. (In this case |¢| should be allowed to be linear
ink.)

Primes p of a special form may provide even better protection against attacks.
For instance, it is believed preferable to generate p subject to the restriction
that (p — 1)/2q contains only prime factors greater than ¢. Other reasons for
generating p of a specia form are related to security issues of protocols that
operatein G,; see Section 2.4.3.

In practical applicationsit is often important that the pair (p, ¢) do not contain
atrapdoor that enablesthe rapid computation of discrete logarithms. Although
no trapdoor constructions are known in the public literature that cannot be
feasibly detected (and, therefore, tested for), confidence can be increased by
using an instance generator that generates ¢ and p in a pseudorandom manner,
starting from a seed value that must be output aswell by the instance generator;
see Federal Information Processing Standards no. 186 [277, Appendix 2]. In
addition, a succinct proof may be output for proving that ¢ has been generated
using a pseudorandom process.
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(Elliptic curve construction) G is an eliptic curve of order ¢ over a finite field.
(See Menezes [263] for an introduction to eliptic curves as applied in cryp-
tography.) It is common to take Z, as the underlying field, for a prime p
such that |p| is polynomia in k. The following three instance generators are
believed to be invulnerable:

e Select a (probable) prime p, and randomly try elliptic curve coefficients
until a curve of prime order is found. (The process could be sped up by
alowing |¢| to be linear in k.) The eliptic curve coefficients must be
specified as part of the output of the instance generator. Generate g and
z at random from G, \ {1} and Z,, respectively.

o Alternatively, the coefficients determining the elliptic curve are hard-
wired into the instance generator, and p and ¢ of the appropriate form
are sought by trial and error. The numbers g and = are generated at ran-
domfrom G, \ {1} and Z,,, respectively.

e Another possibility isto generate an elliptic curve of prime order together
with a generator g, using an algorithm of Kaoblitz [234]. As before, x is
best chosen at random from Z,.

Alternatively, one can generate elliptic curves over afield of the form GF om
instead of over Z,; as we will see shortly, this offers practical advantages.

Any uncertainty about the presence of atrapdoor can be removed in the manner
described for the subgroup construction.

Other constructions have been proposed, but these are considerably more difficult to
understand and have not been scrutinized by more than a few experts. See Biehl,
Meyer, and Thiel [28] and the references therein for constructions in real-quadratic
number fields, and Koblitz [233] for aconstruction in groups obtained from Jacobians
of hyperelliptic curves.

The prime ¢ need not be generated at random, if only the underlying field is
chosen in a substantially random manner. A smart choice for ¢ enables one to speed
up the reduction modulo q. Example choices for ¢ are 2127 — 1 (a Mersenne prime)
or, more generaly, 2¢ + b, for small b. Furthermore, in some applications it may be
useful to use the same ¢ in combination with multiple primesp ;, all chosen at random
subject to the condition g | (p; — 1).

With the exception of the technique described in Section 4.4.1, none of the con-
structions in this book depend on the manner in which G , is constructed. In general,
we merely need the following assumption to be true.

Assumption 2.2.2. Thereexistsa DL functionthat hasan invulnerableinstance gen-
erator.

From now on we will use the notation (1., Dy, ) to denote an invulnerable in-
stance generator for “the” DL function. Although specific embodiments may have
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additional outputs, such as p, elliptic curve coefficients, a compact proof that g has
been generated at random, and information evidencing that no trapdoor has been built
in, for concreteness we will always assume that the output of (I, Dy,) is (¢, g, ).
We will also assumethat (¢, g) is aways properly formed, meaning that ¢ isaprime
and g a generator of G4, but will never make any assumptions about the probability
distribution of the outputs of (I, Dy, ).

The one-wayness of a function is an asymptotic property. For overviews of al-
gorithms to compute discrete logarithms, see Odlyzko [281] and McCurley [259].
In practice, the binary size of the parameters must be selected such that adequate
security for the application at hand is offered. For instance, the parameter sizes for
adigital signature that is to have legal meaning several decades from now must be
much greater than for an identification protocol that only seeks to withstand replay
attacks. Currently recommended parameter sizes for the DL function are as follows:

(Subgroup construction) To compute discrete logarithms in G, one can either
work in G, or proceed indirectly® by computing discrete logarithms with re-
spect to generatorsof Z,.

The best known algorithms for computing discrete logarithms in Z; al have
subexponential running time. In May 1998, Joux and Lercier computed a dis-

crete logarithm modul o a 299-bit prime using a network of Pentium PRO 180

MHz persona computersand atotal of 4 months of CPU time. Odlyzko [282]

states that primes p should be at least 1024 bits even for moderate security,
and at least 2048 bits for anything that should remain secure for a decade. 1°
Thisrecommendationis based on the presumption that future progressin algo-

rithmic and hardware capabilities will be along the lines witnessed in the past.
According to Silverman [353], it has been estimated that for large k&, breaking
a discrete logarithm of k£ — 30 bits takes about the same time as factoring a k-
bit compositethat is the product of two random primes of approximately equal

binary size, but Odlyzko [283] recommends to ignore this difference when
choosing parameter sizes.

In G, itself, only exponential-time algorithms are known, with running time
O(,/q). Shoup [352] proved in his so-called generic string encoding model
that algorithms with a better performance than O( /) operations must make
use of the structure of G, suggesting that a universal subexponentia-time
inverting algorithm that works for any construction of G, cannot exist. As-
suming that the best algorithms for computing discrete logarithmsin G, have
runningtime O(,/q), a160-bit prime ¢ offersthe same security level asa1024-
bit p; see Menezes[264]. Odlyzko [282] recommends primes g of 200 bits for

9With (p — 1)/q polynomia in k, the infeasibility of computing discrete logarithms in G; follows

fromthat in Z;.
10This overturns an earlier recommendation of Odlyzko [283] to use 1024-bit primes for long-term
security (i.e., at least the next two decades) and 768-bit primes for medium-term security.
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long-term security. Lenstraand Verheul [247] are more optimistic; for security
until the year 2020 they recommend using primes p of at least 1881 bits and
primes ¢ of at least 151 hits.

(Elliptic curve construction) As with the subgroup construction, the fastest meth-
ods known for computing discrete logarithms in G, require O(,/q) steps.
When so-called supersingular curves are used, one can invert the DL func-
tion indirectly (by computing discrete logarithmsin the underlying field Z ,or
an extension of it) in subexponential time, and the binary size of p must be
comparable to that in the subgroup construction; see Menezes, Vanstone, and
Okamoto [265]. A linear-time algorithm for so-called trace-1 elliptic curves
was announced in September 1997 independently by Smart [357] and by Satoh
and Araki [335]. Both cases occur with negligible probability for randomly
chosen curves, and can easily be detected. For randomly generated curves
only exponential-time algorithms are known, taking O(,/p) steps. Barring
agorithmic breakthroughs, numbersin the base and numbersin the ring of ex-
ponents can therefore be taken of the same binary size; thisis a huge efficiency
improvement over the subgroup construction.

In May 1998, a Certicom elliptic curve challenge over afield Z ,, with a97-bit
prime p was solved after 53 days of distributed computation using more than
1200 computers from at least 16 countries. In a whitepaper [85], Certicom
estimates that a 160-bit prime p offers the same security as factoring a 1024-
bit composite, and that a 210-bit prime p compares with factoring a 2048-bit
composite. More recently, Lenstra and Verheul [247] estimated that a 139-
bit p and a 1024-bit composite or a 160-bit p and a 1375-bit composite offer
computationally equivalent security. They estimate that, for security until the
year 2020, key sizes of at least 161 bits should be used if no cryptanalytic
progress is expected, and at least 188 bits to “obviate any eventualities”

Assuming again that subexponential-time inverting algorithms do not exist,
working over afield of theform GF. offerssignificant advantages. VLS cir-
cuits have been designed that can rapidly perform operationsin thesefields; see
Agnew, Mullin, and Vanstone [6] for a VLS| implementation of GF,155. Even
in general software environments, the use of GF 4 offers performance advan-
tages over Z,. Wiener [390] estimates that m should be in the range 171-180
to make computing discrete logarithms as hard as factoring 1024-bit compos-
ites. In his analysis, Wiener assumes the strongest attack known: a parallel
collision search attack using a fully pipelined chip for elliptic curve additions
over GFym. In April 2000, a team led by Harley, Doligez, de Rauglaudre,
and Leroy broke an elliptic curve challenge for m = 108 after four months
of distributed computation using 9500 computers, the estimated workload for
solving a 163-hit challengeis about 100 million times larger.
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The belief in the strength of short moduli for the elliptic curve construction is not
ubiquitous. Odlyzko [282] warns that “it might be prudent to build in a considerable
safety margin against unexpected attacks, and use key sizes of at least 300 bits, even
for moderate security needs.” Several renowned cryptographers have even expressed
disbelief that the complexity of the discrete logarithm problem for elliptic curvesis
more than subexponential.

2.2.3 TheRSA function

The output of an instance generator (I, D) for the RSA function, defined below, sat-
isfies the following format:

e Oninput 1%, with & > 4 and k even, agorithm I generates a pair (n,v),
satisfying the following properties:

— n isthe product of binary size k of two primes, p and q.

— v is a number smaller than n that is co-prime to ¢(n), where () is
Euler’s phi-function.

e Oninput (n,v), agorithm D generatesan element z in Z, .
The RSA functionis a collection of functions, { f;(-) }ic {n,»}, defined as follows:
fop iz — 2’

Under what conditionsis the RSA function one-way? Clearly, the RSA function can
be evaluated efficiently, using repeated squaring or addition chain techniques. Note
that the exponent is fixed instead of the base number; this makes repeated squaring
less and addition chains more attractive than in the case of the DL function. The
following instance generator is believed to be invulnerable:

e pand g are chosen at random*! from the set of primesof binary size k /2, using
a (probabilistic) primality test. In case p and ¢ are generated after v has been
determined, atest for ged(p(n), v) = 1 can be used to decide whether to keep
(p, q) or to repeat the experiment.

e v can be chosen in an amost arbitrary fashion, including an invariant choice
hard-wired into I. Certain choices must be avoided, such as (n, v) such that
v~ mod p(n) < n®292 (see Wiener [389] and Boneh and Durfee [36]), but
bad choices are believed to be detectable and so they can be easily avoided.
In fact, they should occur with negligible probability if v and n are generated
independently at random.

1 Rivest and Silverman [326] argue that for practical purposes using random primes is as secure as
using primes of a special form.
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e 1 is best chosen at random from Z,, for the same reasons as with the DL

function. In particular, either this choice is successful or the RSA function
cannot be one-way at al.

Other methods for generating (n, v) have been proposed, al differing in the distri-
bution according to which p and ¢ are generated; see, for example, Boneh [37] and
Kaliski and Robshaw [225].

Although v may be an arbitrary small constant or a composite, in the rest of this
book we are interested only in primes v that are superpolynomial in k. The reasons
for thiswill become apparent in Section 2.4.4 and in the next two chapters.

Assumption 2.2.3. Thereexistsaninvulnerableinstance generator for the RSA func-
tion that outputs primes v that are superpolynomial in k.

Boneh and Venkatesan [40] proved that bresking RSA with small v cannot be
equivalent to factoring n under algebraic reductions unless factoring is easy, but their
result does not apply to superpolynomial v. Consequently, it may well be the case that
there exists an invulnerable instance generator such that inverting the RSA function
is as hard as factoring.

From now on we use the notation (s, Drsa) t0 denote an invulnerableinstance
generator for the RSA function that outputs primesv superpolynomial in k. 1ts output
is (n,v,z), and we will dways assumethat (n,v) is always properly formed, mean-
ing that v is a prime that is co-prime to ¢(n). In practice, additional outputs may
be specified, such as a succinct proof demonstrating that (n, v) is properly formed.
(In the applicationsin this book, the proof that v is co-primeto ¢(n) will always be
implicitly given by the party that generates v, as a side consequence of its protocol
executions; see Section 4.2.3.) Moreover, in Sections 4.2.2 and 4.4.2 we will con-
struct protocols on the basis of an invulnerable instance generator that provides the
prime factorization of n as“side information.” We will never make any assumptions
about the probability distribution of the outputs of (Igs., Drea)-

The fastest known algorithms for inverting the RSA function all proceed by fac-
toring n; for an overview, see Bressoud [61]. They have subexponential running time
and have been used successfully to factor composites of up to 512 bits. 2 Shamir’s
TWINKLE device [345] brings 512-bit moduli within reach of a single device. Ac-
cording to Odlyzko [282], “even with current algorithms, within a few years it will
be possible for covert efforts (involving just a few people at a single institution, and
thus not easily monitored) to crack 768 bit RSA moduli in ayear or so.” Lenstraand
Shamir [246] estimate that it would take 5000 TWINKLE devices connected by a
fast network to 80000 standard Pentium |1 computersin order to factorize a 768 hit
composite within 6 months. Odlyzko [282] projectsthat “even 1024 bit RSA moduli

12RSA-155, which has 512 bits and is the product of two 78-digit primes, was factored in August 1999
using the Number Field Sieve algorithm. The effort used the equivalent of roughly 8000 mips years, and
involved 292 desktop computers and a Cray C916 supercomputer. See Cavallar et a. [77] for details.
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might be insecure for anything but short-term protection.” Lenstraand Verheul [247]
recommend using RSA moduli of at least 1881 bits for security until the year 2020,
and Odlyzko [282] recommends to use at least 2048-bit moduli. Silverman [353],
however, argues that these estimates are highly unrealistic on the grounds that taking
the total number of computing cycles on the Internet as a model of available com-
puting power ignores memory and accessibility problems. In particular, he strongly
disagrees with the conclusion of Lenstra and Verheul [247] that 1024 bit moduli are
insecure after 2002, and estimates that 1024 bit moduli will remain securefor at least
20 years and 768 bit moduli for perhaps another 10 years.

The requirement that v be superpolynomial can be met in practice by taking the
binary size of v similar to that of ¢ in the DL function; at least 160 bits is recom-
mended, and 200 bits is preferable. As in the case of ¢, v need not be chosen at
random. In particular, a smart choice for v enables a faster reduction modulo v.

2.3 Collison-intractable functions

2.3.1 Definition

In practical applications, it is often required of a function that it be infeasible to
compute two arguments that are mapped to the same outcome. Formally:

Definition 2.3.1. A collection of functions, { f;(-)}:cv, is collision-intractable over
an instance generator (I, D) if and only if the following two properties hold:

1. (Computable in one direction) There exists a deterministic polynomial-time
algorithmthat, oninput any (i, z) € V x D;, outputs f;(z); and

2. (Collision-intractable in the other direction) For any polynomial-time algo-
rithm A, the probability function defined by

P (A(Z) = (z,y) suchthatz,y € Dy, v # y, fi(z) = fi(y) | i:= I(lk))
isnegligiblein k.

Note that the coin flips of algorithm D areirrelevant. We may therefore say that
the functionis collision-intractable over I.

For many-to-onefunctions, collision-intractability is non-trivial and is a stronger
property than one-wayness. Note that functions with superpolynomial range are al-
ways collision-intractable when idealized in the random oracle model.

A non-trivial collision-intractable function f(-) can serve as a commitment func-
tion that is unconditionally secure for the sender and computationally secure for the
receiver. The straightforward implementation whereby the sender commitsto « by
sending f;(x) is unsatisfactory, though: the distribution of = in general will dif-
fer from the distribution for which one-wayness is guaranteed, and even if it is the
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same there is no guarantee that no partial information leaks. This problem can be
fixed by using a function f(-) with special uniformity properties. (We omit a for-
mal definition, because it isirrelevant for the purposes of this book.) The candidate
collision-intractable functions that will be introduced in the next two sections meet
these properties and are at the heart of all the constructions in the remainder of this
book.

2.3.2 TheDLREP function

We refer to the collection of functions considered in this section as the DLREP func-
tion. The output of an instance generator (7, D) for the DLREP function satisfies the
following format:

e Oninput 1%, with k& > 2, algorithm I generates atuple

(q7gl7 v 79[)
satisfying the following properties:

— ¢ isaprime number of binary size k that uniquely specifies a group G,
of order q.

- g1,...,9 aeelements of G, for aninteger { > 1, and g; # 1. The
integer [ can be hard-wired into I, but may also be determined by I itself,
depending onitsinput; in the latter case ! may be polynomia in k. (Since
I can be inferred from the output of (I, D), it is not made explicitin I's
output.)

e Oninput (q,91,-..,q), dgorithm D generatesatuple

(x1,...,21),
Withiﬂl,. L, 2 € Zq.

A DLREP function is a collection of functions, {fi(*) }ic{qq:.....,}» d€fined as fol-
lows:

l
. Zq
1 Ly 1
fqgl g ( 1, ) l) Hg ,
=1

with domain (Z,)!. Thetuple (z1,...,;) is caled a DL-representation of h :=
Hﬁzl g;* with respect to (g1, ..., ¢;). Thetuple (0, ..., 0) isaDL-representation of
1 withrespecttoany tuple (g1, . . ., g;); wecall thisthetrivial DL-representation. We
simply cal (z1,...,z;) a DL-representation of 4 in case (g1,...,¢:) is clear from
the context. Note that we do not require the g;’s to be generators, in contrast to g in
the DL function, nor do we require the g,;’s to be different from one ancther.
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The DLREP function is a generalization of the DL function. As with the DL
function, different constructionsfor G, give rise to different DLREP functions. The
following constructionis of special importanceto our later constructionsin this book.

Construction 2.3.2. Given an invulnerableinstance generator (5., Dy, ) for the DL
function, construct an instance generator (I eep, Doirer) fOr the DLREP function as
follows:

e Oninput 1%, with k > 2, I, e calls I, oninput 1%, to obtain a pair (g, g).
Inirer generates ! — 1 exponents, yi, . . ., y;—1, at random from Z,,, and com-
putes g; = g¥%, for all i € {1,...,1 — 1}. Ipee SEtS g; := g, and outputs
q, (g1, -.,9)- (Alternatively, if the construction of G, is such that it is easy to
generate random elements from G, without knowing an element in G, o rer
may generaterandomygy, ..., g;_1 directly.)

e Dy rer gENneratesz; at randomfrom Zq. Theother elements, x4, ..., 2;_1, may
all be generated in an arbitrary manner.

Proposition 2.3.3. If (I, Dy, ) isinvulnerable, then the DLREP function is one-way
and collision-intractable over (Ioeep, Dovrer)-

Proof. The DLREP function is easy to compute, using [ exponentiationsand [ — 1
multiplications. (More efficient methods are discussed shortly.)

The DLREP function is trivially one-way if [ = 1. For the case [ > 2, note that
if (z1,...,2;) isaDL-representation of h € G, with respect to (g1, ..., ), then
€T = Zﬁ;i x;y; +x; mod ¢ isthediscretelogarithm of h with respect to g; therefore,
an efficient algorithm for inverting the DL function can be constructed from one for
inverting the DLREP function.

Collision-intractability is vacuoudly true for the case [ = 1. Consider now the
casel > 2. If (zq,...,x;) and (y1, ..., y) areany two different DL-representations
of the same number, then (z; — y1 mod ¢, ..., 2; — y; mod ¢) isanon-trivial DL-
representation of 1. Consequently, if we can find collisions then we can find a non-
trivial DL-representation of 1, at virtually no overhead. We may therefore assume
that we are given an algorithm B that, oninput (g, (91, - .., ¢:)) generated by Iy gep,
outputs anon-trivial DL-representation of 1in at most ¢ steps, with success probabil -
ity . We construct an algorithm A that, oninput (g, g), k), computeslog , h mod g,
asfollows:

Step 1. A generates 20 — 2 random numbers, 71, ..., r_1,81,...,8-1 € ZLq. A
sets
gi:=h"g" Vie{l,...;l—1},

and g; := g. Athenfeeds(q, (¢1,...,41)) to B.

Step 2. Areceives(zq,...,x;) from B, and checks whether or not it isanon-trivial
DL-representation of 1. If it is not, then A halts.



2.3 COLLISION-INTRACTABLE FUNCTIONS 61

Step 3. If Zi: r;z; = 0 mod ¢, then A halts.

Step 4. A computes
-1 -1
—(Z sixi + ml)(z riw;) " mod g,
i=1 i=1
and outputs the result.

Itiseasy to verify that the output in Step 4 is equal tolog , h mod ¢, and that the total
running time is O(1 k) plus the running time of B. We now determine the success
probability of A.

Because the joint distribution of (g1,...,¢;), generated in Step 1, is the same
as that induced by the output of I, e, the transition from Step 2 to Step 3 occurs
with probability e. To determine the probability that the transition from Step 3 to
Step 4 takes place, we observe that there exists an integer j € {1,...,1 — 1} such
that z; # 0 mod ¢ (because B’s output is non-trivial). Therefore, there are exactly
g2 “bad” tuples (r1,...,m_1) € (Z,)""", for which S2'Z1 riz; = 0 mod ¢: for
any choiceof (r1,...,7-1,7j+1,...,7—1), theremaining number, r ;, existsand is
uniquely determined because g isaprime. Thetuple(ry, ..., r;—1) isunconditionaly
hidden from B, owing to the randomness of the s;'s and the fact that ¢ is a generator
of G4, and it isthereforeindependent of B’s output. Any choiceof (r1,...,7—_1)is
equally likely to have been made by A, and so the probability of having chosen abad
tupleisq¢'=2/¢"=1 = 1/q.

Because Step 4 takes place only if Step 3 is successful, and Step 3 takes place
only if Step 2 is successful, the overall success probability of Aise(1 —1/q). O

The proof reductionis optimally tight. Because the influence of [ on the runningtime
overhead is merely linear in the security parameter, using the parameter sizes recom-
mended for the DL function to implement the DLREP function results in roughly
the same security level. In particular, a prime ¢ of 200 bits should offer long-term
protection against collision-finding attempts.

Note that Proposition 2.3.3 also appliesif g; is generated at random; Construc-
tion 2.3.2 is simply more general.

The number x; need not be generated at random. Construction 2.3.2, however,
is al we need for our purposes in this book. From now on, (I gep, Doirer) dWays
denotes an invulnerabl e instance generator that has been constructed from an invul-
nerable instance generator (1, , Dy, ) for the DL function in the manner of Construc-
tion 2.3.2. Of coursg, it is permitted to use any instance generator with a distribution
that is indistinguishable from that generated by (7oirep, Dovrer)-

The constructed DLREP function can be used by a sender to commit to [ — 1
attributes, (z1,...,x;—1). Aswe will show in Chapter 3, this commitment function
has a special property: the sender can gradually open its commitment to an infinitely
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powerful receiver, and in intermediate stages demonstrate all sorts of propertiesabout
the attributes without leaking additional information about them.

The method described in the proof of Proposition 2.3.3 for computing the DLREP
function is polynomial-time, but is not very practical for large( in case (some of) the
x;'sarelarge or randomly chosen. For [ > 2, one can evaluate H,i.:l g;* much more
efficiently by using simultaneous repeated squaring with a single precomputed table
whose 2! — 1 entries consist of the products of the numbersin the non-empty subsets
of {g1,...,q1}. See Knuth [232, Exercises 27 and 39 of Section 4.6.3].

Several variations and optimizations of this basic technique exist. For example,
one can processt¢ > 1 exponent bits at once; the size of the precomputed table then
increases by afactor close to 2t~ while the number of multiplications decreases
by afactor of ¢ and the number of squarings remains unaffected. For large ! one can
break up the computation into a number of blocks. with 1 < 5 < [, the product
Hizl g;* can be computed using d = [1/;j] precomputed tables, using simultane-
ous repeated squaring for each of the d subproducts and multiplying the subproduct
results.

Alternatively, one can apply vector addition chain techniques; see, for instance,
Coster [121].

2.3.3 The RSAREP function

We refer to the collection of functions considered in this section as the RSAREP func-
tion. The output of an instance generator (I, D) for the RSAREP function satisfies
the following format:

e Oninput 1%, with k& > 4 and k even, algorithm I generates atuple

(navagla' . agl>
satisfying the following properties:

— n isthe product of binary size & of two primes, p and q.
— visaprimesmaller than n that is co-primeto ¢(n).

- g1,...,q aedlementsof 7, for aninteger | > 0. Theinteger I can be
hard-wired into I but may also be determined by I itself, depending on
itsinputs; in the latter case ! may be polynomia in k.

e Oninput (n,v,¢1,...,q), dgorithm D generatesatuple
(3:17 s 7xl+1)7

withezy, ...,z € Z,andx, € 7.
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The RSAREP function is a collection of functions, { fi()}ic{n,v,g1,.....}» defined as

follows:
l

fn,v,ghm,gl : (Zla cee ;:L'lvxl+1) = Hgfiﬁﬂa
=1

with domain (Z,)! x Z, . Thetuple (x1,...,z;,z;,1) is an RSA-representation of
h:= Hizl g;‘xy,  withrespectto (g1, ..., g;,v). Thetuple(0,...,0,1)isan RSA-
representation of 1 with respect to any tuple (g1, ..., g, v); we cal this the trivial
RSA-representation. We simply call (z1, ..., 2, 2;41) an RSA-representation of i
incase (g1, ..., q,v) isclear from the context. Note that we do not requirethe g;’s
to be different or to have large order.

Whileatuple (y1,.. .,y yi41) € Z' x Z satisfying

l
h = H 9; 7'ylv+1
i=1

isnot an RSA-representationin caseoneof y1, ...,y isnotin Z,, it is easy to check
that the normalized form

l

(yl mod Uy Yl mod v, H giidivvyl-‘rl)
=1

is an RSA-representation of h. In practice, it may sometimes be more efficient to
use (y1, ..., y, yi+1) directly in a computation, instead of first normalizing it; this
avoids one multi-exponentiation. On the other hand, normalization is desirable for
the purpose of implementing simultaneous repeated squaring or related techniques.

The following construction is of special importance to our later constructionsin
this book.

Construction 2.3.4. Given an invulnerable instance generator (Ige., Drer) for the
RSA function, construct an instance generator (7 psarer, Drsarer) fOr the RSAREP func-
tion as follows:

e Oninput 1%, with & > 4 and k even, Ixgrer Calls Ixs,, ON input 1%, to obtain
apair (n,v). Irsree generates ! random numbers, g1, ..., g, from Z., and
outputsn, v, (g1, .--,41)-

® Dparer generates x;41 at random from Zfb. The other elements, x4, ..., x,
may all be generated from Z,, in an arbitrary manner.

Proposition 2.3.5. If (Ire., Drsa) iSinvulnerable, then the RSAREP function is one-
way and collision-intractable over (Irsarer, Drsarer)-
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Proof. The RSAREP function is easy to compute, using ! + 1 exponentiations and
I multiplications. (For practicality, one can apply the techniques mentioned in Sec-
tion2.3.2to []._, ¢7*, and multiply 7, , into the result.)

The RSAREP functionistrivially one-way if [ = 0. For the case! > 1, note that
from an RSA-representation of h € 7, with respect to (g1, ..., q;,v) it is easy to
compute the v-th root of h, assuming one knows the v-th root of each g ;; from this
observationit is easy to see how an efficient inverting algorithm for the RSA function
can be constructed from one from the RSAREP function.

Callision-intractability is vacuoudly true for the case = 0. Consider now the
casel > 1. If (x1,..., 2, m41) @d (y1, ...,y yi+1) @e any two different RSA-
representations of the same number, then

l
z;—yi)divo —1
(l‘l — U mod Uyt Tt — Y1 mod U7ng( ) xl+1yl+1)
i=1

is a non-trivial RSA-representation of 1. Consequently, if we can find collisions
then we can find a non-trivial RSA-representation of 1, at modest cost. We may
therefore assume that we are given an algorithm B that, on input (n, v, (¢1,-..,91))
generated by Trearer, OUtPULS @ NON-trivial RSA-representation of 1 in at most ¢ steps,
with success probability . We construct an algorithm A that, on input ((n, v), h),
computes h'/?, asfollows:

Step 1. A generates [ random numbers, r1,...,r; € Z,, and I random numbers,
S1,...,5 € L. Asets

gi:=h"s] Vie{l,...,1},

and feeds (n, v, (91,...,4:)) to B.

Step 2. Areceives (x4, .. .,x;,x;+1) from B, and checks whether or not it isanon-
trivial RSA-representation of 1. If it isnot, then A halts.

Step 3. If Zﬁzl r;x; = 0 mod v, then A halts.

Step 4. Using the extended Euclidean algorithm, A computes integers e, f € 7
satisfying

1
e (Z riz;) + fu =1
=1
A then computes
l
hf($l+1 H s,
=1

and outputs the result.
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It is easy to verify that the output in Step 4 is equal to 2'/*, and that the total running
timeisO(l|v|) plusthe runningtime of B. We now determine the success probability
of A.

Because the joint distribution of (g1, ..., ), generated in Step 1, is the same
as that of the output of Irsrer, the transition from Step 2 to Step 3 occurs with
probability e. To determine the probability that the transition from Step 3 to Step
4 takes place, we observe that there exists an integer j < [ suchthat z ; # 0 mod v
(because B’s output is non-trivial). Therefore, there are exactly v!~! “bad” tu-

ples (r1,...,m) € (Z,)!, for which >2}_, 7iz; = 0 mod v: for any choice of
(r1,...,7j—1,7j4+1,-..,71), the remaining number, r;, exists and is uniquely de-
termined because v isaprime. Thetuple (1, ..., r;) isunconditionaly hidden from

B, owing to the randomness of the s,’s and the fact that v is co-prime to ¢(n), and
it istherefore independent of B’soutput. Any choiceof (r4,...,r;) isequaly likely
to have been made by A, and so the probability of having chosen a bad tuple is
oI ol =1/v.

Because Step 4 takes place only if Step 3 is successful, and Step 3 takes place
only if Step 2 is successful, the overall success probability of Aise(1 — 1/v). O

The proof reduction isoptimally tight, and so using the parameter sizes recommended
for the RSA function to implement the RSAREP function resultsin roughly the same
security level. In particular, taking a 2048-bit n and 200-bit v should suffice for
long-term security.

As in the case of the DLREP function, Construction 2.3.4 is not the only one
for which Proposition 2.3.5 can be proved, but it suffices for our purposes in this
book. From now on, (Iesarer, Drsarer) @lWays denotes an invulnerable instance gen-
erator constructed from an invulnerable instance generator (7 gs., Drsa) fOr the RSA
function in the manner of Construction 2.3.4. Of course, it is permitted to use any
instance generator with a distribution that is indistinguishable from that generated by
(IRSAREP7 DRSAREP)-

The constructed RSAREP function can be used by a sender to commit to [ at-
tributes, (z1,...,x;). Wewill show in Chapter 3 how the sender can gradually and
selectively open its commitment to an infinitely powerful receiver, and more gener-
ally can demonstrate all sorts of properties about its attributes without leaking addi-
tional information about them.

2.3.4 Comparison

Itisclear that the DLREP function and the RSAREP function have much in common,
and indeed most constructions in this book can be based on either function. There
are some notabl e differences, though:

¢ Inthe RSAREP functionthe factorization of n can serve asatrapdoor, enabling
the computation of arbitrary RSA-representations for any number in Z . The
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DLREP function is not known to have a trapdoor.

e In the RSAREP function, v can be arbitrarily small or be a fixed constant
(hard-wired into the instance generator). It is easy to see that Proposition 2.3.5
remains valid for these choices (but the reduction is no longer optimally tight).
Similar choices do not exist for the DLREP function, because the infeasibility
of collision-finding is directly related to the binary size of ¢.

Asaresult, the RSAREP function offers greater flexibility. Aswewill seein the next
section, though, alarge v is desirableto construct highly practical showing protocols,
and so the second advantage of the RSAREP function is not of interest to us.

For our purposesin this book the DLREP function is usually preferable, for rea-
sons related to practicality:

o The DLREP function can be evaluated faster than the RSAREP function.

e The DL-representation takes less storage space than the RSA-representation
for the same security level, assuming that exponents are smaller than numbers
in the base.

o Assuming the elliptic curve construction for G, resists subexponential-time
inverting algorithms, storage of numbersin G , requires significantly less space
than storage of numbersin Z,, for the same security level, and computations
involving base numbers are much faster.

Moreover, as we will see in the next section, the real-time operations needed to
prove knowledge of a DL -representation are much fewer than in the case of an RSA-
representation, because all exponentiations can be precomputed.

2.4 Proofsof knowledge
2.4.1 Déefinition

With (i, z) denoting the output of an instance generator for a function {f;(-)}icv,
and with ¢ understood, f; () may be called apublic key and x asecret key (or witness)
corresponding to the public key. A key pair consists of a secret key and a public key.
The outputs of algorithm I form the system parameters, and the process of running
D and forming the public key is referred to as the key set-up. 13

The public key uniquely corresponds to the secret key, but unless f;(-) is a per-
mutation there may be many secret keys corresponding to each public key. On input
1 and the public key, it is infeasible to compute a corresponding secret key if and

13This definition in terms of collections of one-way functions is not standard, but makes sense in our
situation as well asin most other cases that consider only polynomially bounded key holders.
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only if the function is one-way over (I, D). Moreover, if the function is collision-
intractable over (I, D), no party that is given i can feasibly generate a public key for
which it knows two corresponding secret keys.

We now come to the notion of a proof of knowledge, originating from Gold-
wasser, Micali, and Rackoff [193]. Informally, thisis a protocol by means of which
one party can convince another that it “knows’ a secret key correspondingto its pub-
lic key.

Definition 2.4.1. A proof of knowledge (P, V) for a function {f;(-) }:;cv isa proto-
col performed by a pair of interactive polynomial-time algorithms. P is called the
prover and V is called the verifier. The protocol (P, V) must satisfy the following
two properties:

e (Completeness) For all k, for all (i,z) € V x D;,
P (Vﬁ(x)(l’ fi(x)) accepts) = 1.
The probability is taken over the coin flips (if any) of V and P.
e (Soundness) There exists an expected polynomial-time algorithm /C, called a

knowledge extractor, such that for all P, for all constantsc > 0, for all (¢, z) €
V' x D; with |¢| sufficiently large, and for all auxiliary inputs aux,

‘Pk (Vﬁ(aux) (i, fi(z)) accepts) — Py (fi(/C((i,fi(a:)),aux;ﬁ)) _ fi(;c)) ‘

issmaller than 1/k°.

Loosely speaking, the two properties state that the prover can convince the veri-
fier if and only if the prover knows a secret key corresponding to its public key. 14

The simplest proof of knowledge is one in which P sends = to V, whereupon V
checks its correspondence to the public key by applying f;(-). For our purposesin
this book, however, P should not reveal its secret key. protocol.

2.4.2 Security for the prover

Soundnessis a formalization of security for V. Many flavors of security for P have
been studied in the literature. We now examine the four most useful ones.

14 Definition 2.4.1 originates from Feige and Shamir [169]. Bellare and Goldreich [22] provided a more
general definition of proof of knowledge that takes into account provers that have superpolynomial com-
puting power. We do not consider this aternative definition here, since it is considerably more complex
and the presented one is adequate for our purposes.
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Definition 2.4.2. A proof of knowledge (P, V) for f(-) is computationally zero-
knowledge if there exists an expected polynomial-time algorithm S, called a sim-
ulator, such that for all ¥ and for all auxiliary inputs aux, the two ensembles

(V3 (0 fil@))iawn) | and  {S((i, fi(x)),aux; V) }

are computationally indistinguishable.

(i,)eV X D; (i,)eV X D;

Equivalently, the views of 1 in protocol executionswith 7 can be simulated with
indi stinguishable probability distribution.

Inasimilar manner one can define statistical and perfect zero-knowledge; in these
cases the simulator must be able to output protocol transcripts that are statistically
indistinguishable from, or identically distributed to, the protocol transcripts that a
verifier with unlimited computing power sees when interacting with . Statistical
and perfect zero-knowledge are meaningful notionsin case f () isnot apermutation;
even though Vcan compute all secret keys correspondingto P’s public key, it cannot
find out more about which one is known to P than what is known in advance.

It is possible to construct protocols that are zero-knowledge when protocol exe-
cutions are performed sequentially, but that leak the secret key of the prover in case
attackers are able to engage in parallel executions of the protocol; see Feige and
Shamir [169] for an example.

The zero-knowledge property states that amisbehaving V (with either polynomial
or unlimited computing power, depending on the flavor) cannot learn any information
beyond what it can infer from merely the system parameters and P’s public key. A
weaker notion, which will be very useful in Chapter 3 to prove the unforgeability of
digital signature schemes in the random oracle model, is the following.

Definition 2.4.3. A proof of knowledge (P, V) for a function f(-) is (computation-
ally, statistically, perfectly) honest-verifier zero-knowledgeif there exists an expected
polynomial-time simulator S such that the two ensembles

{Vp, (i fi@) | and  {S((i. fi(2)):V) |

are (computationally, statistically, perfectly) indistinguishable.

(i,)eV X D; (i,)eV X D;

The following notion (due to Feige and Shamir [169]) is also weaker than zero-
knowledge, but in many applicationsit is at least as useful.

Definition 2.4.4. A proof of knowledge (P, V) for a function f(-) is statistically
witness-indistinguishable if, for any z1,z2 € D; such that filx1) = fi(z2), and
for any auxiliary input aux to V, the two ensembles defined by

Vo (s filz))saw) and Vi (i, fi2)); aux),

respectively, are statistically indistinguishable.
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In other words, ¥ cannot learn any information about which particular secret
key is applied by . In a similar manner one can define computational and per-
fect witness-indistinguishable proofs of knowledge. More generally, one can define
witness-indistinguishability for protocols that are not proofs of knowledge.

A proof of knowledgefor apermutationistrivially witness-indistinguishable; this
is an uninteresting property because it holds even for protocolsin which P transmits
its secret key to V. Later in this section, and more importantly in Chapter 3, we will
introduce witness-indistinguishabl e proofs of knowledge for many-to-one functions.

The following proposition is due to Feige and Shamir [169].

Proposition 2.4.5. Witness-indistinguishability is preserved under arbitrary compo-
sition of protocoals.

This property, which does not hold for zero-knowledge, applies not only to dif-
ferent executions of the same protocol but also to executions of different witness-
indistinguishable protocols.

In contrast to the properties of completeness, soundness, (general and honest-
verifier) zero-knowledge, and witness-indistinguishability, the last notion of security
for P discussed hereis defined only over the output distribution of a specific instance
generator.

Definition 2.4.6. A proof of knowledge (P, V) for a function f(-) is witness-hiding
over the instance generator (I, D) for f(-) if there exists an expected polynomial-
time algorithm T, called a witness extractor, such that for all verifiers Y, for all
constants ¢ > 0, for all sufficiently large &, and for all auxiliary inputs aux,

|Pu(fi(Vp, 0 fil@)saux) = fi(a) | § = ()5 := D(3))
= Pe( LW (i fila). aw): D)) = Ji@) )| < 1/

Thewitness-hiding property states that Y, after havi ng engaged in (at most) poly-
nomially many protocol executionswith P, cannot compute an entire secret key that
corresponds to P’s public key, unless it aready knew or could compute such a se-
cret key before any protocol executions with P were performed. The latter case is
not interesting, and so we will refer to proofs of knowledge over vulnerableinstance
generators as being trivial witness-hiding. Note that non-trivial witness-hiding does
not exclude the possibility that ¥ can uniquely determine half of the bits of P’'s se-
cret key, say, once it has engaged in sufficiently many protocol executions. Due to
the soundness property, however, non-trivial witness-hiding offers adequate security
in most applications of proofs of knowledge.

The following proposition also originates from Feige and Shamir [169].

Proposition 2.4.7. Let (I, D) be an instance generator for a function f(-) such that
the following two properties hold for each y in therange of f;(-):
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e y hasat least two preimages in the domain D; of f;(-); and

o conditional on the event that D(:) outputs an element in the preimage set of
y, none of the preimages of y has overwhelming probability of being output by
D(i).

Then the following holds: if (P, V) is a computationally witness-indistinguishable
proof of knowledge for f(-), and f(-) is collision-intractable over (I, D), then (P,
V) isnon-trivially witness-hiding over (1, D).

To prove this result, suppose that V outputs a secret key corresponding to P's
public key, after having engaged in polynomially many protocol executions. Ow-
ing to the witness-indistinguishability property this key differs with non-negligible
probability from the secret key used by P. Therefore, the algorithm < P, V> finds
collisions for the function with non-negligible success probability.

Note that the key set-up and the process of generating the system parameters do
not enter the definition of proofs of knowledge. Definition 2.4.1 simply assumes
correct formation. When designing a system, care must be exercised as to which
party controlsalgorithms I and D:

e The process of generating the system parameters must be controlled by the
party or parties to whom improperly formed system parameters pose a secu-
rity threat. For example, if V runs I then it may be able to embed trapdoor
information so that it can feasibly compute a secret key corresponding to the
public key of P; whether this is a threat to the security of P depends on the
application at hand. On the other hand, if P runs I, P may be able to deter-
mine system parametersfor which it can find collisions. Again, whether or not
this is a problem depends on the application at hand; for a situation in which
P should not run I by itself, see Chapter 3.

Any interests of  and P can be met by letting a trusted party run 7. Using
cryptographic multi-party computation techniques (see, for instance, Chaum,
Crepeau, and Damgard [89] and Chaum, Damgard, and van de Graaf [106]), it
is possible for V and P to create a “virtual” trusted party to run 7. Although
multi-party computation techniques are not practical in general, in al the con-
structions in this book they can be implemented in a practical manner. For
instance, with the RSA-based constructions that we will present there is no
need for the prover to prove that n is the product of two primes of equal size,
and the proof that v is co-prime to ¢(n) is a by-product of the certificate is-
suing protocol. More generally, correct formation by one of V and P in our
constructions can always be proved by providing an additional output evidenc-
ing that the process has taken as input a source of randomness substantialy
outside of its control.

e Normally the key set-up is performed by P, to make sure that its secret key
does not become known to V. In some applications, V and P should jointly
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perform this process, by means of an interactive protocol. For example, Chap-
ter 4 addresses the situation where the CA ensures that a part of the secret key
generated for a receiver contains pre-approved attributes, while the receiver
ensures that the CA cannot learn its entire secret key.

We now introduce practical proofs of knowledge for both the DLREP function and
the RSAREP function. These will be central to our constructions of issuing and
showing protocolsin the next two chapters.

2.4.3 Proving knowledge of a DL -representation

Consider any instance generator for the DLREP function. P’s public key is h :=
Hizl g;*. In order to prove knowledge of a DL-representation of & with respect to
(q1,---,91), P andV perform the following protocol steps:

Step 1. P generates at random [ numbers wy,...,w; € Z,. It then sends a :=
[T'_, ¢ toV. The number a is called the initial witness.

Step 2. P computes | responses, responsive to a challenge ¢ € Z, of V, where

1 < s < ¢q,accordingtor; := cx; +w; mod ¢, fori = 1,...,1, and sends
them to V. (The role of s and the process of forming ¢ will be discussed
shortly.)

V acceptsif and only if the verification relation H,i.:l g;'h~° = a holds.

Note that both  and the left-hand side of the verification relation can be rapidly
computed using simultaneous repeated squaring.

A variation is for P in Step 1 to send a one-way hash of a; ¥V must then check
whether this number is equal to the hash of Hﬁzl g;"h™¢. Also, if V knows y; :=
log,, g:, for some generator g and all i € {1,..., 1}, then the verification relation can
be collapsed to

1
921:1 Yirip=—c — q.

We will not consider these variations any further.

The integer s in Step 2 must be known to both 7 and V. It may be determinis-
tically related to the system parameters (e.g., a predetermined rounded fraction of ¢,
or q itself). Alternatively, it may be specified as part of the process of generating the
system parameters or P may specify it when informing V of its public key.

The challenge ¢ need not be generated at random, nor need it be generated by V.
Nevertheless, we will always refer to it as V's challenge, because it determines the
security for V.

The protocol description is generic in the sense that the binary size of s and the
process of generating ¢ have yet to be specified. Also, we have not yet stated any
requirementsfor the instance generator.
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Proposition 2.4.8. (P, V) is complete and perfectly witness-indistinguishable, re-
gardless of the binary size of s and the process of generating V’s challenge.

Proof. Completeness followsfrom

l l
H g;‘q,hfc _ H gf;ci—&-wi h—°
i=1 =1
l

!
= (Lo rLorme
i=1 i=1
= hh™¢

= a.

To prove witness-indistinguishability, we will show that any view of V could have
resulted from any secret key of P, with equal probability. Suppose P used secret key
(x%,...,z7). In Step 1 it would have sent

l *
* w;
a = 9;
i=1
to V, and in Step 3 it would have sent responses v} := cx} + w; mod ¢, for ¢ €
{1,...,1}. Fromr; = r} mod ¢ it follows that w} = r; — cx} mod ¢, for i =

1,...,l,and sinceP’srespons&smakeﬁ accept it follows that

! *
* w;
e - I
=1
l

*
o T;—CI;

=1

l l
= Jlo (s
=1 =1

= (h%a)h™°

= a.

Since the w;’s are chosen at random from Zq, the view perfectly hides which secret
key has been used, and the claimed result follows. O

Soundness and security for 7 depend on the binary size of s and the process of
generating c¢. Furthermore, for the property of witness-hiding we need to specify an
instance generator. Assuming that ¢ is chosen at random by V', and becomes known
to P only after P has chosenitsinitial witness a, the following security implications
hold:
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(Larges) If sissuperpolynomial in k, then the protocol is a proof of knowledge as
iS; no repetitions are needed to achieve soundness. It is easy to prove that it
is honest-verifier zero-knowledge: the simulator generatesrq,...,r; and ¢ a
random, and computes ¢ := Hﬁzl g;*h~°. The following two cases describe
conditions under which (P, V) iswitness-hiding over (1o rep, Dovrer):

e IncaseV inadvanceknows (z1, ..., z;—1) with overwhelming probabil -
ity, but hasno apriori information about x ;, the protocol is believed to be
witness-hiding over (o eep, Doirer)- It iS €3Sy to provethat the case of ar-
bitrary [ is as secure as the special case! = 1, which is the Schnorr proof
of knowledge [337]. In his generic string encoding model, Shoup [352]
proved that an active attacker in the Schnorr proof of knowledge cannot
learn enough information to be able to subsequently prove knowledge of
P’'s secret key by itself. In other words, the Schnorr proof of knowledge
is witness-hiding in the generic string encoding model, a result that can
easily be adapted to the case of arbitrary I.

e Incasel > 2 andV cannot identify (x1,...,2;—1) inadvancewith over-
whelming probability (i.e., V has non-negligible uncertainty about the
tuple), it follows from Propositions 2.3.3, 2.4.7, and 2.4.8 that the proto-
cal is provably (non-trivially) witness-hiding over (1o rep, Dovrer)-

In either case, the protocol can be made zero-knowledge by prepending a
fourth move in which V commits to its challenge; the required strength of
the commitment depends on whether or not V is polynomially bounded. 5 Al-
ternatively, P and V determine V’s challenge in a mutually random fashion.

(Small s) If s is polynomial in k, then the protocol steps must be repeated polyno-
mially many timesin order to result in asound protocol. (V acceptsif and only
if it acceptsin each iteration.) Two cases can be discerned:

e Sequential repetitions result in a zero-knowledge proof of knowledge.

o Parallel repetitionsdo not result in azero-knowledge proof of knowledge.
They are believed, however, to result in a proof of knowledge that is
witness-hiding over (Ipeee, Doirer)- (This can be proved in case ! > 2
and V initially has non-negligible uncertainty about (z1,...,2;-1).) A
zero-knowledge protocol can be obtained by prepending a fourth move
in the manner described for the case of large s.

Wewill not consider the case of small s any further in this book, because the resulting
protocols are significantly less efficient. In later chapters, we will oftentake s := q.

15 As noted by Bellare (personal communication, January 8, 1999), the commitment may not be of the
form g he, for some i € {1,...,1} and random o € Zq, since this would allow an attacker to always
convince V without knowing a DL -representation of h. A commitment of the form ¢~ should be fine,
although it is unclear how to prove the soundness property.
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The most practical way to obtain a protocol that is provably witness-hiding is to
set | = 2, to generate x5 at random from Zq, and to set x; equal to the outcome of
acoain flip (not necessarily unbiased); the resulting three-move protocol (with large
s) is an optimization of Okamoto’s extension [288, page 36] of the Schnorr proof
of knowledge. Taking ! > 2 does not improve the provability of the witness-hiding
property and only makes the protocol less efficient; for thisreason the situation ! > 2
has never been considered in the literature. In Chapter 3, however, we will see that
there are legitimate reasons for resortingto I > 2.

The security results for 7 hold only assuming that the system parameters are
formed by running I, . Depending on the application at hand, both P and V may
have security interests in seeing to it that the system parameters are formed in this
manner. For example, if P is alowed to generate at least one g, by itself, after V
has formed the remaining ones, P can easily construct colliding secret keys. For our
purposesin Chapter 3it sufficesthat 1, or aparty trusted by V, runs I 5 ree. Additional
outputs may be sent to P to prove that random or pseudorandom bits have been used
in the process, and a proof of primality of ¢ may be included.

Furthermore, depending on the application, it may be necessary for P and V to
check membershipin G, of certain numbers:

o If P can get way with a public key h that is not a member of G, then a
corresponding secret key does not exist, yet P may be able to make V accept
with non-negligible probability. Burmester [67] pointed out for the Schnorr
proof of knowledgethat P can convince V' with probability 1/2 by multiplying
inanon-trivial square root of unity; the same attack appliesin the general case.
This issue, which applies not only to the subgroup construction but also to the
elliptic curve construction, will also play arolein Chapter 3.

To circumvent the problem, ) should check that P’s public key h is amember
of G,. This one-time check can take place off-line, before the protocol takes
place, and is especially practical in applicationsin which the samepublickey is
used in many protocol executions. If G, is asubgroup of a commutative group
of order o, and ¢ divides o but ¢2 does not divide o, then the check h9 = 1
suffices to verify membershipin G ,; see Herstein [210, Corollary on page 62].
It can also be shown that the check h? = 1 suffices to prove membership in
case G, is not a subgroup of a cyclic group, provided the verifier accepts the
protocol execution; cf. Verheul and Hoyle [382].

Inthedigital certificate constructionsin Chapters 4, 5, and 6, the problem does
not play arole.

e Limand Lee [252] showed that, in the subgroup construction for G , it may
in general be dangerous for the prover to apply its secret key to base numbers
supplied by the verifier without first checking that these are indeed members
of G. Two ways around this are the following:
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— The prover can check membershipin G, of each supplied base number a
to which it isto apply its secret exponent.

— Onecan use aprime p such that (p — 1)/2¢ contains only prime factors
greater than ¢. This circumvents the need to perform real-time member-
ship verifications.

In this book the issue is avoided altogether, because in our protocol construc-
tions the prover never applies its secret key to base numbers supplied by the
other party.

2.4.4 Proving knowledge of an RSA-representation

Consider any instance generator for the RSA function. P’s public key is h :=
Hﬁzl g;'x},,. In order to prove knowledge of an RSA-representation of 7 with
respectto (¢1, ..., gi,v), P and V perform the following protocol steps:

Step 1. P generates at random [ numbers w1, ..., w; € Z, and arandom number
w1 € Z,, and sends the initial witnessa := []}_, g "w},, O V.

n? (2

Step 2. P computes ! + 1 responses, responsive to achalengec € Z, where 1 <
s < v, asfollows:

ri = cr;t+w;,modv Vie{l,... 1},
1
T4l = Hg§CIi+wi)dlvvmf+1wl+1
=1
P then sends 1, . .., r;, 741 to V. (Therole of s and the process of forming ¢

will be discussed shortly.)

V acceptsif and only if the verification relation

l

Ti, U —C __
Hgi i h T =a
i=1

holds.

Notethat a, ;11 and the left-hand side of the verification relation can al be com-
puted almost compl etely using simultaneous repeated sgquaring with asingle precom-
puted table, since (g1, . . ., g1, h) aredl fixed; only the v-th powers occurringin these
expressions have to be multiplied separately into the products.

Proposition 2.4.9. (P, V) is complete and perfectly witness-indistinguishable, re-
gardless of the binary size of s and the process of generating V's challenge.
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Soundness and security for 77 depend on the binary size of s and the process of
generating c. Furthermore, for the property of witness-hiding we need to specify an
instance generator. In case ¢ is chosen at random by 1, and becomes known to P
only after it has chosen itsinitial witness a, we have similar security implications as
described for the case of the DLREP function. We mention only the following two
cases, both for s superpolynomial in k:

e In case V knows (z1,...,x;) with overwhelming probability, but does not
know x;1, the protocol is believed to be witness-hiding over (I rearer, Drsarer)s
even though this has yet to be proved. The special case! = 0 is the Guillou-
Quisguater proof of knowledge [201, 202]. (Recall that v is a prime that is
superpolynomial in k.)

e Incasel > 1 and V initialy has non-negligibleuncertainty about (z 1, . .., z;),
it followsfrom Propositions2.3.5, 2.4.7, and 2.4.9 that the protocol is provably
(non-trivially) witness-hiding over (rsarer, Drsarer)-

Thereisno point inusing s > v: if P can respond to ¢ then it can also respond to
¢+ jv, for any integer j. In later chapters, we will frequently take s := v.

The most practical way to obtain a protocol that is provably witness-hiding is to
set [ = 1, to generate x5 at random from Z;, and to set x; equal to the outcome of a
coin flip (not necessarily unbiased); the resulting three-move protocol (with large s)
is an optimization of Okamoto’s extension [288, page 39] of the Guillou-Quisquater
proof of knowledge. Asin the case of the DLREP function, we will show in Chapter 3
that there are legitimate reasons for resortingto / > 1.

A four-move zero-knowledge proof of knowledge can be obtained by prepending
a move in which ¥V commits to ¢. One way to form the commitment is by encod-
ing c into the hard-core hits of the commitment function of Hastad, Schrift, and
Shamir [208]; another is to use the RSAREP function.

As in the case of the proof of knowledge for the DLREP function, the above
security results hold only assuming that the system parameters are indeed formed by
running Ieearer- NOte that v need not be a prime or be co-primeto ¢(n) to make the
protocol secure, assuming one is willing to restrict the set from which the ¢;’s and
241 and w;; are chosen.*® In light of the goal that will be pursued in Chapter 3,
though, we will only consider the choices for v and n made here.

16 For example, the protocol is awitness-hiding proof of knowledge if n is a Blum integer, v = 2, the
9i's, ©;41, and w41 are al quadratic residues, and the protocol moves are repeated polynomialy many
times. One can also consider amodification similar to that of Feige, Fiat, and Shamir [168], in which n is
aBlum integer and P randomly multiplies 1 into r,1; and a. Yet another choiceisv = 2¢, for ¢ such
that v is superpolynomial in k; athough the prover can convince the verifier with success probability 1/2
if it knows an RSA-representation of the 2/-th power of h for some 7, the protocol can be proved secure
against an active impersonator, relative to the factoring assumption (cf. Shoup [351] and Schnorr [338]).
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2.5 Digital signatures

2.5.1 Definition

Informally, a digital signature is the electronic analogue of a handwritten signature.
A digital signature on a message can be verified by anyone without the help of the
signer, by applying the public key of the signer, but only the signer can compute
signatures on valid messages, by applying its secret key. The following definition
formalizesthis.

Definition 2.5.1. A digital signature scheme consists of a function {f;(-) }icv, an
invulnerable instance generator (I, D), two message sets M = {M;}icy and
M* = {M;}icv, a Boolean predicate pred(-) that can be evaluated in polyno-
mial time, and a protocol (P, V) performed by a pair of interactive polynomial-time
algorithms. P is called the signer, V the receiver, and (P, V) the (signature) issuing
protocol. (P, V) must satisfy the following two properties:

e (Sgnaturegeneration) For all (i,x) € V' x D; andfor all m* € M, if

(m7 U) = Vﬁ(z)((za ft(m))a m*)

then m € M, and m is a superstring'” of m*, and the probability function
defined by

P (pred(iv fz(x)v m, U) - 1)
isoverwhelmingin k.

The pair (m, o) is called a signed message, and o is P’s digital signature on
m.

e (Unforgeability) For any ¢ > 0, the following holds. The probability (taken
over (I, D) and the coin flips of V and P) that V, after having engaged in up
to ¢ protocol executionswith P, outputs at least ¢ + 1 distinct signed messages
(with messagesin M) isnegligiblein k.

The digital signature scheme is said to be unforgeable over (I, D).

Whenever the instance generator is clear from the description of the signature
scheme, we will simply say that the signature scheme is unforgeable.

Note that the capability to obtain two different signatures on the same message
by engaging in asingle execution of the protocol with the signer is not considered to

17That is, the binary string m* can be obtained by pruning bits from the binary string m. For instance,
any m is a superstring of the null string. Further examples are described shortly. Definition 2.5.1 could
be generalized by considering messages m that have other relations to ni* (e.g., m isapreimage under a
one-way function of m*), but thisis outside of the scope of the book.
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fall under the scope of forgery. This conventionis arbitrary, and adopted here merely
for concreteness.

Definition 2.5.1 is based on the standard definition of Goldwasser, Micali, and
Rivest [194], but differsin afew respects. The standard definition is not suitable to
describe blind signature schemes and other schemes with interactive issuing proto-
cols, including those that we will designin Chapter 4. Also, it includes the processes
of generating the system parameters and the key set-up, but not a notion of security
for the signer; this is opposite to the way the definition of proofs of knowledge is
structured, and does not reflect the common basis of both notions. The definition
given hereis adequate for our purposes. '8

Therole of the auxiliary common input m * in Definition 2.5.1 differs depending
on the type of signature scheme:

o Inthemost widely considered digital signaturesin the cryptographic literature,
the signature issuing protocol is non-interactive, M equals M *, and m* is
equal to the message m. In this case, the unforgeability property implies that
the receiver cannot obtain a signature on amessage that the signer has not seen
and knowingly signed.

e Inthecaseof blind signatures (see Chaum[91, 92, 93, 94, 95, 96, 99, 100]), m *
is always the empty string and m is generated at random by V. Specifically, a
blind digital signature schemeisadigital signature scheme with the additional
property that the signed message (m, o) obtained by V' by interacting with P
is statistically independent of P’s view in the protocol execution. (Weaker
flavors are possible. The weakest flavor is that in which 7P cannot correlate
signed messages to its views of protocol executions.)

e In Section 4.2 we will construct issuing protocols in which the message m
is chopped up into polynomially many message blocks, =1, ..., z;, a. Inthis
case, m* equalsthe concatenation of x 1, . . . , z;; the remaining message block,
«, is generated secretly at random by V.

As with the witness-hiding and zero-knowledge properties for proofs of knowledge,
the unforgeability property for digital signatures depends on a number of factors that
have been described in Section 2.1.4. Specifically, the resistance of a digital signa-
ture scheme to forgery is influenced by the maximum number of protocol executions
in which V' can engage and by the degree to which the protocol executions can be
interleaved. In addition, unforgeability depends on how, when, and by which party
the message m* is formed.

18 A variation of Definition 2.5.1 is to move the unforgeability property outside of the definition (just
like witness-hiding is not a part of the definition of a proof of knowledge), and instead to complement the
“completeness’ property (signature generation) by a “weak soundness’ property that states that (P, V)
resultsin a signed message with probability 1 only if 7> knows a secret key corresponding to its public key
fi(z). Thisintroduces the problem of defining what it means for a non-interactive algorithm to “know”
information.
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An attack can proceed in several manners. In a successful key-only attack or
forgery from scratch, V is able to forge signed messages without being given the op-
portunity to interact with 7? . At the other end of the spectrum is the adaptively chosen
message attack, in which V hasthe freedom to choose al its contributions (e.g., mes-
sages, blinding factors, challenges) to each execution of the issuing protocol with P
in amanner that may depend on its aggregate view in al the protocol executions up
to that point; V can use P asan oracle, and islimited only by the level of interleaving
of protocol executionsthat P alows. ~

A successful forgery may be due to aleakage of P’'s secret key «; in this case V
is able to forge PP’s signature on any message. Such a total break can be prevented
by using a signature issuing protocol that is non-trivialy witness-hiding. V' need not
necessarily know P’s secret key, however, to be able to forge a signed message. For
instance, once V has obtained a number of signed messages it may be able to alge-
braically combine these in such a manner that an additional signed message results.
In general, we will need to protect against existential forgery; in thiscase V isableto
forge one signed message, for a message not necessarily of its own choice or under
its control. The unforgeability property of digital signatures states that existential
forgery isinfeasible, even under an adaptively chosen message attack.

2.5.2 From proofs of knowledgeto digital signature schemes

We now describe a general construction for converting a proof of knowledge into
a digital signature scheme. Consider hereto a proof of knowledge for a one-way
function f(-) that has the following structure:

Step 1. P generates arandomly distributed initial witness a. It sends a, which may
in general be avector of numbers, to V.

Step 2. V generates a substantially random challenge, ¢ € Z, with s superpolyno-
mial in the security parameter k. It sends the challenge, which may represent
a concatenation of several challenge numbers, to P.

Step 3. P computes aresponse, r, as the outcome of afunction of its secret key, the
challenge and the coin flips used to construct a. It sends the response, which
may in general be a vector of numbers, to V.

V applies a Boolean polynomial-time computable predicate pred(-) to the system
parameters, P’s public key, P’sinitia witness, its own challenge, and P’s response,
and acceptsif and only if the outcome of the predicateis 1.

We refer to proofs of knowledge of this structure as Fiat-Shamir type proofs of
knowledge, because the following technique for converting them into digital signa-
ture schemes was first proposed (for a particular instance) by Fiat and Shamir [171].
Note that the proofs of knowledge described in Section 2.4 are of this type.
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The conversion into a digital signature scheme is brought about by replacing the
role of V by a“virtual” verifier. Thisis accomplished by computing )’s challenge
accordingto ¢ := H;(m, a), wherem € M, isany messageand H(-) isasufficiently
strong (see page 84 for details) one-way hash function that must be specified together
with the system parameters or the public key of P. The signature on m is defined
to be o := (a,r), and anyone can verify it by computing ¢ and applying pred(-).
Because the digital signature on m is obtained by means of an issuing protocol that
is derived from a proof of knowledge, it is also called asigned proof.

Asagenera rule, from a security perspectiveit is recommended to hash along all
theinformationthat V needsto check anyway to verify the signed proof, including the
public key, algorithm identifiers, and purpose specifiers. (They may all be assumed
to be part of the message, m.)

Note that the properties of witness-indistinguishable and witness-hiding are pre-
served under the conversion.

In case m is known to P at the start of the protocoal, for instance because M is
the empty set or V provides m before learning a, P can compute ¢ := H ;(m, a) by
itself, and theissuing protocol can be non-interactive; P simply sends (a, ) to V. Itis
conjectured that the non-interactive signature scheme is unforgeable if the signature
issuing protocol is witness-hiding. Modeling H(-) as a random oracle, Pointcheval
and Stern [307] proved the following unforgeability result.

Proposition 2.5.2. Suppose that the binary sizes of the outputs of f;(-) and H;(-)
arelinear'? in k and let (1, D) be an invulnerable instance generator for f(-). If a
Fiat-Shamir type proof of knowledge for f(-) is honest-verifier zero-knowledge, then
its conversion to a non-interactive signature schemeis unforgeableover (7, D) inthe
random oracle model.

This result holds even under an adaptively chosen message attack whereby the
signer engages in polynomially many protocol executions that are arbitrarily inter-
leaved.

In case V wants to hide (at least) the message m from P, it must supply c itself.
In this case the protocol remains interactive and the conditions of Proposition 2.5.2
are insufficient to prove unforgeability in the random oracle model. By generalizing
aresult due to Pointcheval [305], which is an optimization of aresult of Pointcheval
and Stern [306], it is possible to prove the following result.

Proposition 2.5.3. Suppose that the binary sizes of the outputs of f;(-) and H;(-)
arelinear in k. Let (I, D) be such that the condition in Proposition 2.4.7 holds, and
suppose that f(-) is collision-intractable over (I, D). If a Fiat-Shamir type proof
of knowledge for f(-) is computationally witness-indistinguishable and the prover
performs no more than polylogarithmically2° many protocol executions, thenits con-

191 fact, we merely need that 2~ 1"t () isnegligible in k.
20A function f(-) is polylogarithmic in & if there exists a positive integer ¢ such that f(k) < (log k¥
for all sufficiently large k.
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version to an interactive signature scheme is unforgeable over (I, D) in the random
oracle model.

This result holds under an adaptively chosen message attack, and the protocol
executions may be arbitrarily interleaved.

If it were only for the ability of V' to hide m from P, the interactive variant of the
signature scheme would hardly be interesting. Okamoto and Ohta [289] showed that
itispossiblefor V, ininteractive signature schemes derived from witness-hiding Fiat-
Shamir type proofs of knowledge, to perfectly blind the issuing protocol, provided
that certain properties hold. These properties, collectively referred to as commuta-
tive random self-reducibility, apply to virtually all practical Fiat-Shamir type proofs
of knowledge proposed to date, including those described in Section 2.4. In case
the condition in Proposition 2.5.3 holds, we obtain blind signature schemes that are
provably securein the random oracle model. However, as explained in Section 1.2.2,
Chaum’s blinding techniques are unsuitable for our purposes.

We now show how to construct practical digital signature schemes from our
proofs of knowledge for the DLREP function and the RSAREP function.

2.5.3 Digital signaturesbased on the DLREP function

In Section 2.4.3 we investigated two variations for proving knowledge of a DL-
representation: onein which s is small and the protocol steps are repeated in parallel
polynomially many times, and the other in which no repetitions are needed because
s is superpolynomial in k. Both protocols are readily seen to be Fiat-Shamir type
proofs of knowledge, and can be converted into adigital signature scheme by apply-
ing the described technique. As mentioned in Section 2.4.3 we will not consider the
case of small s, for reason of practicality. Consider now the case of large s. Let H(-)
be a one-way hash function, defined by

Hoq (1) s My g, X Gy — L.

A description of H, 4, (-) must be specified together with the system parameters or
P’s public key. The definition of 7;(-) and M; may also depend on (g1,...,91-1),
P’s public key, and any other information that is specified before protocol execu-
tions take place; for notational reasons we do not make this explicit in the notation.
In practice the outputs of 4, (-) will usually be ¢-hit strings, for some ¢ with 2*
(possibly much) smaller than s.

P’s digita signature on a message m is a vector (a,r1,...,r;) such that the
relation

l
H g:%h*’}'{q,gl (m,a) _ a
=1
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holds. Alternatively, one can define the signatureto be (¢, r1, . . ., ), and the signa-
ture verification relation is

l
¢ =Hg,g,(m, H g;"h™°).
=1

Since a signature of either one type is readily computed from one of the other type,
the security for P is not affected. Differences exist in terms of efficiency, though:

e Using (¢,r1,...,7) isfavorable in case the subgroup construction is used to
construct G, because the storage complexity of c is smaller than that of a.
In particular, using the parameter sizes recommended in Section 2.2.2, many
hundreds of bits are saved.

e Using (a,r1,...,r;) may be preferablewhen ¢ > 1 digital signatures need to
be verified. With (a;,r14,...,7;) denoting P’s digital signature on message
my, foralie {1,...,t},V setsay := 1 and generates as, . . ., ; a random
fromaset V C Z,. V then computes

¢i :=Hgqgg (Mmiya;) Yie{l,... t},
and verifies the compound verification relation

l t t
QT N e

| | giz:J_l h Zi:l @il _ I I af“

=1

i=1

It is easy to prove that if the compound verification relation holds, then the
probability that all ¢ signatures are valid is at least 1 — 1/|V|. Since the left-
hand side of the compound verification relation can be rapidly computed using
simultaneous repeated squaring with a single precomputed table, this batch-
verification technique is a substantial improvement over verifying all ¢ digital
signatures separately.?!

The security of the digital signature scheme depends on which party specifies c:

(Non-interactiveissuing protocol) Proposition2.5.2 can be applied, since the proof
of knowledge is honest-verifier zero-knowledge.

Proposition 2.5.4. If (I, Dy, ) isinvulnerable, and the binary size of outputs
of H;(-) islinear in k, then non-interactively issued signed proofs are provably
unforgeable over (1o per, Dorer) 1N the random oracle model, for any distribu-
tionof (z1,...,2;-1).

21For large t it is more efficient to randomly partition the ¢ verification relations into a suitable number
of “buckets,” and apply batch-verification to each bucket. Cf. Bellare, Garay, and Rabin [21].
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We stress that thisresult holdsevenin case (z1, . . ., z;—1) iSknownin advance
to V with overwhelming probability, if only x; is arandom secret.

The special case! = 1 isthe Schnorr signature scheme [337]. Notethat P in
the non-interactive issuing protocol need not transmit « to V; it can be recov-
ered from ¢ and P’ s responses.

(Interactive issuing protocol) By applying Proposition 2.5.3 we obtain the follow-
ing result.

Proposition 2.5.5. Let I > 2 and suppose that V initially has non-negligible
uncertainty about (z1,...,2;—1). If the DL function used to implement the
DLREP function is one-way, the binary size of outputs of 7;(-) islinear in k,
and P does not perform more than polyl ogarithmically many executions of the
issuing protocol, then interactively issued signed proofs are provably unforge-
able over (Iprer, Dorer) iN the random oracle model, for any distribution of
(1‘1, ce ;ml—l)-

On the basis of this result?? We make the following assumption, which will be
needed in Chapter 4.

Assumption 2.5.6. Thereexistsahashfunction’*(-) andamessage set M =
{Mi}iciq,qy With Mg 4 2 G, such that interactively issued signed proofs
are unforgeable over (Ip rep, Dovrer)-

It is easy to provethat this assumption holdsfor al [ > 1 if it holdsfor i = 1,
for the same choice of hash function.

In accordance with the blinding technique of Okamoto and Ohta[289], V can
blind the issuing protocol by performing the following action after Step 1 of the
proof of knowledge. It generates! + 1 random numbers, cvy, . .., oy € Z,, and
computesa’ := ah™° Hizl 97", ¢ :==Hg g (m,a’), and c := ¢/ + ap mod q.
It then sends its challenge ¢ to P. Upon receiving P’s responses, r1, . .., 7y, V
computesr; := r; + a; mod ¢, foral i € {1,...,1}. Itiseasy to verify that
(a,7,...,r)), or (¢,r],...,r]) for that matter, is P's digital signature on
m. Moreover, if V chooses m at random and accepts then the signed message
is statistically independent of P’s view in the protocol execution. However,
there are no practical advantages in using this scheme over Chaum’s RSA-
based blind signature scheme [91, 92] (with small v), unless one trusts an el-
liptic curve implementation with short system parameters. Furthermore, as

221n their “random oracle + generic” security model, Schnorr and Jakobsson [339] prove a sharp secu-
rity bound for the unforgeability of interactively issued Schnorr signatures, assuming sequential protocol
executions. They also showed that parallel attacks that beat the success rate of sequential attacks must
solve the problem of finding an intersection point of a subset of randomized hyperplanes. Proposition 2.5.5
can be proved for al [ > 1 under the same assumption in asimilar manner.
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explained in Section 1.2.2, Chaum’s blinding paradigm is unsuitable for our
purposes. In Chapter 3 we will introduce more intricate blinding techniques
that result in all sorts of previously unattainable results.

In practice, one-waynessof H(-) isnot enough for unforgeability over (1 o rep, Dovrer)-
Existential forgery of non-interactively issued Schnorr signatures, for instance, is
feasiblein casetwo messagesm 1, m, exist such that, for random (a1, az) € G4 x Gy,
it is feasible to compute with non-negligible success probability a third message m
and two integers «, 5 such that the following correlation holds:

aH%Qz (mh al) + ﬁH%gl (mQa a2) = H(bgz (m7 a(fag) mod g.

In the interactive case, H(-) must be even stronger. To guarantee unforgeability in
practice, H(-) must be correlation-intractable, meaning that it is infeasible to com-
pute correlations like the one displayed. (Note that functions with superpolynomial
range are always correl ation-intractablewhen idealized in the random oracle model.)
Because it is unclear how to formalize the notion of correlation-intractability in a
useful way, we will from now on always speak of a sufficiently strong one-way func-
tion whenever we need a correl ation-intractable function. In practice, hash functions
such as SHA-I or RIPEMD-160 should suffice. 23

Schnorr [337] suggests for his signature scheme that a one-way hash function
with 10-byte outputs should suffice for long-term practical security. There seemsto
be no reason not to alow this choice for arbitrary I in the non-interactive case. In
the interactive case this should hold as well, assuming that 77 does not respond to
V’'s challenge in case the delay between sending the initial witness and receiving the
challenge exceeds a short time bound. To be on the safe side, it is strongly recom-
mended to always use a sufficiently strong collision-intractable hash function with
at least 20-byte outputs. This choice is aso preferred in light of the more intricate
signed proofsthat will be described in Chapter 3.

254 Digital signaturesbased on the RSAREP function

Consider the case of s superpolynomia in k in the proof of knowledge in Sec-
tion 2.4.4, for a prime v superpolynomia in & and co-primeto ¢(n). Let H(:) bea
one-way hash function, defined by

H":’U(') : Mn,'u X Z; = Zs

Thedefinition of 7,(-) and M,; may asodependon (g1, ..., g:), P'spublickey, and
any other information that is specified before protocol executionstake place.

23Note that these are not infinite collections of functions: they act on messages of any size, but their
outputs are of fixed size.
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P’s digital signature on a message m is avector (a,r1,...,r4+1) such that the
verification relation

l
Hg:irﬂrlh—ﬁn,v(m,a) —a
i=1

holds. Thisformlendsitself to batch-verification. Alternatively, and more compactly,
one can define the signature to be (¢, r1, . . ., 7141 ), and the corresponding signature
verification relation is

l
Cc= Hn,’u(mv H g;7'7“;)+1h_c>.
=1

Again, this does not affect the security for P.
As with the DLREP function, we distinguish two cases:

(Non-interactiveissuing protocol) Proposition2.5.2 can be applied, since the proof
of knowledge is honest-verifier zero-knowledge.

Proposition 2.5.7. If (Igs, Drsa) 1S invulnerable, and the binary size of out-
puts of H;(-) is linear in k, then non-interactively issued signed proofs are
provably unforgeable over (Ipsurer, Drsarer) iN the random oracle model, for
any distribution of (x4, ..., x;).

The special case | = 1 is the Guillou-Quisquater signature scheme [201,
202].%

(Interactiveissuing protocol) Proposition 2.5.3 can beinvoked to provethefollow-
ing result.

Proposition 2.5.8. Let [ > 1 and suppose that V initially has non-negligible
uncertainty about (z1,...,2;). If the RSA function used to implement the
RSAREP function is one-way, the binary size of outputs of 7,(-) islinear in &,
and P does not perform more than polyl ogarithmically many executions of the
issuing protocol, then interactively issued signed proofs are provably unforge-
able over (Ipsager; Drsarer) i the random oracle model, for any distribution of
(1‘1, ce ,Il).

Based on this result, we make the following assumption.

Assumption 2.5.9. Thereexistsahashfunction*(-) and amessage set M =
{Mi}iegn,oy With M, , O Z, suchthat interactively issued signed proofsare
unforgeable over (Irsarer; Drsarer)-

24Four years earlier, Shamir [346] described essentialy the same signature scheme, with the irrelevant
difference that V’s hashed challenge appears as the exponent of a instead of h. This scheme also pre-
dates the paper of Fiat and Shamir [171] to which the conversion technique in Section 2.5.2 is generally
attributed.
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It is easy to prove that the assumption holdsfor all [ > 0 if it holdsfor [ = 0,
for the same choice of hash function.

V can blind the issuing protocol, in accordance with the technique of Okamoto
and Ohta [289], by performing the following action after Step 1 of the proof
of knowledge. It generates I + 1 random numbers, ay,...,q; € Z, and
a random number a;4; € Z,, and computes a’ = ah® Hizlg?"'a}’_‘_l,
¢ :=Hyp(m,a’),andc := ¢’ +ap mod v. Itthen sendsitschallenge, ¢, to P.
Upon receiving P’Sresponses, r1, . . ., r1+1, ¥V computesr, := r; +«; mod v,
foralie{1,...,1},andr), | :=ri Hﬁzl gf”*‘“"')d“’”alﬂ. It is easy to
verify that (a’,rq,...,7,1), or (¢/,77, ..., 7)) for that matter, is P’s digi-
tal signature on m. Moreover, if V generates m at random and accepts then
the signed message is statistically independent of P’s view in the protocol
execution. However, there is no practical advantage over Chaum’s blind sig-
nature scheme [91, 92], which is much more efficient because small v may be
taken. Furthermore, as explained in Section 1.2.2, Chaum’s blinding paradigm
is unsuitable for our purposes. In Chapter 3 we will introduce more intricate
blinding techniques that offer all sorts of benefits.

In practice, H(-) must be a sufficiently strong one-way hash function. Similar con-
siderations as in the case of the DLREP function apply to the binary size of the
outputs of H(-). Although in the interactive issuing protocol 10-byte outputs should
be sufficiently secure when used in combination with atime-out, it is recommended
to aways use a sufficiently strong collision-intractable hash function with at least
20-byte outputs. In particular, thiswill be necessary in Chapter 3.

2.6 Digital certificates

2.6.1 Definition of public-key certificates

Finaly, we get to a formal definition of digital certificates. We start with the tradi-
tional definition, which is a special case of the definition of digital signatures.

Definition 2.6.1. A public-key certificate schemeis a digital signature scheme with
the extra property that the message m specifies at least a public key p of V, for which
Y knows a corresponding secret key, s.

The pair (p, o) is called a certified public key, o is P’s digital certificate on m,
and the triple (s, p, o) is called a certified key pair. P is also referred to as the
Certificate Authority (CA).

V's key pair may be generated either before or during the protocol execution.
In the case of conventional identity certificates (see Section 1.1.2), the message
m isthe concatenation of p and at least akey holder identifier. In the case of attribute
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certificates other attributes are concatenated, either along with theidentifier or instead
of the identifier.

As mentioned already in Section 1.3.1, our use of the term “digital certificate”
differs from the mainstream use of the term, which considers a certificate to be the
data structure comprised of the CA’s signature, the public key it certifies, and any
information assigned to that public key. Our convention makesit easier to distinguish
between various cryptographic objects.

The definition of the key pair (s, p) for ¥V may be the same as that of the key
pair (z, f;(x)) for P, but need not; it may even be completely unrelated. Likewise,
completely different instance generators may be used.

2.6.2 Definition of secret-key certificates

We now introduce a new kind of certificates that differ from public-key certificates
in that anyone can generate certified public keys without the assistance of P, but
certified key pairs remain unforgeable. The formal definitionis asfollows.

Definition 2.6.2. A secret-key certificate scheme is a digital signature scheme with
the additional property that there exists another Boolean predicate, pred *(-), that
can also be evaluated in polynomial time, such that:

e Themessagem, onwhich Y obtains sasignature o in an execution of theissuing
protocol with P, is a secret key of V. This secret key corresponds to a public
key p of V such that

pred” (i, fi(x),p,0) = 1.

e There exists an expected polynomial-timealgorithm S, called a certificate sim-
ulator, that, on input (7, f;(z)), outputs a pair (p*, o*) with a probability dis-
tribution that is indistinguishable from the probability distribution of (p, o).

As in the definition of a public-key certificate, o is called P’s digital certificate on
V'spublic key, the pair (p, o) is called a certified public key, and the triple (m, p, o)
is called a certified key pair.

The output distribution of the certificate simulator may be computationally, sta-
tistically, or perfectly indistinguishable.

Example2.6.3. P runs I to obtain a pair (n,v) together with the factorization
of n, which serves as its secret key. This enables P to compute RSA digital signa-
tures [325]. Its RSA signature on a message m is o := f,, ,(m)'/¥ mod n, where
f(-) isasufficiently strong one-way function.

This signature scheme can be converted into a secret-key certificate scheme by
viewing the pair (m, f, »(m)) as a key pair for V. If we take f(-) to be the DL
function implemented using the subgroup construction (i.e., f, ,(m) = ¢™ mod p,
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for some prime p that is not much smaller than ), then it is easy to build a certificate
simulator with indistinguishable outputs. The simulator picks a randomb € Z
and checks whether b mod n is an element of G,; it repeats this experiment until
successful, and then outputs the pair (b” mod n, b).

How can a secret-key certificate be verified? In applications of practical inter-
est, V will useits public key p in a subsequent showing protocol without disclosing
the secret key m, and so certified public keys cannot be verified by applying pred(-).
Also, applying pred™(-) to (p, o) does not provethat the certified public key has been
issued by P, in view of the simulation property. Instead, verification of V's certified
public key takes place indirectly. Namely, the ability of V' to perform a “crypto-
graphic action” with respect to its public key attests to the fact that 1 knows a secret
key corresponding to its public key, and this in turn convincesthat the certificate has
beenissued by P. Sincethereisno point in using public-key certificates without per-
forming some cryptographic action that attests to the possession of a corresponding
secret key, secret-key certificates offer the same basic functionality as do public-key
certificates.?®> The following two cryptographic actions in the showing protocol will
be of particular interest to us:

1. V performs a zero-knowledge proof of knowledge of a secret key correspond-
ing to its public key. If V can successfully perform the proof, then the verifier
is convinced not only that 1V knows a secret key corresponding to the public
key, by virtue of the soundness property, but also that the certificate has been
issued by P. However, the transcript of the protocol execution does not con-
vince anyone else of either one of these facts; the entire protocol execution is
zero-knowledge. (Thisis an advantage over public-key certificates, for which
the showing protocol is zero-knowledge in its entirety only when V' proves
possession of a certificate by means of a zero-knowledge proof as well.)

In Example 2.6.3, V can prove knowledge of the secret key corresponding to
its public key g™ by using the Schnorr proof of knowledge or its 4-move zero-
knowledge variant.

2. V digitally signs amessage. Given the message, the digital signature of v, and
the certified public key of V, anyoneis able to verify not only that the digital
signature is genuine, but also that it was indeed made with respect to a public
key certified by P.

In Example 2.6.3, VV can sign a message using the Schnorr signature scheme;

in the random oracle model, these signatures can be issued only by a party that
knows the secret key.

25This idea is reminiscent of Shamir's [346] self-certified public keys, the goal of which is to avoid
the need for an explicit certificate. Hereto the CA forms the public key of each applicant as a redundant
message that encodes the applicant’s identity, and issues a corresponding secret key to the applicant; key
pairs should be unforgeable.
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Note that a third cryptographic action can be performed: decrypting a message that
has been encrypted with V’s public key. In Example 2.6.3, V can decrypt messages
that have been encrypted under its public key ¢™ by means of, for instance, the
ElGamal encryption scheme [146] in G,. Since decryption requires knowledge of
the secret key, the party that encrypted the message is ensured that either V's public
key has been certified by P or V cannot decrypt. In the remainder of this book
we will not be interested in the case of encryption; public keys for (hybrid) session
encryption can always be formed at random at the start of an authenticated session.

2.6.3 Comparison

Secret-key certificates have several advantages over public-key certificates:

e They appear to be much better suited to design certificate issuing protocols
with the following property: V is able to blind the certified public key but not
anon-trivial part of its secret key. See Chapter 4 for details.

o A certified public key does not serve as signed evidence that its holder has been
issued a certificate by the CA. This property is preserved if certified key pairs
are used only to perform zero-knowledge proofs.

e The ability to simulate certified public keys enables individuals to hide in
which of several PKIsthey are participating. See Section 5.2 for details.

e Knowledge of certified public keys (obtained from repositories or otherwise)
cannot help in attacking the certificate scheme of the CA.

On the other hand, care has to be taken when combining an interactive secret-key
certificate issuing protocol with a showing protocol. Suppose a certificate simulation
algorithm exists that outputs certified public keys for which the certificate simulation
algorithm and P together know a corresponding secret key. Then an attacker may
be able in the showing protocol to perform a cryptographic action with respect to a
simulated public key by delegating part of the action to P; see Section 5.1.2 for an
example.

Successful delegation to executions of protocols other than the certificate issuing
protocol can ssimply be prevented by having P use independently generated keys for
different tasks. Key separation is recommended practice anyway; see, e.g., Kelsey,
Schneier, and Wagner [229]. To assess for a given application whether a crypto-
graphic action can be delegated to an execution of the issuing protocol, it must be
investigated whether certified public keys can be simulated in such a way that the
cryptographic action in the showing protocol can be performed by using P asan ora-
cle. In the certificate schemes that will be developed in this book, delegation is never
aproblem; see Section 5.1.2 for details.
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2.7 Bibliographic notes

The historical background of the DLREP function in Section 2.3.2 is quite diverse.
In 1987, Chaum, Evertse, and van de Graaf [108] considered the case where all
gi's are random elements from Z;, and claimed that inverting is infeasible when
elements from the domain are generated at random (hardly a useful instance gener-
ator). Chaum and Crepeau [60], Chaum and van Antwerpen [110], Chaum [101],
Boyar, Kurtz, and Krentel [44], Pedersen [298], van Heijst and Pedersen [380], and
Okamoto [288] all designed schemes based on the specia case ! = 2. Chaum, van
Heijst, and Pfitzmann [111, 112] studied collision-intractability for the special case
of fixed [, with g;'sin agroup of prime order; their reduction is not tight, though, and
takes exponential timefor [ polynomial in k. In 1993, Brands[46] examined the one-
wayness and the collision-intractability of the DLREP function for arbitrary [ polyno-
mial in k, and provided atight reduction to proveits collision-intractability; the over-
head factor is approximately 2. Bellare, Goldreich, and Goldwasser [23] modified the
reductionto simplify itsanalysis, but the overheadis slightly larger. Pfitzmann [301],
elaborating on the reduction of Chaum, van Heijst, and Pfitzmann [111, 112], gave
the first (fairly intricate) optimally tight reduction. The proof of Proposition 2.3.3
is similar to a simpler reduction by Schoenmakers [342], but differs in the assump-
tion on the distribution of the g;’s (for reasons that will become clear in Chapter 3).
Construction 2.3.2 is new.

The RSAREP function in Section 2.3.3 was introduced by Brands [54]. Previ-
ously only the case [ = 1 appeared, in proofs of knowledge (see Okamoto [288])
and implicitly in some proofs of security (see, e.g., Guillou and Quisguater [201]).
Construction 2.3.4 and Proposition 2.3.5 appear here for the first time.

The notion of secret-key certificates is due to Brands [56]; see also Brands [52,
53]. Definition 2.6.2 has not appeared previously. The possibility of delegation was
first noted by Schoenmakers (personal communication, May 1995), in the context of
the electronic coin system of Brands [49].





