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Abstract. We study block cipher modes that turn a block cipher into a
tweakable block cipher, which accepts an auxiliary variable called tweak
in addition to the key and message. Liskov et al. first showed such a mode
using two keys, where one is the block cipher’s key and the other is used
for some non-cryptographic function. Later, Rogaway proposed the XEX
mode to reduce these two keys to one key. In this paper, we propose a
generalization of the Liskov et al.’s scheme with a concrete security proof.
Using this, we provide an improved security proof of the XEX and some
improvements to the LRW-AES, which is a straightforward AES-based
instantiation of Liskov et al.’s scheme proposed by the IEEE Security in
Storage Workgroup.

1 Introduction

Tweakable block ciphers are block ciphers that accept a variable called tweak in
addition to the key and message. They were formally defined by Liskov, Rivest,
and Wagner [10]. In their definition, a tweak is used to provide variability: any
two different tweaks give two instances of an ordinary (i.e., not tweakable) block
cipher. Formally, tweakable block ciphers are defined as a function E: M x
KxT — M, where (M, K, T) denotes (message space, key space, tweak space).
For any two tweak values, T" # T”, the outputs of EK,T should appear to be
independent of outputs of EK)T/ even if T and T” are public but K is secret.
Liskov et al. showed that a standard block cipher could be easily converted into
a tweakable one by using a mode of operation similar to DESX [9]. They also
pointed out that tweakable block ciphers are key components to build advanced
modes such as authenticated encryption modes. Their proposal, which we call
the LRW mode, is as follows. For plaintext M with tweak T, the ciphertext is
C=Ex(MeAT))® A(T), where A is a keyed function of T called the offset
function. They proved that the LRW mode was provably secure if the key of
A, denoted by K, was independent of K, and A was e-almost XOR universal
(e-AXU) for sufficiently small € (see Def.[2)). The security considered here is the
indistinguishability from the ideal tweakable block cipher using any combination
of chosen-plaintext attack (CPA) and chosen-ciphertext attack (CCA) for chosen
tweaks. A tweakable block cipher with this property is called a strong tweakable
block cipher.
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The LRW mode needs two independent keys. However, what would happen
if KA is not independent of the block cipher key, K7 For example, is it safe to
use F (constant) as (a part of) KA? In this paper, we study this problem. Our
main contribution is a general construction of strong tweakable block ciphers
with a concrete security proof. Our scheme has basically the same structure as
that of the LRW mode, but we allow A to invoke Fx and/or another function
which is possibly independently keyed of K. Using our scheme, we provide some
improvements to the previous modes. The first target is the XEX mode [19], an
one-key tweakable block cipher similar to the LRW mode. Here, ‘one-key’ means
that the key of the mode is the block cipher key, and only one block cipher key
scheduling is needed. XEX mode has a parameter, and in the initial definition
of XEX, it was claimed that it was strongly secure if its parameter provided
“unique representations” [I8]. However, providing unique representations is not
a sufficient condition. XEX having a bad parameter is vulnerable to a very sim-
ple attack even if it provides unique representations (see [19] and Sect.[T] of this
paper). The published version of XEX fixed this problem [19]. Our generalized
construction clearly explains why this fix works well (which is only briefly men-
tioned in [I9]) and provides a security proof of the fixed XEX, which improves
the one shown in [I9].

Our second target is the LRW-AES, which is a straightforward instantiation
of LRW mode using AES [23]. It has been discussed by the IEEE security in
storage working group (SISWG) as a standard mode for storage encryption.
The offset function of LRW-AES uses multiplication in GF(2!2%), where a tweak
is multiplied by the 128-bit key independent of the block cipher’s key. Using our
scheme, we demonstrate how to reduce two keys of the LRW-AES to one key
without increasing the computational cost or reducing the allowed tweak set.
The underlying idea is similar (but not identical) to one applied to XEX. We
also present an alternative mode of AES using the 4-round AES as the offset
function. That is, the mode is essentially AES-based and no dedicated AXU
function is needed. XEX mode of AES has this property too; however, it allows
only incremental update of a tweak. In contrast, our proposal enables us to
update a tweak arbitrarily at the cost of 4-round AES invocation. We provide
an experimental implementation of our AES-based mode and demonstrate that
ours is much more efficient than the reference LRW-AES implementation.

2 Preliminaries

2.1 Notation

X" denotes {0,1}™. If a random variable X is uniformly distributed over a
set X, we write X €, X. An n-bit block uniform random function (URF),
denoted by R, is a random variable uniformly distributed over {f : £ — X"}
Similarly, a random variable distributed over all n-bit permutations is an n-bit
block uniform random permutation (URP) and is denoted by P. A tweakable n-
bit URP with the tweak space 7 is defined by the set of |7| independent URPs
(i.e., an independent n-bit URP is used for each tweak in 7) and is denoted
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by P. If Fx : X — Y is a keyed function, then Fg is a random variable (not
necessarily uniformly) distributed over {f : X — Y}. If its key, K, is uniform
over IC, we have Pr(Fk(z) = y) = {k € K : f(k,z) = y}/|K| for some function
f:Kx X — Y If Kis fixed to k € K, Fj, denotes a function f(k,*). If K is
clear from the context, we will omit the subscript K and write F': X — ).
ELEMENTS OF GF(2"). We express the elements of field GF(2") by the n-bit
coefficient vectors of the polynomials in the field. We alternatively represent n-
bit coefficient vectors by integers 0, 1,...,2™ — 1. For example, 5 corresponds to
the coefficient vector (00...0101) (which corresponds to the polynomial x? + 1)
and 1 corresponds to (00...01), i.e., the identity element.

2.2 Security Notion

Definition 1. Let F' and G be two keyed n-bit block functions. Let us assume
that the oracle has implemented H, which is identical to one of F or G. An
adversary, A, guesses if H is F' or G using CPA. The mazimum CPA-advantage
in distinguishing F' from G is defined as

AdviG (4, 7) = A:(qnf)l-}éPA | Pr(A” =1) - Pr(A9 =1)

; (1)

where AY =1 denotes that A’s guess is 1, which indicates one of F or G, and
(¢, 7)-CPA denotes a CPA that uses q queries with time complexity T (see [1] for
a detailed description of ). If the attacks have unlimited computational power,
we write Advie,(q).

Let Ex be an n-bit block cipher and let EK be an n-bit tweakable block cipher
with tweak space 7. For any x € X", t € T, and w € {0, 1}, we define:

B (a, w) EI_(l(x) ?fw:O FE (o, 1, w) EK(.TJ t) ?fw:O
Eg(z) ifw=1, EK(:rt) ifw=1,

where EI_(1 denotes the inversion of Ex. The securities of E'x and EK are mea-
sured by

AP0, ) S A p(0,7) E AT L (), and ()
AdvEP(g, 7) = AdvER (g, ™) = AV L (q,7), ®)

where P (P) is an n-bit URP (tweakable URP with tweak space 7). A keyed
permutation that can not be efficiently distinguished from URP (i.e., CPA-
advantage is negligibly small for any practical (¢, 7)) is called a pseudorandom
permutation (PRP) [3]. A PRP with a negligibly small Chosen ciphertext at-
tack (CCA)-advantage (i.e., Advy F(q,7)) is a strong PRP (SPRP). We focus
on modes that turn an n- blt SPRP into an n-bit strong tweakable block cipher,

which has negligibly small CCA-advantage, i.e., Adv prp(

(q,7).

q,7), for any practical
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3 Previous Tweakable Block Cipher Modes

3.1 General DESX-Like Mode

All modes dealt within this paper including our proposals have the form defined
as
Ex xa(T, M) =Ex(M® A(T)) & A(T), (4)

where T' € 7 is a tweak and M € X" is a plaintext. Here, E is n-bit block and
AT — X™is a keyed function of tweak and called an offset function. Its key
is denoted by KA. A can invoke Fx and/or another function which is fixed or
independently keyed of K. Thus K A is not always independent of K.

3.2 LRW Mode

Liskov et al.’s scheme, which we call the LRW mode, uses the offset function
A, where its key K is independent of the block cipher key, K. To prove its
security, we need the notion of an e-almost XOR universal hash function, which
is as follows.

Definition 2. Let Fi: X — X" be a keyed function with K €, K. If Pr(Fx (z)®
Fr(z') = ¢) < € for any x # 2’ and ¢ € X", then Fk is an e-almost XOR
universal (e-AXU) hash function.

The following theorem proves the security of LRW mode. The proof is in Ap-
pendix [Bl

Theorem 1. Let EK,KA be the LRW mode using the offset function A, where

its key is Ka €4 Ka and tweak T € T (see Eq. @)). If A is e-AXU (for input

T) and Ka is independent of the block cipher key K, then Advj’zfer (q,7) <
KK A

AdvE™P(q,7') + €¢®, where ' = 7 4+ O(q).

This is better than the result of Liskov et al. (theorem 2 of [I0]), as they showed
3eq? instead of eq®. A straightforward instantiation of the LRW is to define
A(T)=Ka-T, where Kap €, X" and T € X", and - denotes multiplication in
GF(2"). This apparently has bias e = 1/2". The mode of AES with this offset
function has been considered by the IEEE SISWG under the name LRW-AES.

3.3 XEX Mode

XEX mode was proposed by Rogaway [19]. It was designed to be a strong tweak-
able block cipher. According to the definition of XEX, a base is an element
of X\ {0}, and a set I¢ T x Iy x --- x I is called an index set, where
I, €{0,1,...,2™ — 1} for all i. A pair of a list of bases aq,...,aq and an index
set I{ is a parameter setting of XEX.

A XEX mode with a parameter setting ((a,. .., aq),1{) has the tweak space
I¢ x ", Let (iy,...,iq, N) € I{ x X™. The offset function of XEX is defined as:

Alig, ... ig, N) =alt ok - ot -V, where V = Ex(N). (5)
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Here, multiplications are done in GF(2™). Since A uses Ef as the source of ran-
domness, XEX mode is one-key and needs only one block cipher key scheduling.
XEX mode is highly efficient: if we want to increment a tweak (i.e., increment
one of i; w/o changing other indexes), then it is done with one bitshift and
one XOR operation. This technique is called the powering-up construction and
has been adopted by other modes [Bl6]. Consequently, XEX mode requires no
special functions other than the block cipher. Although we can not change a
tweak arbitrarily, we can still increment a tweak (with respect to one of i;) with
negligibly small cost.

4 Construction of Strong Tweakable Block Cipher

4.1 A Bug in the Initial XEX and an Attack Against OCB1

A parameter setting of the XEX is said to provide unique representations if it
contains no collisions, i.e., H?:I o # H?:I a;j for any (i1,...,4a), (¢,..., 1))
such that (i1,...,4q) # (¢}, ...,;). The following example is a parameter setting
providing unique representations shown by Rogaway [18].

Ezample 1. a1 = 2,00 =3 and I; = {0,1,...,2%/2}, T, = {0,1}.

In the initial definition of XEX [I§], it was claimed that XEX was a strong
tweakable block cipher if its parameter setting provided unique representations.
However, this claim turned out to be false, as pointed out by [I9]. In general,
XEX is broken if its parameter setting allows an index vector, (i1,...,i4), such
that a - - - aff = 1. We call it a “reduced-to-1” index vector. For example, the
parameter setting described in Ex.[Tl allows the following attack [I9].

1. Ask the oracle to decrypt C; = 0 with tweak 77 = (0,0, N) for some N, and
obtain a plaintext M; = E'(Ex(N)) ® Ex(N) = N @ Ex(N). Compute
EK(N) =M; & N.

2. Then, the encryption of My =2 (M; @ N) & N with tweak T = (1,0, N),
which is denoted by Cs, is predictable from Ex (N): Cy = Ex (N)®2-Ex (N).

ON THE SECURITY OF OCBI1. The above attack can be used as an attack
against OCB1 [I8[19], which is an improvement to the famous OCB mode pro-
posed by Rogaway [I7]. He proved that (a generalized form of) OCBI1 could use
any tweakable block cipher as its component, and that it was a secure AE mode
if the underlying tweakable block cipher was strong, i.e., CCA-secure. It would
be natural to wonder if one can attack against OCB1 using the XEX with a
bad parameter setting (i.e., one containing a ”reduced-to-1” index vector). We
show this holds trudi if the inverse of XEX, denoted by XEX ™!, is used to
instantiate OCB1. For instance, let us use the parameter setting of Ex.[Il Then,
XEX ! gives the ciphertext C' = E!(M @ A(iy,i9, N)) @ A(iy,i9, N) where

! The OCB1 defined in [I8] and [19] are slightly different, however, our attack can be
applied to both versions.
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A(iy,ig, N) = 2432 E(N). Although this implementation was not mentioned
in [19], it was as efficient as the XEX-based one. Moreover, using XEX™! would
be preferable to using XEX in some situations. For example, it would be desir-
able to use XEX ! if F is fasted than EI_(1 and fast operation of the receiver
(rather than the sender) is required. Our attack is presented in Appendix [C]

4.2 The Security of Fixed XEX

The attack presented in the previous section crucially depends on the existence
of reduced-to-1 index vector. Thus it would be natural to think of the idea of
removing reduced-to-1 index vector from the allowed tweak set. Here, we prove
that this simple fix is theoretically fine.

Theorem 2. Let XEX[Ek]| be the XEX mode of Ex with a parameter setting
providing unique representations and containing no “reduced-to-1” index vector.

Then, we have AdviS (g, 7) < Advi P(2¢,7') + 4_257?2‘7 where 7/ = 7 + O(q).
For example, we can fix the parameter setting of Ex.[Il by removing (i1,i2) =
(0,0). If n = 128, the fixed XEX is secure if ¢ < 2%3. The same fix has already
been proposed in [19]. However, our proof improves the one shown in [I9], which

proved 9'257?2 instead of 4'257?2 . The proof of Theorem [ will be provided in Sect.[Z3l
One of our purposes is to provide a clear and comprehensive explanation why

this fix works well.

4.3 The Proof of Theorem

TooLs FOR THE PROOF. Since we will uses a methodology developed by Mau-
rer [I1], we briefly describe his notations. Consider event a; defined for ¢ in-
put/output pairs (and possibly internal variables) of a keyed function, F'. Here,
we omit the description of key throughout. Let a; be the negation of a;. We
assume a; is monotone; i.e., a; never occurs if a;_1 occurs. For instance, a; is
monotone if it indicates that all ¢ outputs are distinct. An infinite sequence of
monotone events 4 = agpay ... is called a monotone event sequence (MES). Here,
ap denotes some tautological event. Note that AA B = (ag A bg)(a; Ab1)... is
a MES if A = aga;... and B = bgb; ... are both MESs. For any sequence of
random variables, X1, Xa, ..., let X* denote (X1,...,X;). After this, dist(X?)
will denote an event where X1, X, ..., X; are distinct. If dist(X?, Y7) holds true,
then we have no collision among {X1,..., X;,Y1,...,Y;}.

Let MESs A and B be defined for two keyed functions, F' : X — ) and
G : X — Y, respectively. Let X; € X and Y; € Y be the i-th input and output.
Let PF be the probability space defined by F. For example, P£ | iyio (yh 2t
means PrlY; = y;| X' = 2/, Y"! = ¢'7!] where V; = F(X;) for j > 1. If
P}leiyi,l(yi7mi) = glxiyi,l(yi7mi) for all possible (y’,2%), then we write

% For instance, some AES software implementations, including the reference code [22],
have this property.
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F — pG
P}/ilxiyi—l = Py'ilXiyi—1~

larly defined.

Definition 3. We write FA = GB if P;:ailXiYiflai_l = PgbilXiYiflbi_l holds

RS . F Il R
Inequalities such as PY71|XiYi*1 < PYilXiYi* are simi

for all i > 1, which means PE, xiyiora,, (What) = YGvibilXini—lbi_l(yi"’Ei)
holds for all possible (y',z") such that both Pifllxiflyifl(yl_lwz_l) and
P[S_llxi—lyi—l(yi_17$i_l) are positive.

Definition 4. We write F|A = G|B ifP£|X’7Yi—1ai (vt 2t) = Pglxiyi—lbi (v, %)
holds for all possible (y*,x%) and all i > 1.
Note that if F4 = G5, then F|A = G|B (but not vice versa).

Definition 5. For MES A defined for F', v(F,a,) denotes the mazimal proba-
bility of aq for any (q,00)-CPA that interacts with F.

Note that, for any tweakable block cipher E K, Z/(E]i( , @q) is the maximal probability
of a, for any CCA-attacker, i.e., CPA/CCA for chosen tweaks. For simplicity, it will

be abbreviated to v(Ex,aq). These equivalences are crucial to the information-
theoretic security proof. For example, the following theorem holds true.

Theorem 3. (Theorem 1 (i) of [11l]) Let A and B be MESs defined for F and
G. If FA=GP or F|A= G, then AdvEg,(q) < v(F,ay).

We will use some of Maurer’s results including Theorem [] to make simple and
intuitive proofsﬁ. For completeness, these results are cited in Appendix [Al

GENERAL SCHEME AND ITS SECURITY PROOF. We proceed as follows. First, we
describe a general scheme (which has the form of Eq. {#])) for a tweakable block
cipher. Then, we prove that it is a strong tweakable block cipher if its offset
function satisfies certain conditions. As the fixed XEX satisfies these conditions,
we immediately obtain Theorem [ as a corollary.

For any two keyed n-bit block functions Ex and Gk, let TW[Ex,Gk/] be
an n-bit block tweakable block cipher with tweak space 7 = (£, X™) for some
finite set £. Here F'x must be invertible. Its offset function is defined as

A(T) = (Fgn (L, G (N))), where T = (L, N) € £ x 5™ (6)

Here, Fg is a keyed function : £ x X" — XY™ with key K" €, K" (see Fig.[)).
The key of the offset function is (K’, K”). We assume that K and K’ are not
necessarily independent (e.g., Gk = Ek is possible). We also assume that K"
is independent of (K, K’) or a constant k" (i.e., Fx» can be a fixed function
Fyr). The ranges of keys can be different. What we want to do is to clarify the

3 Maurer’s methodology [TT] can only be applied to information-theoretic settings. In
most cases information-theoretic proofs can be easily converted into computational
ones, but this is not always the case [12I16]. However, we do not encounter such
difficulties in this paper. His methodology can also be applied to random systems, i.e.,
stateful probabilistic functions. However, none of our proposals require underlying
functions to be stateful.



Improved Security Analysis of XEX and LRW Modes 103

M;

C;

Fig. 1. General scheme for a tweakable block cipher

sufficient condition for Fi~ to make TW[Ek, Ex| provably secure. As a first
step, we have

AdV?\?{P p)(¢) = Adv ’CI‘C\?V[p p5(0) < AT b Twip R (4 )+Adv’sl“p\§\§)[P r (@), (7)

which follows from the triangle inequality. Here, P and R are the n-bit URP
and URF, and P is the n-bit tweakable URP with tweak space 7. Note that
P and R in TW[P, R] are independent, however, two Ps in TW[P, P] denote the
same function. We start by analyzing Advs[‘?\?V[P,P],TW[P,R] (¢) in Eq. (), which is
the main technical part. We need some definitions before the analysis. For any
TW[Egk,G K:] let M; (C;) denote the i-th plaintext (ciphertext). In addition,
let T; = (L N;) be the i-th tweak We define internal variables of TVV[EK7 G K:]

such as V; & GK/( N;) and 17 ' Fren (Li, V;). Moreover, we have S; EM; @ V
def

and U; & C; & V.
The following lemma tells us what probability we have to analyze.

Lemma 1. Let a, be dist(S7, uni(N9)), where uni(N9) consists of all distinct
elements among N?. Le., a, means that all elements in {S1,...,Sq, N1,...,Ng}
are distinct except for the collisions between N;s. Similarly, let b, denote
dist(U?,uni(V'9)). Here, if uni(N?) = (Ny,,...,N;,) for some {i1,...,ip} C
{1,....,q}, then uni(V?) = (V;,,...,V;,). Then, we have

Advfl:g\?v[P,P],TW[P,R] (q) < v(TW[P,R],aq A by). (8)
Proof. Let us consider the following probabilistic functions: ™ x {0, 1,2} — X™.

P(x) if w =0,
PR(z,w) = P~ (z) ifw=1,
R(z) if w=2.

P(z) ifw=20or2,

PP(z,w) = {P_l(x) if w=1,

Here, P and R are independent n-bit URP and URF. Observe that there exists
a procedure, I, such that TWI[P, P] (TW[P,R]) is equivalent to F[PP] (F[PR]).
Consider the game of distinguishing PP from PR using CPA (note that this game
is quite easy to win). For PP and PR, let (X;,W;) € 2™ x {0, 1,2} be the i-th
query, and Y; € X" be the i-th output. For convenience, we allow adversaries
to make colliding queries having W; = 2 such as (X1,2) and (X»,2) where
Xy =Xo. Let T ={ie{l,...,q} : W; € {0,2}}. Let aj, be the event that all
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X;s with ¢ € Z are distinct, except for the trivial collisions (i.e., X; = X such
that W; = W; = 2 and i # j). Similarly, b denotes the event that all Y;s with
1 € T are distinct, except for the trivial collisions. Note that a; is equivalent to
bj, in PP, but not in PR. Then, for two MESs A" = aga) ... and B’ = bypd} ...,

PP|A’ A B = PP|A’' = PR|A' A B’ (9)

holds. Let Z9 be the ¢-th transcript (X7, W2, Y ). Then, we obtain

PP

PR
Pa;b“Z‘?—quwqafl_lb;_l < Paf1|Zq_1quqa;_l (10)

since the r.h.s. of Eq. (1) is always 0 or 1 and if it is 0, then the Lh.s. is also 0
(recall that Eq. (I0) means that the inequality holds for all possible arguments).
From Egs. (@) and (I0) and Lemma[3] there is an MES defined for PP, C’, such
that

PP.A'/\B’/\C/ = PP.A'/\CI = PR.A'/\BI (11)

holds true. It is easy to see that A’ AB’ is equivalent to AAB where A = agay ...
and B = bgb; ... are defined for TW[P,P] and TW[P,R]. From this fact, and
Eq. (I), and Lemma[d we obtain

TW[P, PJANBAC = TW ([P, RI8, for some MES C defined for TW[P,P]. (12)
Combining Eq. (I2)) and Theorem [B] proves the lemma. O

Next, we have to evaluate the r.h.s. of Eq. [8). Our result is the following.

Lemma 2. Let v, €, and p be given such that Fg» satisfies the following three
conditions when V, V' €, X" and V is independent of V.

1. maxjexn cexn Pr(Fr (1, V) = ¢) <~ (here, probability is defined by K" €,
K" andV €, X").

2. maxyer 14l cesn Pr(Frr(l,V)® Fgn (1/7 V)=r¢c)<eand
maxy /eL,ce sn PT(FKU(l, V) (&) .FK//(ZI7 V/) = C) <e.

3. maxjcr,ccsn PI‘(FKN (l, V) eV = C) <p.

Then we have
1
V(TW(P,R], a, Aby) < <’y+6+p+ 2%1) ¢ (13)

Proof. Let P be the n-bit tweakable URP with tweak space 7 = Lx X" All vari-
ables and events defined for TW[P, R] are similarly defined for P by using dummy
functions. For example, S; = Fi(L,R(N)) & M, and a, = dist(S?, uni(N9)).
Note that dist($7) and dist(U9) are equivalent in TW[P, R], but not in P. Let
Z9 be the g-th transcript (M9,C?,T?), and X, be the g-th query (i.e., X, is
(Mg, T,) or (Cyq,Ty)), and Yy be the ¢g-th answer from the oracle, which is M or
Cy. Let KA be the key of A, which determines the instance of (R, Fx). From

def

the assumption, K4 is uniformly distributed over Ko = {f : X" — X"} x £
and independent of P.
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o . TW(P,R] P
Then, it is easy to verify that PY 201X jagby Ko = PYq|Zq—1X agbo K A and
TWIP,R] P
PKA|Z‘1—1anqbq = PKA|Z‘1*1anqbq hold. Therefore, we have
TWI[P,R] TWI[P,R| TW[P,R]
PY |Za~ 1X 20qbq § :PY |Z9-1 X gaqbg K A PKA|Zq—1anqbq (14)

_ p 3 -
= E :PYq|Z‘1*1anqquA P 1701 X008, = PY,120-1x 000, (15)
Ka

where summations are taken for all 6 € 4. This indicates the following condi-
tional equivalence.

TWIP,R]|AAB=P|AAB. (16)
Then, we determine if
P TW[P,R]
Paqbqlzq_lxqaq—lbq—lKA — T agbqlZ97  Xqag—1bg-1Ka (17)

holds. We first analyze the r.h.s.of Eq. (I7). Let us assume the variables in
the condition are fixed such as (297!, X,, Ka) = (2971, 29,8) and the g-th
query is a chosen-plaintext query. Then, all variables except U, are uniquely

determined. Therefore, whether a/ = gy A dist(U7!, uni(V9)) holds or not

is a function of (277!, Xy, K4). If af holds, then U, is uniform over 2 =

YA\AUy...,Us1}, and ag A by occurs if U, € 2\ {V1,...,V,_1}. Note that
{Ur...,U; 30 {Vi,..., V) = 0 if o} holds. From these observations, we have

TWIP,R] Jo if a} does not hold, (18)
agbe|Z171 Xqaq—1bg—1Ka 1— o otherwise
2n,7(q71) ’
where 6 denotes the number of unique elements among {V1, ..., V;}. How about

the Lh.s.of Eq. ()7 The occurrence of a;} is a function of (277!, X, Ka) as
well as the r.h.s. However, the distribution of U, is different. Let ¥ be a set
of indexes defined by ¥ = {i € {1,...,¢q — 1} : T, = T;} and let |¥| be ¢. If
a; holds, U, is uniform over (2’ = S\ {U; : i € W} and a4 A b, occurs if
Uy e 2 \{{V,...,V,} U{U; : i € ¥°}}. Therefore, we have

5 {O if af does not hold, (19)

Paqbq|Zq*1anq_1bq—1KA = 1 - fta—v-1

o4 otherwise .

Note that 0 <y < ¢—1and 1 <0 < gq. Thus, when ¢ < 2" — 6 + 1 we obtain

btq-v-1 6 _(q-v-1)-@" (1) -0
oy (g-1) (2 —)- (20— (g 1)

Since 6 < ¢, Eq. 20) holds unless ¢ > 2"~ + 0.5. The same analysis holds when
the g-th query is a chosen-ciphertext query. Therefore, Eq. (IT7)) holds if ¢ < 2"~ 1.

>0, (20)
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TWI[P,R] _ pP

It is almost trivial to see that P KA|Z9-1 X gag1by1" By

KA|Zq*1anq_1bq_1 -
combining this and Eqs. (I), we have

P TWI[P,R]
agbg|Z97 1 Xgag—1bg—1 =~ agby|Z9-1 X aq—1bg—1’

if ¢ <271, (21)

ANB
From this inequality, and Eq. (I8]), and Lemma B TW[P, RJANBAC = P " holds
for some MES C = cgcy ..., if ¢ < 271, Therefore, using Lemma B, we obtain

V(TWIP,R],aq A by) < v(TWIP,R],aq A by Acg) = v(P,a, Aby), if ¢ <271

Note that any adversary’s strategy against Emust be independent of R and Fi,
as they do not affect the input or output of P. Therefore, evaluating v(P, a4 A by)

is quite easy: we only have to consider non-adaptive strategies. Let PP denote
the probability space defined by P and some fixed ¢ inputs. Then, the second
condition of Lemma [ implies that PP(S; = ;) < € and PP(U; = U;) < e if
i # j. Moreover, we have P'S(Si =N;) = Pﬁ(f}; = N; & M;) < v for any 1, j,
and P'ND(Ui =V;) = P'ND(‘A/Z- = C; ¢ V;) < p for any i, j (more precisely, it is at
most p if N; = N; and 1/2" otherwise). Therefore, if ¢ < 277!, we have

V(P,ag Abg) < PP(dist(S9)) + PP(dist(U1)) + PP(S; = N for some i, < q)
+ PP(U; = Vj for some i, j < q) + PP(V; = V; for some 4, < ¢, i # j)

< 2((2])6+q2'y+q2p+ ((21)2” <@e+y+p+2"Y. (22)

This upper bound reaches 1 if ¢ ~ 2"/2, thus the condition ¢ < 2"~ is redundant.
This concludes the proof. a

Note that the second condition of Lemma Bl implies that the offset function is
e-AXU for input T'= (L, N) € L x ™. By combining Eq. (@) and Lemmas [
and Theorem [I] the security of TW[P, P] is proved in the following theorem.

Theorem 4. If the assumption of Lemmald holds true for Fy.», we have

57 1
AdvaW}')[P,P] (q) < (26 +v+p+ 2n+1> q2. (23)

THE PROOF OF THEOREM [2 From Theorem [l we can easily see that the fol-
lowing offset function enables a simple one-key tweakable block cipher.

Corollary 1. Let TW[P, P] use the offset function defined as A(T) = L-Ex (N),

where T = (L,N) € (X¥™\ {0,1}) x X™. Then, we have Adv;p\f\f“; Pl (q) < 4'25,?2.
Moreover, for any block cipher Ey,

2

__ 5g
AV e ) (€ 7) < AdVEP(2¢,7) + on where 7/ =7+ O(q).



Improved Security Analysis of XEX and LRW Modes 107

Proof. Note that L -V, L- V&L -V,and L-V @&V are permutations of V
for any L,L’ € X™\ {0,1} such that L # L’. This indicates e =y = p = 1/2"
and thus Theorem Hl proves the first claim. The second claim follows from the
first and the standard conversion from the information-theoretic setting to the
computational setting. g

Recall that an output of XEX’s offset function is H;l:l a;j - Ex(N), where
a tweak is (i1,...,74, V). In the fixed XEX, H;l:l ajj * H;l:l a;" whenever

(41,...,1q) # (34,...,1)), and H;l:l aéj never be 0 or 1 (in GF(2")). Therefore,
Theorem [2 is immediately obtained from Corollary [II

APPLICATIONS OF THEOREM [ Theorem [ provides not only the improved proof
of XEX, but also useful tools for the design of strong tweakable block cipher. For
example, consider the LRW mode based on a dedicated AXU hash function such as
MMH or NMH (see e.g., [2]). Then, Theorem[ltells us what properties are needed
(in addition to the AXU property) if we want to substitute (a part of) the key
of LRW’s offset function with an encryption of the block cipher. This is achieved
by our generalized construction. In particular, for the offset function of the form
A(L,N) = g(L ® Ex(N)) where ¢ is a fixed n-bit permutation, the conditions of
Lemmalbecome simpler: since (I V) and g(I1d V)@ g(I'@ V') are permutations
of V, v and the second € in the second condition are naturally 1/2". The remaining
conditions can be interpreted such that g is differentially e-uniform [I5] and is a
(2" p—1)-almost orthomorphism [21] (equivalently, a permutation with maximum
self-differential probability p [I3], where self-differential means the differential be-
tween the input and output). An example of such a permutation is the inversion on
GF(2"), inv(*), where inv(x) = 21 if # # 0, and inv(0) = 0. If g is the inversion
on GF(2"), e = 4/2™ holds from [I5], and a simple analysis proves that p = 3/2™.
Consequently, the mode with the offset function A(L, N) = inv(L & Ex(N)) is
provably secure and has the bound (2¢+v+p+0.5) gi = 122"2‘12 . This demonstrates
that strong tweakable ciphers with arbitrary tweak update are possible from per-
mutations with good differential and self-differential property. We will use this idea
in the next section.

5 Improving LRW-AES

Theorem Ml also gives some improvements to the LRW-AES described in Sect.[3.2
Here, we propose two improvements.

LRW-AES-Sqr: ONE-KEY LRW-AES HAVING 2" TWEAK VALUES. As men-
tioned, LRW-AES is the mode for AES that provides a strong tweakable block
cipher using A(T) = Ko - T, where T € Y™ and K5 €, X" is independent of
the key of the AES. Although the original LRW-AES needs two keys, Corollary
[ provides some ways to reduce these two keys to the one AES key. The simplest
fix is the same as one used for the XEX: let Kn = Ex(0) and T' € X"\ {0,1}.
However, the resulting mode is not strictly compatible with LRW-AES because
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of the reduced tweak set. However, we still have several options to achieve one-
key LRW-AES having 2™ tweak values. An efficient one among these options
is to use squaring, which is as follows. We first generate V' = Ek(0) in the
preprocessing. For tweak T' € X" the offset function is defined as:

V2 it T =0,
AT)=<a- V2 fT=1, (24)
T-V  otherwise.

Here, a is a fixed element of X™ \ {0, 1}. This requires only one AES encryption
in the preprocessing, and the cost for updating a tweak (i.e., the cost for com-
puting A(T)) is almost the same as that of the original LRW-AES, namely one
GF multiplication. To be precise, the computation of a - V2 requires two mul-
tiplications; however the cost for multiplication by constant a can be negligibly
small with the powering-up construction. The security of this scheme, which we
call LRW-AES-Sqr, is proved as follows.

— 2
Theorem 5. Advirg\r;v—AES—Sqr<q’ 7) < AdviEE, (¢ + 1,7) + 72'{2‘18 , where 7/ =
7+ O(q).

Proof. We apply Lemma [ to the offset function in Eq. ([24)). Since squaring
in a field with characteristic two is a permutation, both V? and a - V? are
permutations of V. Also, T - V with T' ¢ {0, 1} is a permutation. Thus we have
v = 1/2". Every sum of two offset values (i.e., T-V&T'-V, V3®a-V2, ViaT -V,
and a- V2@ T -V for any T,T7 € X"\ {0,1} with T # T') is a quadratic or
linear function of V', but can not be reduced to a constant since a ¢ {0,1}. As
a function with degree d has at most d solutions, every sum has bias of at most
2/2™ which means € = 2/2". Moreover, both V2@& V and a - V? @ V have bias
2/2" and T-V @V with T ¢ {0, 1} has bias 1/2". Therefore we have p = 2/2".
Note that AES is invoked ¢ + 1 times in LRW-AES-Sqr. Combining these facts
and Theorem El proves the theorem. a

LRW-AES-4r: LRW-AES WITHOUT MULTIPLICATION. Both LRW-AES and
LRW-AES-Sqr require GF multiplication in order to be able to update a tweak
arbitrarily. Here, we provide an interesting alternative to the multiplication: the
reduced-round of AES. This idea is basically the same as the recent proposal
of AES-based message authentication codes [13]. More precisely, what we use is
the 4-round AES, denoted by AES(4) , where K, €4 (2128)3 consists of the
round keys for the last three roundb The first round key is set to 0. We first
generate V = AESk (0) and Ky, €, (X128)3. For tweak T € X128 we use the
offset function such as A(T) = AES%S)l]b(T @ V). This scheme, which we call
LRW-AES-4r is essentially AES-based while the cost for updating a tweak is
less than an AES encryption. XEX mode also has this property (if we fix N to
some constant), but a tweak can be updated only in an incremental order.

SECURITY OF LRW-AES-4r. The differential and linear properties of the AES
and its reduced-round version have been extensively studied. Particularly,
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Table 1. Mean speed of LRW-AES and our improvements for random 2%° messages
and tweaks on a PC (Pentium III (Coppermine), 1 GHz, 16KB L1 cache). Alg 1 and
2 denote the multiplication algorithms specified in [23]. Preprocessing includes key
schedulings for both AES and its inverse, and precomputation for multiplication, and
one AES encryption: V = AESk (0).

Mode Preproc (cycles) Enc (cycle/byte) Dec (cycle/byte)
LRW-AES (alg 1) 1248 234 241
LRW-AES (alg 2) 289506 155 161
LRW-AES-Sqr (alg 1) 1696 235 241
LRW-AES-Sqr (alg 2) 289966 155 161
LRW-AES-4r 1653 39 45

Keliher proved that the maximum expected differential probability of AES(;{IZ“b

was at most 2713 [§], if Ky €, (2128)2. This means that AES%S)“b (TeoV)is
2-M3_AXU, when (Kgup, V) is the key and T is the input.
The security of LRW-AES-4r is proved as follows.

P— 16 2
TheOOI('e)m 6. AdViTw ags4r(¢7) < AdvRES, (¢+1,7')+ 2 2‘*‘1385)11 , where 7/ =
T+ 0(q).

Proof. We have ¢ < 27113 = 215 /2128 from [§]. Moreover, we have v = 1/2128.

Note that the output of AES(I?Z“b is completely random and independent of the
input, as each round key is XORed to the intermediate message and uniformly
distributed. This indicates p = 1/2128. O

We have to mention that LRW-AES-4r is not an ideal substitute for the LRW-
AES. The security of the LRW-AES-4r is moderately degraded compared with
the original LRW-AES. That is, LRW-AES-4r has 112/2 = 56-bit security (i.e.,
g must be much smaller than 25), while the original LRW-AES has 63-bit
security. This means that the lifetime of key should be slightly shortened. In
addition, the key of the LRW-AES-4r is longer (512 bits) than that of the
LRW-AES (256 bits), though both require only one AES key scheduling. We
implemented our proposals and the original LRW-AES in software. Our im-
plementation was based on the reference AES code [22]. We used two naive
algorithms for multiplication in GF(2!28) that were specified in the document of
LRW-AES [23]. The performance of LRW-AES-4r is quite remarkable, as Table[I]
shows.
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A  Theorems and Lemmas Proved by Maurer [11]

Let us now describe some of Maurer’s results [I1] other than Theorem [3l They
were used in our analysis.

Lemma 3. (Lemma 1 (iv) of [I1]) Let MESs A and B be defined for F and G.
Moreover, let X; and Y; denote the i-th input and output of F' (or G), respec-
tively. Assume F|A = G|B. If szle"'Yi—lai_l < Plf|X77Y77—1b71_1 for i > 1, which
means PtilXiYi*lai,l(xivyi_l) < sz|xiyi*1bi71($ial/i_l) holds for all (z,y~1)
such that P£_1|Xi—1yi—1(mi_1, vy 1) and Plf_llXi—lyifl('ri_lyyi_l) are positive,

then there exists an MES C defined for G such that FA = GB/C,

Lemma 4. (Lemma 4 (ii) of [I1]) Let F and G be two compatible keyed func-
tions, and F be the function of F' and G (i.e., F[F] is a function that internally
invokes F, possibly several times, to process its inputs). Here, F can be proba-
bilistic, and if so, we assume F is independent of F or G. If FA = G® holds
for some MESs A and B, we have F[F]A" = F[G]F". Here, MES A' = ajd), ...
is defined such that a; denotes A-event is satisfied for the time period i. For
example, if F[F] always invoke F ¢ times for any input, then a, = ac. B’ is
defined in the same way.

Lemma 5. (Lemma 6 (i) of [11]) If F* = GP, then v(F,a,) = v(G,b,).
Lemma 6. (Lemma 6 (iii) of [I1)]) v(F,aq Aby) < v(F,aq) + v(F,by).

B Proof of Theorem [1]

The structure of the proof is almost the same as the proofs of Lemmas [l and
Let E denote the LRW mode using the offset function A, and P denote the
URP compatible (i.e., the block size and tweak space are the same as those of
E) with E. Let M; and C; be the i-th plaintext and ciphertext, and let T; be
the i-th tweak. Let S; be the i-th input to Fk, i.e., S; = A(T;) ® M;. Similarly,
we define U; = A(T;) @ C;. Note that these variables can be defined for both E
and P. We use two MESs A = apay ... and B = byby ... where a; = dist(S?)

and b; = dist(U?). An analysis similar to that used in the proof of Lemma
- - ~ ~ANB

provides that the equivalences E|A = P|AA B and EANC =P " hold for some

MES C = ¢gcy ... defined for E. Thus we have

AdvE(q) = AdvES(q) < v(P,ag Aby) < v(Pag) +v(P,by), (25)
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~ ~ANB
where the first inequality follows from EANC = P and Theorem Bl and the
last follows from Lemma [Gl It is almost trivial to see that any adaptive strategy
against P to invoke a4 or b, is no better than the best non-adaptive strategy.
Therefore, we have

1/(|37aq) < max PF)(Si = S, for some 1 <i < j < g|M?=m?,T? =19) < e¢*/2,
m9,

tq

where PP denotes the probability space defined by P and the maximum is taken
for all ¢ plaintexts and tweaks satisfying (m;,t;) # (m;,t;) for any i # j.
The second inequality follows from the assumption on A. Similarly, we obtain
v(P,by) < €q®/2, and thus, v(P,a,) + v(P,b,) < eg*. This concludes the proof.

C An Attack Against OCB1 Using Flawed XEX™!

OCB1 [I§] is an authenticated encryption mode for any finite-length message. A
ciphertext consists of a nonce, and an encryption of a message, and an authen-
tication tag, which we simply call a tag. The OCB1 defined in [I§] and [19] are
slightly different, but our attack is applicable to both. For simplicity, we only
describe a version of OCB1 defined in [I8] for a message of length cn bits for
some positive integer c. We also assume that the tag is n-bit. Let the message M
be (M[0], ..., M[c—1]), where each M[i] € ¥™. Let Ex be an n-bit block strong
tweakable block cipher having the tweak space {0,1,...,2"/2} x {0,1} x £". To
encrypt M with nonce N € ", we first let C[i] = Ex (M][i, (i,0, N)), where
the second argument of EK is a tweak, for i = 0,...,c — 2. The last block,
MTJc — 1], is encrypted such as Clc — 1] = M[c — 1] ® Ex (v, (¢ — 1,0, N)), where
v denotes the bit length of the last block, which is assumed to be n, in some
deterministic encoding. Then, we compute the sum of all message blocks, namely
sum = M[0] ® M[1] @ --- @& M[c — 1]. The tag is tag = Ex(sum, (¢ — 1,1, N)),
and the ciphertext C' is (N, C[0],...,Clc — 1],tag). To decrypt it, we compute
M\[z} = El}l(C[i],(i,QN)) for 1 < i < ¢—2. For C._1, we have M\[c— 1] =
Ceo1 @ Ex(v,(c—1,0,N)) and sum = ]\//.7[0] @M\[l] EB“'GBM\[C— 1]. Then, we
check if EK(sﬁr\n, (¢c—1,1,N)) and tag are the same. If they are the same, we
say the ciphertext is authenticated, and otherwise it is faked.

XEX ™' gives ciphertext C' = E'(M @ A(i1,i2, N)) ® A(iy,i2, N) where
Aliy, iz, N) equals 21132 Ex (N) for all (i1,42) € {0,1,...,2%2?} x {0,1}. Recall
that this provides unique representations but does not exclude a reduced-to-1
index vector. Our attack is against the tag-generation part and is based on the
information of two ciphertexts. We assume the nonce is set to N at the beginning
of the attack.

1. Ask the oracle (who implemented the XEX '-based OCB1) to encrypt a 2n-
bit message, M7 = (M7[0], M1[1]) = (0,m), for some m € X™ and receive the
ciphertext ¢} = (N, C1[0], C1[1], tag, ), where C4[0] = Ex (M;]0], (0,0, N)) =
Ex(N)® N and Ci[1] = m @ Eg' (v @2 Ex(N)) @2 Ex(N). The tag is
tag, = Ex'(m®2-3- Ex(N)) ®2-3- Ex(N).
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2. Ask the oracle to encrypt My = (M3[0], M3[1]) = (0,m') for some m’ €
X" m' # m and receive the ciphertext Cy = (N', C2[0], C2[1], tag,), where
C5]0] = Ex(M[0],(0,0,N’)) = Ex(N') & N’ and N’ # N. We do not use
C5[1] and tag,.

3. Then, issue the faked ciphertext C’ = (N, C"[0], C'[1],tag’). Here, C'[0] =
C1[0)®@ N@® N’, and C'[1] = C1[0] @ C1[1] ® C2[0] ® N @ N', and tag’ = tag;.

The above faked ciphertext will be always accepted as authentic by the oracle,
since the decrypted message will be:

M'[0] = Ex(C'[0] ® Ex(N)) @ Ex(N) = Ex (N) @ Ex (N') (26)
M1 =CN]®E(v®2-Ex(N) @2 Ex(N) = Ex(N) ® Ex(N') & m.
(27)

These equations indicate that sum’ = M’[0]@ M’[1] = m, and therefore, we have
tag’ = tag;.
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