
 A Full-custom Design of AES SubByte Module with 
Signal Independent Power Consumption 

Liang Li, Jun Han*, Xiaoyang Zeng, Jia Zhao 
State-Key Lab of ASIC and System, Fudan University, Shanghai 201203, China 

062052003@fudan.edu.cn 

Abstract—A full-custom design of AES SubByte module based 
on Sense Amplifier Based Logic is proposed in this paper. 
Power consumption of this design is independent of both value 
and sequence of data. Therefore this design is resistant to 
power analysis attack. This design is implemented using SMIC 
0.18um CMOS technology. Simulation results show that it can 
work at the frequency of 83.3MHz, and its total area is about 
0.85mm2. This design is suitable for application in the 
hardware implementation of symmetric-key cryptographic 
devices that have high security demand. 

I. INTRODUCTION

Security IC which applies to smart cards, e-commence, 
electronic bank and so on, is becoming more and more 
important nowadays. But in recent years, attackers can find 
the security IC’s secret key through side-channels 
information leaked by the switching behavior of digital 
CMOS gates [5][6][7][8]. Especially differential power 
analysis (DPA) attack is very effective in finding secret key. 
This attack is based on the fact that CMOS logic operations 
have the power characteristics that come from transition of 
data [7]. 

The default logic style in standard cell libraries used for 
security ICs is static complementary CMOS logic 
(scCMOS), which only consumes energy from power supply 
when its output has a 0-1 transition [9]. This asymmetric 
power characteristics provides the information that is useful 
for DPA attacks. The power consumption of logic gate 
originates from the value and the sequence of the input data. 
To avoid DPA attacks, a dynamic and differential CMOS 
logic style named as Sense Amplifier Based Logic (SABL) is 
proposed in [1][2], which can operate with constant power 
consumption. Recently, the design of sense-amplifier based 
flip-flop (SAFF) [3][4] have been proposed. The high clock 
frequencies of contemporary circuit are generally gain by 
using a fine-grain pipeline. Because of high number of 
pipeline stages in this circuit, the power consumption of the 
flip-flops is the substantial portion of total power budget. 
The SAFF provides ratioless design , reduced the short-
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circuit power dissipation. The design of this paper chooses 
pipeline structure, and uses the sense-amplifier based flip-
flop SAFF [3], which can operate with constant power 
dissipation. 

Advanced Encryption Standard (AES) is a secret key 
cryptography algorithm specified by the National Institute of 
Standards and Technology (NIST). It is the most commonly 
accepted private key algorithm currently in use today. In 
order to fit some portable devices, the low power design of 
AES is proposed in [10][11]. This paper uses the structure of 
low power AES proposed in [10]. In AES algorithm, 
SubByte module is the main target of most DPA attacks, as 
illustrated in previous papers, for example [12]. Traditional 
IC design for SubByte is not secure because of the reasons 
mentioned above.  

Consequently, this paper proposes a full-custom design 
of AES SubByte module using SABL to prevent DPA 
attacks. This paper is organized as follows. Section 2 
describes the implementation of SABL. Section 3 introduces 
the architecture of AES SubByte module based on SABL. 
Section 4 describes the experimental results including area, 
frequency and the feature of anti DPA attack. Section 5 
concludes this paper. 

II. SENSE AMPLIFIER BASED LOGIC

A. Sense Amplifier Based Logic gate 
SABL is based on two principles [1][2] according to 

K.Tiri’s research: (1) the logic style is a Dynamic and 
Differential Logic (DDL), therefore it has a single switching 
event per cycle and the switching event is independent of the 
input signals; and (2) during every switching event, it 
charges and discharges a constant capacitance, which is the 
sum of all the internal nodes capacitance together with one of 
the balance output capacitance.  
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Figure 1. Structure of SABL  

Figure 1 shows the structure of SABL[1][2]. The 
Differential Pull Down Network (DPDN) [2] connects one of 
the external nodes X and Y to the node Z. In the precharge 
phase (clk low), node Z is disconnected from GND and the 
output nodes X and Y are respectively precharged to VDD 
and VDD-Vth , where Vth is the threshold voltage. During 
the evaluation phase (clk high), the cross-coupled inverter 
toggles and provides a stable output as soon as a branch of 
the DPDN provides a path to GND. In case node X is 
connected to node Z, node OUT becomes 0, while node 
NOUT remains at 1. Similarly, in case node Y is connected 
to node Z, node NOUT becomes 0, while node OUT remains 
at 1. 

B. XOR-NXOR gate based on SABL 
The design in this paper uses XOR gate many times. 

Figure 2(a) shows a two inputs SABL XOR-NXOR gate[2] 
(XOR2D1). Figure 2(b) illustrates its parasitic capacitances 
and the current path from output to ground during evaluation 
phase. Simulation result demonstrates that the XOR2D1 gate 
works correctly and the transient response of two different 
cycles is very similar. This indicates that the power 
consumption is independent of the data. 
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Figure 2. (a) SABL- XOR2D1 Gate, (b) Analysis of two inputs SABL 
XOR-NXOR  Gate for (0,1)-input and (1,1)-input 

Figure 3. SABL-XOR3D1 Gate 

Figure 3 illustrates a three inputs SABL XOR-NXOR 
gate (XOR3D1) for more complicated logic in AES SubByte 
module. The working principle of XOR3D1 is similar to that 
of XOR2D1. Table 1 shows the implementation result of 
XOR2D1 and XOR3D1 using SMIC 0.18um CMOS 
technology. There is no obvious capability difference 
between XOR2D1 and XOR3D1. And they have the nearly 
same delay when the clock cycle is 12ns. 

Table 1. Comparison of the XOR2D1 and the XOR3D1 
Gate Numbers of   the 

transistor 
Delay 
 (ns) 

Layout area 
(um2)

XOR2D1 16 0.109 185.8116 
XOR3D1 26 0.128 289.9535 

III. AES SUBBYTE MODULE DESIGN BASED ON SABL

A. AES SubByte 
SubByte is the most complicated part in the AES 

algorithm, because it is the only non-linear operation and 
performs different affine transformation in encryption and 
decryption phase.  

There are two ways to realize the SubByte module in 
general, look-up table and finite field calculation. This paper 
employs the finite field calculation method to realize this 
module so as to reduce its hardware cost. The GF(28)
inversion calculation is mapped into GF(24) because 
calculations in GF(24) are easier to conduct. This approach 
can accelerate and simplify the GF(28) inversion calculation. 

A bi-directional SubByte block capable of both encryption 
and decryption function is shown in Figure 4 [8]. In Part1 
and Part3, affine (invaffine) is the (inversive) affine 
transformation, mapping is the transformation from GF(28)
to GF(24) and invmapping is the transformation from GF(24)
to GF(28). 
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Figure 4. Structure of AES SubByte module 

Part1 and Part3 have similar structure, and both can be 
realized by a sequence of XOR calculations with a multiplex 
output.  

The internal structure of Part2 is shown in Figure 5. Part2 
contains such calculations as add, square, multiplication and 
inverse in GF(24). All these calculations are equivalent to 
combinations of XOR, AND, INV [10]. 

Figure 5. Structure of Part2 

B. Implementation of SubByte based on SABL 
Consequently, this AES SubByte module can be 

implemented with the following set of basic cells: INV, 
AND2D1, AND3D1, XOR2D1 and XOR3D1 based on 
SABL [11]. Because SABL is differential and dynamic logic, 
this paper chooses the pipeline structure instead of directly 
connection. This kind of structure can achieve high speed at 
the cost of some area. The latch used in this design is also 
Sense Amplifier Flip-flop (SAFF) [3][4][13][14] whose 
work frequency is much higher than normal flip-flops. In 
order to obtain smaller area, some optimizations are 
performed in choosing XOR2D1 or XOR3D1 when facing a 
formula with several XOR operations. For example: 
Y=A^B^C^D^E^F. Figure 6 shows two methods of 
achieving the equation. Figure 6(a) has 2 XOR3D1 gates, 1 
XOR2D1 gate and 3 SAFFs while Figure 6(b) has 1 
XOR3D1 gate, 3 XOR2D1 gates and 4 SAFFs. According to 
Table 1, the layout area of one XOR3D1 gate is smaller than 
the layout area of two XOR2D1 gates. Obviously, Figure 6(a) 
has smaller area than that of Figure 6(b). 

Figure 6. Two methods of achieving the equation Y=A^B^C^D^E^F 

And the structure of multiplexer is illustrated in Figure 7. 
Its basic cell is SABL-AND2D1 which is a two inputs gate 
[9].  

Figure 7.  Structure of multiplexer 

IV. EXPERIMENTAL VERIFICATION OF SUBBYTE 
The circuit is implemented using SMIC 0.18um, 1.8V 

CMOS technology. The area of this layout is 0.85mm2.
Back-end simulation shows that the circuit can work at the 
frequency of 83.3MHz. Figure 8, a superposition of 
simulation power supply current for successive cycles of the 
transient response, illustrates that the instantaneous current 
of the scCMOS implementation is various. However during 
both precharge and evaluation phases, the SABL-SubByte 
performs the very similar instantaneous current. That means 
the power consumption is independent of the value and the 
sequence of the data. 

Figure 8.  SubByte module : superposition of the instantaneous power        
supply current for 600 clk cycles of simulated transient response 
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Simulation results demonstrate that this AES SubByte 
module is effective against Differential Power Analysis 
compared to scCMOS implementations. Using Hspice 
netlist, the same DPA is applied to both scCMOS SubByte 
module and SABL-SubByte module for comparison. Figure 
9 and Figure 10 illustrate the correlation between the number 
of changed bits from hypothetical model and the power 
consumption simulated by Hspice in every time point of all 
256 possible keys (according to the method suggested in [12] 
). This attack is based on correlation analysis, which changes 
the input data and analyzes the correlation between the real 
power consumption and the result of analyzing hypothetical 
model [12]. 200 randomly selected plaintexts are executed to 
generate power consumption information. As shown in 
Figure 9, DPA on scCMOS SubByte module is successful 
because a peak corresponding to the correct key occurs. 
Figure 10 shows the same attack on SABL-SubByte module 
fails because correlation coefficients are all below 0.4, that 
shows no clear correlation.  
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Figure 9.   Correlation based DPA on scCMOS SubByte module 
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Figure 10.  Correlation based DPA on SABL-SubByte module 

V. CONCLUSION

This paper proposes a full-custom design of AES 
SubByte module with signal independent power 
consumption. Simulation results demonstrate that this AES 
SubByte module is effective against Differential Power 
Analysis compared to Static Complementary CMOS 
implementations. Therefore, this design is suitable for AES 
hardware application that needs high security. 

REFERENCE

[1] K.Tiri, M.Akmal and I.Verbauwhede, “A Dynamic and Differential 
CMOS Logic with Signal Independent Power Consumption to 
Withstand Differential Power Analysis on Smart Cards”,28th

European Solid-State Circuits Conference (ESSCIRC 2002), pp.403-
406, September 2002. 

[2] Tiri,Kris J V, “Design for side-channel attack resistant security ICs”, 
Ph.D, University of California, Los Angeles, 2005, 141 pages; AAT 
3169203. 

[3] A.G.M.Strollo, D.De Caro, E.Napoli and N.Petra, “A novel high-
speed sense-amplifer-based flip-flop”, IEEE.VLSI systems, vol. 13, 
pp. 1266-1274, Nov. 2005. 

[4] B.Nikolic,V.G.Oklobzija,V.Stojanovic,W.Jia,J.K.Chiu and 
M.M.Leung, “Improved Sense-Amplifier-Based flip-flop : design and 
measurements”, IEEE J. Solid-State Circuits, vol. 35, pp. 876-883, 
June 2000. 

[5] E.Hess, N.Janssen, B.Meyer, and T.Schuetze, “ Information Leakage 
Attacks Against Smart Card Implementations of Cryptographic 
Algorithms and Countermeasures-a Survey”, Eurosmart Security 
Conference, pp. 55-64, 2000. 

[6] P.Kocher, “Timing Attacks on Implementations of Diffie-Hellman, 
RSA, DSS, and Other Systems”, Advances in Cryptology (CRYPTO 
1996), Lecture Notes in Computer Science, vol. 1109, pp. 104-
113,August 1996. 

[7] P.Kocher, J.Jaffe and B.Jun, “Differential Power Analysis”, 
Advances in Cryptology (CRYPTO 1999), Lecture Notes in 
Computer Science, vol. 1666, pp.388-397, August 1999. 

[8] J.Quisquater and D.Samyde, “ElectroMagnetic Analysis (EMA): 
Measures and Counter-measures for Smart Cards”, Smart Card 
Programming and Security (E-smart 2001), Lecture Notes in 
Computer Science, vol.2140,pp.200-210,2001. 

[9] J.Rabaey, Digital Integrated Circuits: A design perspective, Prentice 
Hall, 1996. 

[10] Jia Zhao, Xiaoyang Zeng, Jun Han, Jun Chen, “Very Low-cost VLSI 
Implementation of AES Algorithm” Solid-State Circuits Conference, 
2006.IEEE, pp. 223-226, Nov.2006. 

[11] S.Morioka and A.Satoh, “An Optimized S-box Circuit Architecture 
for Low Power AES Design,” Proc. CHES 2002, LNCS Vol. 2523, 
pp. 172-186, 2003. 

[12] S.B.Ors, F.Gurkaynak, E.Oswald, B.Preneel, “Power-analysis attack 
on an ASIC AES implementation”, IEEE. Digital Object Identifier, 
vol. 2, pp. 546-552, 2004. 

[13] J. Tschanz, S. Narendra, C. Zhanping, S. Borkar, M.Sachdev, and V. 
De, “Comparative delay and energy of single edge-triggered and dual 
edge-triggered pulsed flip-flops for high-performace 
microprocessors,” in Proc. Int. Symp. Low Power Electronics and 
Design, Aug. 2001, pp. 147-152. 

[14] B. Nikolic, V. G. Oklobdzija, V. Stajanovic, W. Jia, J. K. Chiu, and 
M. M. Leung, “Improved sense-amplifier based flip-flop: Design and 
measurements,” IEEE J. Solid-State Circuit, vol. 3, no.6, pp. 876-883, 
Jun. 2000. 

3305

Authorized licensed use limited to: University of Massachusetts Amherst. Downloaded on December 13, 2009 at 21:14 from IEEE Xplore.  Restrictions apply. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /ACaslonPro-Bold
    /ACaslonPro-BoldItalic
    /ACaslonPro-Italic
    /ACaslonPro-Regular
    /ACaslonPro-Semibold
    /ACaslonPro-SemiboldItalic
    /AGaramondPro-Bold
    /AGaramondPro-BoldItalic
    /AGaramondPro-Italic
    /AGaramondPro-Regular
    /Aharoni-Bold
    /Amienne
    /Amienne-Bold
    /Andalus
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /ArabicTypesetting
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArnoPro-Bold
    /ArnoPro-BoldCaption
    /ArnoPro-BoldDisplay
    /ArnoPro-BoldItalic
    /ArnoPro-BoldItalicCaption
    /ArnoPro-BoldItalicDisplay
    /ArnoPro-BoldItalicSmText
    /ArnoPro-BoldItalicSubhead
    /ArnoPro-BoldSmText
    /ArnoPro-BoldSubhead
    /ArnoPro-Caption
    /ArnoPro-Display
    /ArnoPro-Italic
    /ArnoPro-ItalicCaption
    /ArnoPro-ItalicDisplay
    /ArnoPro-ItalicSmText
    /ArnoPro-ItalicSubhead
    /ArnoPro-LightDisplay
    /ArnoPro-LightItalicDisplay
    /ArnoPro-Regular
    /ArnoPro-Smbd
    /ArnoPro-SmbdCaption
    /ArnoPro-SmbdDisplay
    /ArnoPro-SmbdItalic
    /ArnoPro-SmbdItalicCaption
    /ArnoPro-SmbdItalicDisplay
    /ArnoPro-SmbdItalicSmText
    /ArnoPro-SmbdItalicSubhead
    /ArnoPro-SmbdSmText
    /ArnoPro-SmbdSubhead
    /ArnoPro-SmText
    /ArnoPro-Subhead
    /Arnprior
    /Batang
    /BatangChe
    /Baveuse
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /Berylium
    /Berylium-BoldItalic
    /BickhamScriptPro-Bold
    /BickhamScriptPro-Regular
    /BickhamScriptPro-Semibold
    /Biondi
    /Biondi-Light
    /BirchStd
    /BlackadderITC-Regular
    /BlackoakStd
    /BlueHighway
    /BlueHighway-Bold
    /BlueHighwayCondensed
    /BlueHighwayDType
    /BlueHighwayLinocut
    /Boopee
    /Boopee-Bold
    /BradleyHandITC
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScriptStd
    /BurnstownDam
    /Byington
    /Byington-Bold
    /Byington-Italic
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /CarbonBlock
    /Catriel
    /Catriel-Bold
    /Catriel-BoldItalic
    /Catriel-Italic
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /ChaparralPro-Bold
    /ChaparralPro-BoldIt
    /ChaparralPro-Italic
    /ChaparralPro-Regular
    /CharlemagneStd-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlackStd
    /CooperBlackStd-Italic
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /CreditValley
    /CreditValley-Bold
    /CreditValley-BoldItalic
    /CreditValley-Italic
    /CurlzMT
    /DaunPenh
    /David
    /David-Bold
    /DFKaiShu-SB-Estd-BF
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /DokChampa
    /Dotum
    /DotumChe
    /EarwigFactory
    /EccentricStd
    /EdwardianScriptITC
    /EngraversMT
    /EngraversMT-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /EstrangeloEdessa
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EuphemiaCAS
    /EuphorigenicS
    /EurostileBold
    /EurostileRegular
    /FangSong
    /FelixTitlingMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FrenchScriptMT
    /GaramondPremrPro
    /GaramondPremrPro-It
    /GaramondPremrPro-Smbd
    /GaramondPremrPro-SmbdIt
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GiddyupStd
    /Gisha
    /Gisha-Bold
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /HeavyHeap
    /HoboStd
    /HurryUp
    /Huxtable
    /Impact
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /IskoolaPota
    /JasmineUPC
    /JasmineUPCBold
    /JasmineUPCBoldItalic
    /JasmineUPCItalic
    /Jokerman-Regular
    /JuiceITC-Regular
    /KaiTi
    /Kalinga
    /Kartika
    /KodchiangUPC
    /KodchiangUPCBold
    /KodchiangUPCBoldItalic
    /KodchiangUPCItalic
    /KozGoPro-Bold
    /KozGoPro-ExtraLight
    /KozGoPro-Heavy
    /KozGoPro-Light
    /KozGoPro-Medium
    /KozGoPro-Regular
    /KozMinPro-Bold
    /KozMinPro-ExtraLight
    /KozMinPro-Heavy
    /KozMinPro-Light
    /KozMinPro-Medium
    /KozMinPro-Regular
    /Kredit
    /KristenITC-Regular
    /Latha
    /Leelawadee
    /Leelawadee-Bold
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMT-Bold
    /Ligurino
    /Ligurino-Bold
    /LigurinoCondensed
    /Ligurino-Italic
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /LithosPro-Black
    /LithosPro-Regular
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /MaiandraGD-DemiBold
    /MaiandraGD-Italic
    /MaiandraGD-Regular
    /MalgunGothicBold
    /MalgunGothicRegular
    /Mangal
    /Marlett
    /MatisseITC-Regular
    /Meiryo
    /Meiryo-Bold
    /Meiryo-BoldItalic
    /Meiryo-Italic
    /MesquiteStd
    /MicrosoftHimalaya
    /MicrosoftJhengHeiBold
    /MicrosoftJhengHeiRegular
    /MicrosoftSansSerif
    /MicrosoftUighur
    /MicrosoftYaHei
    /Microsoft-Yi-Baiti
    /MingLiU
    /MingLiU-ExtB
    /Ming-Lt-HKSCS-ExtB
    /Ming-Lt-HKSCS-UNI-H
    /MinionPro-Bold
    /MinionPro-BoldCn
    /MinionPro-BoldCnIt
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Medium
    /MinionPro-MediumIt
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /MinyaNouvelle
    /MinyaNouvelleBold
    /MinyaNouvelleBoldItalic
    /MinyaNouvelleItalic
    /Miriam
    /MiriamFixed
    /Mistral
    /MongolianBaiti
    /MoolBoran
    /MS-Gothic
    /MS-Mincho
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSpecialty
    /MS-UIGothic
    /MT-Extra
    /Mufferaw
    /MVBoli
    /MyriadPro-Bold
    /MyriadPro-BoldCond
    /MyriadPro-BoldCondIt
    /MyriadPro-BoldIt
    /MyriadPro-Cond
    /MyriadPro-CondIt
    /MyriadPro-It
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Narkisim
    /Neuropol
    /NSimSun
    /NuevaStd-BoldCond
    /NuevaStd-BoldCondItalic
    /NuevaStd-Cond
    /NuevaStd-CondItalic
    /Nyala-Regular
    /OCRAExtended
    /OCRAStd
    /OratorStd
    /OratorStd-Slanted
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Papyrus-Regular
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PlanetBenson2
    /PlantagenetCherokee
    /PMingLiU
    /PMingLiU-ExtB
    /PoplarStd
    /PrestigeEliteStd-Bd
    /Pupcat
    /Raavi
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rod
    /RosewoodStd-Regular
    /SegoePrint
    /SegoePrint-Bold
    /SegoeScript
    /SegoeScript-Bold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Shruti
    /SimHei
    /SimplifiedArabic
    /SimplifiedArabic-Bold
    /SimplifiedArabicFixed
    /SimSun
    /SimSun-ExtB
    /StencilStd
    /Stereofidelic
    /SybilGreen
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tandelle
    /Tandelle-Bold
    /Tandelle-BoldItalic
    /Tandelle-Italic
    /Teen
    /Teen-Bold
    /Teen-BoldItalic
    /Teen-Italic
    /TeenLight
    /TeenLight-Italic
    /TektonPro-Bold
    /TektonPro-BoldCond
    /TektonPro-BoldExt
    /TektonPro-BoldObl
    /TempusSansITC
    /TimesNewRoman
    /TimesNewRoman-Bold
    /TimesNewRoman-BoldItalic
    /TimesNewRoman-Italic
    /TimesNewRomanMT-BoldCond
    /TimesNewRomanMT-Cond
    /TimesNewRomanMT-CondItalic
    /TimesNewRomanPS
    /TimesNewRomanPS-Bold
    /TimesNewRomanPS-BoldItalic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-Italic
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /TraditionalArabic
    /TraditionalArabic-Bold
    /TrajanPro-Bold
    /TrajanPro-Regular
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga
    /VelvendaCooler
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vivaldii
    /Vrinda
    /Waker
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


