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An Untraceable Blind Signature Scheme

Abstract

In this paper, the authors intend to propose a new untraceable
blind signature scheme based on the RSA cryptosystem. This paper ap-
plies the Extended Euclidean algorithm to our blind signature scheme.
Compared with other blind signature schemes, our proposed scheme can
meet the all requirements of a blind signature scheme. The security of
the proposed scheme, as did that of the RSA cryptosystem, depends on
the difficulty of solving the factoring problem.
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1 Introduction

The concept of blind signature was first proposed by Chaum [5]. It can be used
in cryptographic applications such as electronic voting systems and electronic
cash payment systems that have been prospering recently. With the help of a
blind signature scheme, a requester can obtain a signature on a message from a
signer such that the signer knows nothing about the content of the message and
is thus unable to link the resulting message-signature pair, achieving blindness
and untraceability.

In the real world, private information protection is a very crucial task in
some specific occasions that are becoming more and more general (i.e. anony-
mous voting systems or anonymous payment systems). In 1983 [5], Chaum
introduced the first blind signature scheme to ensure that the user’s private
information would not be revealed when he/she was proceeding with casting
or purchasing over the Internet. According to the concept offered by Chaum,

two parties, namely a group of requesters and a signer, are the participants of



a blind signature scheme. Suppose one of the requesters asks for a blind signa-
ture from the signer. First, the requester blinds a message using the blinding
factor and sends the blinded message to the signer. After receiving the blind-
ed message, the signer signs it using his/her private key and then sends the
blinded signature back to the requester. Afterwards, the requester can extract
the signature signed by the signer by eliminating the blinding factor from the
blinded signature. To successfully verify the legitimacy of the signature, one
can utilize the signer’s public key.

The requirements that a blind signature scheme is supposed to live up to

are [4, 12, 22, 29]:

1. Correctness: the correctness of the signature of a message signed through
the proposed blind signature scheme can be checked by anyone using the

signer’s public key.

2. Blindness: the content of the message should be blind to the signer; the

signer of the blind signature does not see the content of the message.

3. Unforgeability: the signature is the proof of the signer, and no one else

can derive any forged signature and pass verification.

4. Untraceability: the signer of the blind signature is unable to link the
message-signature pair even when the signature has been revealed to the

public.

Recently, many blind signature schemes have been proposed by many re-
searchers [1, 5, 7, 10, 12, 13, 24, 25, 30]. These schemes can only achieve the
above first three requirements. In this paper, we will propose a new untrace-
able blind signature scheme based on the RSA cryptosystem [2, 20, 28] and
the Extended Euclidean algorithm [23]. As the name reveals, our scheme can

meet the above requirements, namely correctness, blindness, unforgeability,



and untraceability. The security of our scheme also depends on the difficulty
of solving the factoring problem.

The rest of this paper is organized as follows. In Sections 2 and 3, we
shall introduce Chaum’s scheme and other related blind signature schemes. In
Section 4, we shall propose our new untraceable blind signature scheme based
on the RSA cryptosystem. In Section 5, the security of the proposed scheme

will be established. Finally, we shall give a conclusion to this paper in Section 6.

2 Related Works

The concept of a blind signature was first introduced by Chaum in 1983. It
can be applied in any situations where anonymity is required (e.g. anonymous
voting or anonymous payment [21]). In 1987, Chaum proposed a blind signa-
ture scheme based on the RSA public key signature system [6]. The security of
Chaum’s scheme depended on the difficulty of solving the factoring problem.

Solms et al. introduced the notion of perfect blackmail and money launder-
ing in 1992 [32]. In 1993, Micali introduced the concept of fair cryptosystems
to prevent the misuse of strong cryptographic systems by criminals [24]. In
1995, Stadler et al. considered that the anonymity and untraceability proper-
ties could possibly be misused by criminals [30]. Consequently, perfect black-
mailing or money laundering would exist in places like anonymous payment
systems. In order to prevent such criminal actions, Stadler et al. suggested
that a third trusted party should be considered in the anonymous payment
systems.

In 1998, Fan and Lei proposed a partially blind signature scheme [10] based
on the RSA public cryptosystem [2, 28] and quadratic residues [23] that could
reduce the computation load and the size of the database for electronic cash

systems. However, their scheme could not meet the untraceability property of



a blind signature [18].

At Crypto’99, Coron et al. proposed a signature forgery strategy into
the RSA digital signature system which is a branch of the chosen-message
attack [8]. Fortunately, this kind of attack does not really affect the security
of the RSA public key signature system because the messages have to be in a
special form [12]. In a blind signature scheme, since the plain text messages are
blinded by the requester previously, the signer cannot get any information from
the blinded messages. If any users do not follow the encoding rules defined
by the signer to prepare the message to be signed, the signer cannot detect
them out. Therefore, an attacker can obtain the signer’s signature for the
message that is in the special form designed by the attacker. For this reason,
in 2000, Fan et al. [12] injected a randomizing factor into every message when
it was signed by the signer in Chaum’s blind signature scheme, and this time
the requester had no way to remove the randomizing factor enclosed in the
signature. However, there are still two things expected from the scheme. One
is that the requester should remain able to eliminate the blind factor embedded
in the blinded signature. The other thing is that everyone should be able to
verify the constitutionality of the signature.

In 2001, Chien et al. proposed a partially blind signature scheme based on
the RSA cryptosystem that could reduce the size of the database and prevent
double spending from happening in electronic cash systems [7]. Unfortunately,
as Hwang et al. showed, Chien et al’s scheme failed to meet the requirement
of untraceability [19].

In addition to the difficulty of solving the factoring problem, the discrete
logarithm problem [17] can also be applied to blind signature schemes. In
1994, Camenisch et al. proposed two blind signature schemes based on the
discrete logarithm problem [1]. The first scheme was derived from a variation

of the DSA [26], and the second scheme depended on the Nyberg-Rueppel



signature scheme [27]. Nevertheless, in 1995, Harn [15] proffered a scheme
that allowed the signer to link to the requester when obtaining the message-
signature pair. Then, Horser et al. gave a comment to Harn’s cryptanalysis
[16]. They pointed out that the blind signature schemes could not in fact
be traced by Harn’s cryptanalysis. Besides, in 2000, Mohammed et al. [25]
proposed a blind signature scheme based on the ElGamal digital signature
scheme [9]. In their scheme, however, when the requester obtained the blinded
signature from the signer, he/she could not unblind it to acquire the signature
[31].

In 1996, Fan et al. [11] proposed a blind signature scheme based on quadrat-
ic residues [23]. And in 1998, they proposed another blind signature scheme
[13] also based on quadratic residues to further improve the computation ef-
ficiency for the requester. However, in 2000, Shao claimed that Fan’s blind
signature did not have the property of untraceability [29], and he proposed an
improved user-efficient blind signature at the same time. Then, in 2001, Fan
et al. did not only disagree with Shao’s comments [14], but also presented a
way to forge a legitimate signature so that the message could be signed by an

attacker instead of the signer in Shao’s blind signature scheme.

3 Chaum’s Blind Signature Scheme

In Chaum’s blind signature scheme [5], there are five phases: initializing, blind-
ing, signing, unblinding, and verifying. The blind signature scheme is described

briefly as follows.

o [nitializing phase: The signer randomly chooses two large primes p and ¢,
and computes n = p-q and ¢(n) = (p—1)(¢—1). The signer chooses two
large numbers e and d such that ed = 1 mod ¢(n) and GCD(e, ¢(n)) = 1.

Let (e, n) be the signer’s public key and d be the signer’s privacy key.



The signer keeps (p, q, d) secure and publishes (e, n) and a one-way hash

function h such as SHA-1 [23].

e Blinding phase: The requester has a message m, and he/she wishes to
have it signed by the signer. The requester randomly selects an integer r
as the blinding factor. The requester computes and submits the integer

a =r1°¢- h(m) mod n to the signer.

e Signing phase: After receiving o from the requester, the signer computes

and sends the integer t = o mod n to the requester.

e Unblinding phase: After receiving ¢t from the signer, the requester com-

putes s =t -7 ' mod n.

o Verifying phase: As a result, s is the signature on the message m. Any
one can verify the legitimacy of the signature by checking whether s¢ =

h(m) mod n.

It is easy to see that Chaum’s blind signature scheme cannot meet the re-
quirement of untraceability. As the above blind signature scheme description
suggests, the signer should keep a pair of records (ay, t;) for every blind mes-
sage. When the requester reveals k pairs of (m;, s;) to the public, the signer
can compute k r; =t; - 57" mod n according to each stored pair of values (o,
t;), where i = 1,2,3,...,k. Then the signer can trace the blind signature by
checking whether each r; and r;;_;) have the same relation. We assume that
each requester has his/her own random generator to generate an integer r by
a relation in Chaum’s blind signature scheme. We have shown the Chaum’s
blind signature has the above weakness. The Chaum’s blind signature scheme
cannot achieve perfect untraceability. To overcome the weakness, we propose

our scheme in next section.



4 The Proposed Scheme

Based on the RSA cryptosystem [3, 28], we shall propose a new untraceable
blind signature scheme in this section. Our scheme composed of five phases:
(1) initializing, (2) blinding, (3) signing, (4) unblinding, and (5) verifying. The
signer first publishes the public information in the initializing phase. In the
blinding phase, the requester blinds the message and sends it to the signer for
requesting the signature. Then the signer signs the blinded message in the
signing phase. In the unblinding phase, the requester derives the signature
from the blinded signature. Finally, any one can verify the legitimacy of the
signature in the verifying phase. The details of our scheme’s procedures are

described as follows.

e [nitializing phase:
The phase is the same as the initializing phase in Chaum’s blind signature
scheme. The signer keeps (p, ¢, d) secure and publishes (e, n) and a one-

way hash function h such as SHA-1 [23].

e Blinding phase:
The requester has a message m, and he/she wishes to have it signed by
the signer. The requester randomly selects two distinct integers r; and
ro as the blinding factors. Then he/she randomly chooses two primes a;
and as such that the greatest common divisor of a; and ay, denoted by
GCD(ay,as), is 1. Then, the requester computes the blinded messages
a; = 1¢ - h(m)®™ mod n and ap = r§ - h(m)* mod n, and sends (o, o)

to the signer.

e Signing phase:
After receiving («, ) from the requester, the signer randomly chooses
two primes b; and by such that GCD(by,bs) = 1 and signs the blinded

message by computing t; = o' mod n and ¢, = o52¢ mod n, and then



the signer sends them back to the requester along with (b, b2). Note

that (1, ta, b1, by) denote the blinded signatures.

Unblinding phase:

After receiving (¢1, 9, by, be) from the signer, the requester computes a;b;
and asby. Due to the four primes (aq, as, by, by) where GCD(ay,as) =
1 and GCD(by,by) = 1, GCD(a1by,asby) is also equal to one. When
GCD(a1by, azby) = 1, there must be exactly two integers w and ¢ that
satisfy the equation a,b;w—+asbet = 1. Tt is called the Extended Euclidean
algorithm [23]. The four parameters (ay, az,w,t) are kept secure by the
requester. Then the requester computes s, = t; -7, " = h(m)®"* mod n

asbad

and sy =ty - 752 = h(m) mod n. Then the requester can derive the

signature s by computing s = s - st mod n and then publish (m, s).

Verifying phase:
As a result, s is the signature on the message m. Any one can verify the

legitimacy of the signature by checking whether s¢ = h(m) mod n.

The above processes are briefly illustrated in Figure 1. In this figure, we omit

the modulus n.

5 Discussions

In this section, we shall examine the correctness, blindness, unforgeability, and

untraceability of the proposed scheme.

5.1 Correctness

If s is the signature of the message m produced by the proposed scheme in

Section 4, then s® = h(m) mod n is proven in the following:

s¢ = (s¥-s5)°modn



Requester Signer
(1)ay, as: primes (3)by,by: primes
GCD(G,l, 0,2) =1 GCD(bl, bg) =1
ri,r2: random integers (2)ay, as t = ol
ap =18 h(m)™ ty = ab?

ay =15 - h(m)??

(4) (tla t27 b17 b2)

(5)GCD(a1b1,a2b2) = ]_,
such that a;byw + asbst =1
S1 — tl . bel

S9 — tg . T;bQ

s=s".sb

(6)publishes (m, s)

Verifier

Figure 1: The proposed scheme




= (") (7)) mod

= (@) r7)7 - (@) - 15 mod

= (((ry - A(m)™ ) o) (5 - A(m)*7) - r3™)")* mod n
= (h(m)®brwd . p(m)®b21)e mod n

—  (h(m)d(@bretazbatlye o g

= h(m) mod n.

Since a1byw + ashbot = 1 and ed = 1 mod ¢(n), the above proof can be

successfully verified.

5.2 Blindness

Blindness is the main property in a blind signature. Blindness means that
the signer can sign a document without knowing what the document contains.
In Chaum’s blind signature scheme [5], the requester picks a blinding factor
r to compute the blinded message o = r¢ - h(m) mod n. Hence, the signer
does not get to know the message m. Similarly, in our proposed scheme,
the requester picks four blinding factors (r1, 2, a1, az) to compute the blinded
messages a1 = r{ - h(m)® mod n and ay = r§ - h(m)® mod n. Therefore, the

signer still cannot know the message m.

5.3 Unforgeability

The security of our scheme is based on the difficulty of solving the factoring
problem. It is hard to forge a valid signature s on any message m to pass the

verification s® = h(m) mod n [28].
5.4 Untraceability

Untraceability is also an important property in a blind signature. For any
given valid signature (m;, s;), the signer is unable to link this signature to the

message. In the proposed scheme, the signer can be kept from tracing the

10



blind signature. The demonstration is as follows. The signer keeps a set of
records (o, Qu;, t1;, toi, by, bo;) for every blinded message. However, when
the requester reveals (m;, s;) to the public, the signer has no way to get any
information (r}, and rf;) from these records. He/she cannot trace the relation
between 7}, and ri,. In addition, s consists of s; and sy, neither of which
the signer knows. Furthermore, without the knowledge of the secure integers

(@14, agi, w;, t;, 15, 79;), the signer cannot trace the blind signature.

Table 1: Comparisons of property

Mathematical Correctness Blindness Unforgeability Untraceability

foundation
1] DLP YES YES YES NO
[25] DLP NO YES YES -
[10] QR YES YES YES NO
[13] QR YES YES YES NO
5] FP YES YES YES NO
[24] FP YES YES YES NO
[30] FP YES YES YES NO
[12] FP YES YES YES NO
7] FP YES YES YES NO
Ours FP YES YES YES YES

*DLP: Discrete Logarithm Problem; QR: Quadratic Residues;
FP: Factoring Problem.

6 Conclusion

In this paper, we have proposed a new untraceable blind signature scheme
based on the RSA cryptosystem. The proposed scheme can meet the require-
ments of an ideal blind signature scheme, namely correctness, blindness, un-
forgeability, and untraceability. The security of the proposed scheme, as did

that of the RSA cryptosystem, depends on the difficulty of solving the fac-

11



toring problem. Compared with other blind signature schemes as shown in

Table 1, our scheme can fully satisfy all of the requirements an ideal blind

signature scheme should live up to according to previous discussions. In the

future work, the technology of a blind signature scheme can be applied to

cryptographic applications such as electronic voting systems and electronic

cash payment systems.
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