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Abstract

In 2005, Lee et al. proposed a blind signature
scheme based on the discrete-logarithm problem to
achieve the untraceability or unlinkability property.
However, the scheme will be demonstrated as not
being secure in this manuscript. We design an at-
tack on the scheme such that a signature requester
can obtain more than one valid signatures by per-
forming only one round of the protocol. It violates
an important security requirement of blind signa-
tures.
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1 Introduction

In 1982, Chaum proposed the concept of blind
signatures [1], which makes it information theo-
retically impossible for a signer to derive the link
between a signature and the instance of the sign-
ing operation that produced the blinded form of
the signature. This is usually referred to as the un-
linkability or untraceability property. Due to the
unlinkability property and the unforgeabilty of the
signatures, blind signatures have been widely ap-
plied to untraceable electronic cash protocols [1][3]
and anonymous electronic voting systems [4][8].

Recently, several blind signature schemes based
on the discrete-logarithm problem have been pro-
posed and discussed in [2][5][6][7]. In 1994, Car-
menish et al. [2] introduced a blind signature
scheme based on the discrete-logarithm problem.
In 1995, Harn [5] pointed out that Carmenish et
al.’s scheme cannot satisfy the requirement of un-
traceability. However, Horster et al. [6] claimed
that Harn’s cryptanalysis is not correct. Later, in
2005, Lee et al. [7] show that Horster et al.’s com-
ment on Harn’s attack [5] is wrong. Thus, they
proposed an improved blind signature scheme in
[7] to enhance the security of Carmenish et al.’s

scheme for withstanding the attack introduced in
[5].

In a secure blind signature scheme, it must be
guaranteed that any signature requester can ac-
quire at most w signatures if the requester per-
forms w rounds of the protocol with the signer
where w is a positive integer [1][3][4]. In this
manuscript, we will show that there exists a se-
curity flaw in the scheme of [7] such that a signa-
ture requester can obtain two valid signatures by
performing only one round of the protocol with
the signer. It turns out that the scheme of [7] is
insecure.

The rest of this paper is organized as follows.
In the next section, we briefly review Lee-Hwang-
Yang scheme of [7]. The proposed attack is pre-
sented in Section 3. Finally, a concluding remark
is given in Section 4.

2 Review of Lee-Hwang-Yang Blind
Signature Scheme

In this section, we briefly review the blind sig-
nature scheme proposed by Lee, Hwang, and Yang
[7]. There are two kinds of roles in the scheme: a
signer and a group of signature requesters, where
signature requesters request signatures from the
signer and the signer issues blind signatures to the
requesters. The details of [7] are described as fol-
lows:

Initially, the signer chooses two large primes
(p,q) and an integer g where ¢|(p — 1) and g is
a generator with order ¢ in Z7. The signer selects
an integer x as its secret key and computes y = ¢~
mod p. It publishes (p,q,g,v).

The signer randomly chooses lgl, k:NQ, b1, by € Z,
and computes 7 = ¢** mod p and 75 = ¢** mod
p such that GCD(r1,q) = GCD(r3,q) = 1. Then,
the signer sends 771, 72, b1, ba to a requester. After
receiving (71,72, b1, be) from the signer, the reque-
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Signer Requester

Randomly choose k1, ];2, b1, b2 € Z,.
71 =g¢" modp, 7 =g¢" modp

71,72,b1,b2  Randomly select (a,b,c,d,e).
— = 5

~ ab ~ bb
r1 =7r"'¢g° mod p, r2 = r3""2¢° mod p, r = (T‘17"2)d mod p

§1 = a1 + kibymy mod ¢ my = mﬂ%ad mod q, ma = mr}%bd mod ¢

mi, ma
~ —
83 = xr3 + kabams mod q 81,82 51:s~1r~171%+cdm mod q,52:s~2r~271%+edm mod ¢
———
s = (s1+ s2) mod ¢
? T
g° =y"r™ (mod p)
Figure 1: Lee-Hwang-Yang blind signature scheme
ster randomly chooses five integers (a,b,c,d,e) s1 = 8§17 1y + cdmy 51 = §17 try + cdmyg,
and keeps them secret. The requester computes mod ¢ and so = Sara ‘ry + edmg mod g,
~ab
r= (Tﬂ;%)d mod p where 71 = 71“" g¢ mod p and instead of s; = §;7 '3 + edm mod ¢ and
— 002 e .
Tro = To gbmod P. T.‘hen/:n/he_reqtiersfr ;hndz a sy = {;2@—1% + edm mod ¢ in the scheme of
message m by computing m; = mri—5-ad mod ¢ Section 2. Thus, the requester acquires two

and mg = mf’é%bd mod ¢, and submits (m7, m2)
to the signer. After receiving (my,ms), the signer
computes the blind signature s = xr; + k~1b1frﬁ
mod g and S3 = x5 + kobama mod ¢ and sends
(51, 52) to the requester. Finally, the requester
unblinds the blind signature by computing s; =
sﬁﬂ_lg + cdm mod ¢ and sy = 5275_1% + edm
mod g. The requester then computes s = (s1 + s2)
mod ¢ and publishes the message-signature triple
(m,r,s) to the public. One can verify the triple

?
by checking whether g* = y"r™ (mod p) is true or
not. The protocol is also illustrated in Figure 1.

3 An Attack on Lee et al.’s Blind
Signature Scheme

In the protocol of Session 2, if the requester is
dishonest, she/he can obtain two valid signatures
on two distinct messages m,, and mg, respectively,
by performing once of the protocol with the signer.
The proposed attack is described below.

~ab1 c

Instead of computing vy = 71" '¢g° mod p,
re = 73°2¢° mod p, and r = (r172)¢ mod p in
the scheme of Section 2, the requester computes
ro= (n™g°)" mod p and r = (72"¢)?
mod p where she/he does not need to compute
r in the attack. @ The requester then forms
m, = maﬂrl_lad mod ¢ and my = mgfvgrglbd
—1
mgy = mry 5-bd mod ¢ in the scheme of Section 2,
and she/he submits (m,m3) to the signer. Then,

she/he receives (51,$3) from the signer where

mod ¢, instead of m; = mri%-ad mod ¢ and

51 = afi + kabymy mod g and 5 = @ + kabaiiz
mod ¢, which is the same as that of the scheme in
Section 2. Finally, the requester derives

different message-signature triples (mgq,71,51)
and (mg, re, s2) such that ¢°* = y"r{" (mod p)
and ¢*2 = y™r,” (mod p) in the round of the
protocol because that

gs1 =g 171 " tridedme

(271 +k1by 71 )F1 P ey +edme

71 " 4k buma FL T e fedme
zr1+i€:b1mar~1rf1adr~1*1r1+cdma
@11 4k1b1mead+cdmy
IT1+(k~1b1ad+cd)ma
(k1abyd+cd)ma

" (mod p)

952 = g.s~2'72_1r2+edmg
= g($T~2+?€“2b2ﬂ72)772717‘2+6dm5
= gw@va*lrﬁ’k”zbzfﬁm*lrﬁedmﬁ

zT2+Ebgm5r~2r;1bdrNQ’1r2+edm5

=9

=g
= gzr2+(E bobd+ed)mg

zro +7€V2 bompgbd+edmp

= yrzg(iabbszred)mg

=y"2ry " (mod p).

4 Conclusions

In this manuscript we have demonstrated that
Lee et al.’s blind signature scheme is not secure.
Once we apply the scheme to an untraceable elec-
tronic cash system, a customer (i.e., a signature
requester in Lee et al.’s scheme) can obtain two
valid electronic coins (i.e., two valid signatures) af-
ter she/he performs a withdrawing procedure for
one coin with the bank (i.e., the signer). It will re-
sult in loss of the bank. Similarly, if the scheme is
utilized to construct an anonymous electronic vot-
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ing system, a voter (i.e., a signature requester) can
acquire two valid electronic votes (i.e., two valid
signatures) such that the tally result of the voting
is incorrect.
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