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Abstract. With the help of a blind signature scheme, a requester cairodsignature on a message
from a signer such that the signer knows nothing about théeabf the messages and is unable
to link the resulting message-signature pair; namely, adbdignature scheme can achieve both
blindnessanduntraceability Due to the above properties, the blind signhature schembéearsed

in cryptographic applications such as electronic votingtayms and cash payment systems. So far,
most of the proposed blind signature schemes are based diffibelty of solving the factoring
problem and quadratic residues. In this paper, the authtead to propose two new untraceable
blind signature schemes based on the difficulty of solvirgdiscrete logarithm problem. The two
blind signature schemes are two variations of the DSA sigeatcheme and can fully satisfy all of
the properties a blind signature scheme can have.

Keywords: Blind signature, cryptography, DSA, RSA.

“This research was partially supported by the National $ei€@ouncil, Taiwan, R.O.C., under contract no.: NSC91-2213
324-0083.

Address for correspondence: Department of Managementnhattion Systems, National Chung Hsing University, 250 Kuo
Kuang Road, 402 Taichung, Taiwan, R.O.C.



2 C. C. Lee et al./Untraceable Blind Signature Schemes Bas&szrete Logarithm Problem

1. Introduction

Digital signature schemes, such as those in [4, 34] and [Q,#ay an important role in computer
networks. The digital signature schemes can help confirnowreership or authorization of a message
in computer networks. Once the message is signed with prikgt of a legal signer, any receiver of the
signed message can verify the signature with the signeblqkey.

An important standard that a digital signature scheme ipasgd to live up to ision-repudiation
which means the real signer can never deny that he/she heisiige message. The security of these
digital signature schemes is based on the difficulty of sgithe factoring problem [4, 34], namehP,
and the discrete logarithm problem [10, 20], namelyP.

Based orfP, Dr. Chaum first proposed the concept of a blind signaturersehin 1982 [5]. Two
parties, namely a group of requesters and a signer, are ttiegents in a blind signature scheme. Let'’s
briefly review his protocol below [6]. The parameters of tltbesme defined as follows andg are
two large primes kept secure by the signer= p - ¢q, (e,n) is the signer’s public key, and is the
signer’s private key such that! = 1 mod (p — 1)(q — 1). First, a requester has a messagehat
he/she wishes to have signed by the signer. The requestardenabblinding factor in the blinded
messager = ¢ - m mod n and sends it to the signer. Secondly, the signer signs theédaimessage as
t = o mod n and sends it to the requester. Thirdly, the requester wfibtime signature by computing
s = t-r~ " mod n. Finally, the requester publishes:(s), and any one can verify the legitimacy of
the signature by checking whether the formsfia= m mod n holds. According to the concept offered
by Dr. Chaum, many applications have been developed togtrifte users’ privacy, among which are
anonymous electronic voting systems [17, 35] and cashmgstg, 3, 16, 33].

A blind signature scheme should not only preserve the ptiggesf digital signatures but also meet
some additional requirements as follows [5, 13, 27, 36]:

1. Correctness:the correctness of the signature of a message signed ththeghroposed blind
signature scheme can be checked by anyone using the sigoblis key.

2. Blindness:the content of the message should be blind to the signerighersof the blind signature
does not see the content of the message.

3. Unforgability: the signature is the proof of the signer, and no one else cawedany forged
signature and pass verification.

4. Untraceability: the signer of the blind signature is unable to link the messsgnature pair even
when the signature has been revealed to the public.

Among the numerous blind signature schemes basd&Pdn [6, 8, 13, 37], none can satisfy all the
above standards of the ideal blind signature scheme. Hwathg@thers have shown that these schemes
cannot achieventraceability[22, 23, 25, 26]. Hence, Hwang et al. have proposed an urtiéedlind
signature scheme based on the RSA cryptosystem to overdmmshbrtcoming [22]. On the other
hand, among the known blind signature schemes bas®&l.Brin [2, 30], none can satisfy all the above
standards either. In [2], Harn has pointed out the schenmestachievaintraceability[18]. However,
Horster et al. claimed that Harn’s cryptanalysis is not ectrf19]. In [30], Hwang et al. have also
pointed out that th®LP-based schemes cannot achiegerectnesdecause the requester cannot unblind
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the signature acquired [21]. Here, we propose anotheramgbisis in Camenisch et al.'s schemes [2].
The cryptanalysis is similar to Harn’s cryptanalysis [18Ur cryptanalysis is shown as follows.

The signer will keep a set of recofdh,, 7, ki, §;) for all the blinded messages. When the requester
revealsn records(m;,r;, s;) to the public, the signer can computepairs of recordsd, b;), where
ai = mym; 7, tr; mod ¢, b = m; H(s; — $irii ') mod ¢, andi = 1,2,--- ,n, corresponding to
each stored value@n;, 7;, ks, $;). Then the signer can trace the blind signature by checkinetivein
each ¢, b)) and @,(i—l)’ bl(i—l)) have the same relation. We assume that each requestersfzer luwn
random generator to generate integeesdb by a relation in Camenisch et al’s blind signature schemes.

In this paper, we shall propose two new untraceable blinoasige schemes based BhP. The two
blind signature schemes are derived from two variationhefQSA signature scheme [31]. The two
proposed schemes could fully satisfy the above requiresnent

The organization of this paper is as follows. In the nextisactve shall briefly review some related
works on blind signature schemes. In Section 3, in orderdésgnt our new untraceable blind signature
schemes, we shall briefly review the two variations, DSAetyand DSA-type2, of the DSA signature
scheme [31], which our new schemes are derive from. In Sedtibased on DSA-typel and DSA-type2,
we shall propose two untraceable blind signature schemeSedtion 5, the discussions will reveal that
our schemes can achieve all the above requirements an iglehisignature scheme should live up to.
Finally, we shall summarize the paper in the last section.

2. Reated Works

In 1982, Dr. Chaum first proposed the concept of a blind sigeascheme [5]. Subsequently, many
blind signature schemes were proposed by individual ssuatsed on the factoring problem [6, 7, 8, 13,
22, 29, 37, 38], nameli#P, the discrete logarithm problem [2, 30], nam&\.P, or quadratic residues
[11, 12, 14, 15, 36], namel@®R. The blind signature schemes can be applied to anonymociscelie
voting systems [17, 35] and cash systems [1, 3, 16, 33].

Let's talk aboutFP-based schemes first. In 1983, Chaum proposeBRablind signature scheme
based on the RSA digital signature scheme [6]. However, lvedral. claimed that Chaum’s scheme
could not achieveuntraceability They proposed an untraceable blind signature scheme loasttk
RSA cryptosystem to remedy the shortcoming [22]. In 1987Audh [7] proposed a new blind signature
scheme based on the RSA cryptosystem that allows an urdimitenber of signature types with only a
constant amount of computation. The scheme is very pra@tiG@me applications such as anonymous
payment systems. In 1992, Solms et al. introduced the nofiparfect blackmail and money laundering
[38]. And then in 1993, Micali introduced the concept of faiyptosystems to prevent the misuse of
strong cryptographic systems by criminals [29]. Howevéadter et al. considered that the anonymity
property and untraceability property could still possibly misused by criminals [37]. Consequently,
perfect blackmailing or money laundering would exist inggla like anonymous payment systems.

To prevent such criminal acts, Stadler et al. suggestedattiatd trusted party, e.g. Judge should
be considered in the anonymous payment systems. Unfoelynatwang et al. pointed out that their
blind signature scheme could in fact be traced by the sidi&r [

In Crypto’99, Cohen et al. warned that a signature forgenatagyy, which is a branch of the chosen-
message attack, might be introduced into the RSA digitalatige system and cause trouble [9]. Hence,
Fan et al. proposed a blind signature scheme to enhancentiennization of Chaum'’s blind signature
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scheme such that attackers cannot figure out what the sigaetiyesigns so as to avoid threats from

chosen-message attacks [13]. Unfortunately, their bligdadure scheme could in fact be traced by
the signer [26]. In 2001, Chien et al. proposed a partialigdbkignature scheme based on the RSA
cryptosystem that could reduce the size of the databaseramdn double spending of the electronic

cash system [8]. Unfortunately, Hwang et al. showed thaegflgt al's scheme failed to meet the

requirement ofintraceability[25].

Secondly, as far d@8LP-based are concerned, Camenisch et al. proposed two ldinatare schemes
in 1994 [2]. The first scheme was derived from a variation oAJ&EL], and the second scheme depended
on the Nyberg-Rueppel signature scheme [32]. However, % 19arn pointed out that the two schemes
could not achieve the property ahtraceability[18], allowing the signer to link to the requester and
obtain the message-signature pair. However, Horster etlaghed that Harn’s cryptanalysis is not
correct [19]. When the signer traces the signature, he Wwitio two pairs of signed messages that was
satisfied by the equation of Harn’s cryptanalysis. Theeeftre signer cannot trace back to the owner of
the signature. Then, we introduced another traceabilityamenisch et al.'s schemes as in Introduction.

Subsequently, Mohammed et al. [30] proposed a blind sigaaguoheme based on the ElGamal
digital signature scheme in 2000 [10]. However, in 2001, Hgvat al. pointed out that this scheme
could not achieve the property obrrectness When the requester obtained the blinded signature from
the signer, he/she could not unblind it to acquire the siged1].

Thirdly, as forQR[28], Fan et al. [12] proposed a blind signature scheme ir619he security
of the scheme depended on the difficulty of solving the squaoes of QR without trapdoors. Then,
in 1998, Fan et al. proposed a patrtially blind signature mehthat could reduce the computation load
and the size of the database for electronic cash systemsHbijever, this scheme could not meet the
requirement ofintraceabilitythat an ideal blind signature scheme should according torigweaal. [24].

In the same year, Fan et al. also proposed another blindtaignscheme [14] to further improve the

computation efficiency of the scheme in [12] for the requestewever, in 2000, Shao claimed that Fan
et al's blind signature scheme did not meet the requiremeohtiaceability[36], and he proposed an

improved user efficient blind signature of similar efficigrat the same time. Then, in 2001, Fan et al.
did not only disagree with Shao’s comments [15], but alssgméed a way to forge a legitimate signature
so that the message could be signed by an attacker instehd kefgal signer in Shao’s blind signature
scheme.

3. DSA-type Signature Schemes

Before we present our new untraceable blind signature sekieimthis section, let's first briefly review
two variations of the DSA signature scheme, DSA-typel andbD®e2 [31].

3.1. DSA-typel Signature Scheme

Letp be a large primeg be a prime factor ofp — 1), g be a generator of orderin GF(p), and finallyz
andy be a signer’s private key and public key, respectively. Hgre ¢* mod p. When a signer wants
to send a signed messageto a receiver, he/she must generate a digital signdiurg as follows:

r = ¢ mod p,

s = mx —rk mod q.
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Herek is a random number which is generated by the signer. Oncévirgédm,r, s) from the
signer, the receiver can verify the correctness of the siga®n the message by checking the equation:
g* =y™-r~" mod p.

3.2. DSA-type2 Signature Scheme

The scheme’s parametejs §, g, x, y) are the same as those in the previous scheme. When a sigmtsr wa
to send a signed messageto a receiver, he/she must generate a digital signdturg as follows:

r = g’C mod p,

s = mrz—k modq.

Herek is arandom number which is generated by the signer. Oncwiregém, r, s) from the signer,
the receiver can verify the correctness of the signaturehemtessagen by checking the following
equation:

S rm

g =y r~ ! mod p.

4. Untraceable Blind Signature Schemes

In this section, we shall propose two new blind signatureesws based on the discrete logarithm prob-
lem. Two participants, a signer and a requester, partigipabur new schemes. The requester would
request a blind signature from the signer, and the signetdaadlow the requester to have the capabil-
ity to send blinded messages to be signed by the signer. Andigimer cannot see the content of the
messages.

Each of the proposed schemes can be divided into five phasgshe(initializing phase (2) the
blinding phase (3) the signing phase(4) the unblinding phaseand (5)the verifying phase In the
initializing phase, the system’s parameters are definadi tfam signer publishes his/her public key and
sends a partial blind signature to the requester. In th&ibinphase, the requester blinds the message
and sends it to the signer for requesting the blind signaturehe signing phase, the signer signs the
blinded message and sends the blind signature to the requésthe unblinding phase, the requester
derives the real digital signature from the blinded sigraaturinally, any one can verify the legitimacy
of the digital signature in the verifying phase. The detafishe two new untraceable blind signature
schemes are described as follows.

4.1. Blinding the DSA-typel Scheme

In this subsection, we propose a new blind signature schehiehvis based on DSA-typel, namely
BTDSAL.

4.1.1. Theinitializing phase

Letp be a large primeg be a prime factor ofp — 1), g be a generator of orderin GF(p), and finallyz
andy be a signer’s private key and public key, respectively. Here

y = g* mod p,
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is published to the public. The signer randomly chodse#s, c1, andcy € Z,, and computes

7 = g’Cl mod p,

7y = ¢* mod p.

Herer; must satisfyged(7;, q) = 1. Then he/she sendg;( 3, c1, ¢2) to the requester.

4.1.2. Theblinding phase

First, the requester randomly chooses four integefs w andz such that the greatest common divisor
of w andz, denoted agcd(w, z), is 1. Whenged(w, z) = 1, there will be two integers andd satisfying
ew + dz = 1. This is called the Extended Euclidean algorithm [28]. Thesmeterse, w, d, z, a, b) are
kept securely by the requester.

After receiving (1, 72, c1, c2) from the signer, the requester computes

rr = 71" mod p,
ro = 7% mod p.
Then he/she computes= rr, mod p and blinds the message by computing

1

my = emriry 'ry'a” mod g,

my = dmrr; try ' mod g,

and sendsn,; andms to the signer. Hereyi; andmiy are the blinded messages.

4.1.3. Thesigning phase
After receiving the blinded messagels andnis from the requester, the signer computes

§1 = xmy — r1kicy mod g,

S9 = Q?’rfbg - TAQkQCQ mod q,

and forwards them to the requester. Hekeands, are the blind signature.

4.1.4. Theunblinding phase

After receiving §; and $; from the signer, the requester can derive the digital sigeats; and s, by
computing
s1 = Syt

So = &urh 'rirezb mod q.

rirowa mod g,

Then he/she can compute the real digital signatuses; + s, mod ¢. The requester publishés, r, s)
to the public. The paifr, s) is a valid pair digital signature on message
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4.1.5. Theverifying phase

To verify the legitimacy of the digital signatufe, s) on messagen, anyone can check the equation

g9° =y™r " mod p.

The above processes are briefly illustrated in Figure 1.ifgnfitpure, we omit the modulyi andg.

Requester| Signer

3)e,w,d, z,a,b): (LK1 K2,c1,62:

random numbers, random numbers,

such thakw + dz = 1 (201, 7o, c1, ¢ r =gk

ry = 7 vee o = gkg

ry = ,},¢2sz2

r="r1ry

my = emr}rl_lrgla’l (4)Tﬁ1, mo (5)8A1 = Tmi — ’)"A1/<7A101

Mo = dm’)"AQT’I_IT’Q_Ibfl So = Tmy — ')"AQkAQCQ

(6)SA1, SAQ

(Nsy1 = §17 " 'y rowa
S9 = SAQ’I“AQ_l’I“l’I“sz
s =81+ 89

(8)publishes, r, s)

Verifier

)g* =y™r™"

Figure 1. Blinding the DSA-typel scheme (BTDSA1)

4.2. Blinding the DSA-type2 Scheme

In this subsection, we propose a new blind signature schehiehvis based on DSA-type2, namely
BTDSAZ2.
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4.2.1. Theinitializing phase
The phase is the same as the initializing phase of the pralyipuoposed BTDSA1 scheme.

4.2.2. Theblinding phase

First, the requester also randomly chooses four integebs w and z such that the greatest common
divisor of w andz, denoted agcd(w, z), is 1. Whengcd(w, z) = 1, there will be two integers andd
satisfyingew + dz = 1. The parameter&, w, d, z, a, b) are kept securely by the requester.

After receiving ¢, 72, c1, ¢2) from the signer, the requester computes

~ wacy

r. = 17 mod p,

ry = 71572 mod p.

Then he/she computes= rr, mod p and blinds the message by computing

my = emrﬁ_lmrga_l mod g,

Mo = dmfg_lrlrgb_l mod q.

Then he/she sends; andni, to the signer. Hereyi; andni, are the blinded messages.

4.2.3. Thesigning phase

After receiving the blinded messagels andnis from the requester, the signer computes

S1 = JTTle’I“Al - klcl mod q,

S9 = JTTTALQ’I“AQ - kQCQ mod q.

And then he/she forwards them to the requester. Hgrands; are the blind signature.

4.2.4. Theunblinding phase

After receiving §; and $; from the signer, the requester can derive the digital sigeats; and s, by
computing

s1 = Siywa mod g,

So = Sozbmod gq.

Then he/she can compute the real digital signatures; + s, mod ¢. The requester publishés, r, s)
to the public. The paifr, s) is a valid pair digital signature on message

4.25. Theverifying phase

To verify the legitimacy of the digital signatufe, s) on message:, anyone can check the equation
g* =y~ mod p.

The above processes are briefly illustrated in Figure 2.ignfigure, we omit the modulyi andg.
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Requester,

(3)(67 'UJ, d? Z, a? b)
random numbers,

Signer

(1)1{;1 !kAQ C1 102:
random numbers,

Q)g® = y™mr !

such thatw + dz =1 (21,72, c1, ¢ =g

Py = 7y o = g

ry = ,},¢2sz2

r=riry

My = emr 'rirea ! (A, mo (B)s1 = zmury — kAlCl

Mo = dm’)’fgflrl’)"gbfl S9 = TM9ory — kAQCQ
(7)s1 = s1wa ©)1, %

89 = S92b

s =81+ 89
(8)publishesn, r, s)

Verifier

Figure 2.

5. Discussions

In this section, we shall examine the correctness and socueityeproperties of our proposed schemes.

5.1. Correctness

The correctness of our proposed schemes BTDSA1 and BTDSg@ven as follows. We prove that
the verifying phase is correct. The verifier only verify tharp(r, s) and the message by using the
verifying phase. He/she does not know theands, of s. If the s; ands, are correct, the verifying phase

is also correct.

Blinding the DSA-type2 scheme (BTDSA2)
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511 BTDSA1l

If the pair (-, s) is a signature of the messageproduced by the proposed blinding DSA-typel scheme
(BTDSAL) in Section 4.1, thep® = y™r~" mod p is proven in the following:

L — S1+52

g = g mod p,

~ o~ —1 ~A oA —1

— S17 riraswa-+sar rirazb

:gll 172Wa+S$272 172 modp,

_ (amil—r]lclcl)rl_lrlrgwa—l—(mrig—r}kzcz)ré_lrlrgzb

=9

=g
(ewmx—k}waqr1r2)+(dzmx—lézzbczr1rz)

=g mod p,

mod p,

(m(emrﬁrflrz_la_l)—ﬁk}cl)rﬁ_lrlrgwa—l—(m(dmfzrl—17"2_lb_1)—7"5]4;202)7"}_17"17"2,2(7

mod p,

ew+dz)mz—rira (IcAl wacy +I€2zb02)

g( mod p,

y"r~" mod p.

Sinceew + dz = 1,y = ¢° mod p andr = ryry = (1;9%)(r*0?) = g]“gl“"“l"']“}z{’02 mod p, the
above proof can be successfully verified.

512 BTDSA2

If the pair (-, s) is a signature of the messageproduced by the proposed blinding DSA-type2 scheme
(BTDSA2) in Section 4.2, thep® = v"™r~! mod p is proven in the following:

L — 51482

g mod p,

Q
1l

stwa—+s>zb

g mod p,

_ g(mrﬁ,lﬁ715101)wa+(z7ﬁ27f27/€202)zb mod P,

= g(m(emr} 711"11"20,_1)7‘1 715101)wa+(m(dm1”271r1r2b_1)7‘27/€2@)zb mod P,

=9

g
rm

y"™r 1 mod p.

(ewmry rox—kiwacy )+ (dzmrq rox—ko zbea)

mod p,

(ew+dz)mrz— (kAl wacy+ky zbea)

mod p,

Sinceew + dz = 1,y = ¢° mod p andr = ryry = (V%) (r*02) = g]“gl“"“l"']“éz{’02 mod p, the
above proof can be successfully verified.

5.2. Blindness

Blindness is the main important property in a blind signatuit allows the signer to sign a document
without knowing what the document contains. In Chaum’sdkaignature scheme [6], the requester
picks a blinding factor to compute the blinded message= ¢ - m mod n and sends to the signer.
Hence, the signer cannot know the messagen the same way, our two new schemes complete their
mission as follows.
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521 BTDSAl

The requester picks six blinding factors, w, d, z, a, b) to compute the blinded messages, =
emﬁrl_lrgl(fl mod g and my = dmr}rflr;lb*I mod ¢, wherer; = 7“** modp andry =
772 mod p. And the requester sends; and i, to be signed by the signer. However, the signer
cannot derivem without knowing ¢, w,d, z,a,b). Therefore, the signer can by no means know the
messagen.

522. BTDSA2

The requester picks six blinding factorg, (, d, z, a, b)) to compute the blinded messagés =
emr " rirea~! mod ¢ andmiy = dmr " rireb™! mod ¢, wherer; = 1% mod p andry = 7570

mod p. And the requester sends; andni, to be signed by the signer. However, the signer cannot
derivemn without knowing €, w, d, z, a, b). Therefore, the signer can by on means know the message

5.3. Unforgability

The security of our two new schemes, which is the same astftiz¢ schemes in [2, 10, 31], is based on
the difficulty of solving the discrete logarithm problem. Noe can forge a valid signature pé&it s) on
the message: to pass the verification because it is very difficult to sohe discrete logarithm problem
[2, 10, 31].

531. BTDSA1l

Based on the discrete logarithm problem, given the publjcikand generatog, it is computationally
infeasible to acquire the private keyfrom y = ¢® mod p. To successfully pass the verification equation
g° = y™r " mod p, an attacker has to randomly chooseranm s and then try to derive or ». However,
it is also difficult to solve this discrete logarithm problem

Furthermore, given a valid signature:(r, s), the difficulty of deriving another valid signature
(m’, 7', s') such tha® = y™ '~ mod p equals that of solving the discrete logarithm problem.

532. BTDSA2

The security of BTDSAZ2 is similar to that of BTDSAL. To sucskdly pass the verification equation
¢®* = y"™r~! mod p, an attacker has to randomly choose-am s and then try to derive or r. However,
it is also difficult to solve this discrete logarithm problem

Furthermore, given a valid signature:(r, s), the difficulty of deriving another valid signature
(m/,r', ') such thay® = y""™ r'~1 mod p equals that of solving the discrete logarithm problem.

5.4. Untraceability

Untraceability is an important property in a blind signatuFor any given valid signaturen r, s), the
signer is unable to link this signature to the message. Iipthposed two new schemes, the signer can
be kept from tracing the blind signature. The demonstratame as follows.
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54.1. BTDSA1l

The signer will keep a record sébi;, mia;, i, 75, k15, kois Sis, S5, €14, ¢2;) for all the blinded mes-
sages, wheré = 1,2,---,n. When the requester revealsrecords(m;, r;, s;) to the public, the
signer will compute two valuega’ Landdib/~!, whereela, ™" = niy;m; v tr; mod ¢ anddibT! =
nigim; 13~ 'r; mod ¢, corresponding to each stored valuél{ Mi2iy Tiis T, K1is K20y S1is 8% Clis
o). However the signer cannot trace the blind signature higatieg whether eachela;~ ! , dibi h
and (3 d’ b’l 11 ) have the same relation. Therefore, without the knowledgee)secure

numberSe,,wl, z,z,,az, i, the signer cannot trace the blind signature.

54.2. BTDSA2

The signer will keep record Séiiy;, 11iai, i, i, k14, koi, S1i, $3, €14, ¢2;) for all the blinded messages,
wherei = 1,2,--- ,n. When the requester revealsrecords(m;, r;, s;) to the public, the signer
will compute two valueSe’a’ Land dip; !, whereela, ' = miyym; trir; modq anddip, b =
oM lrgl ! mod ¢, corresponding to each stored val(uéh, Mhoi, i T2 ki Ko2i, sh, 89i, Cli, C2i).
However the signer cannot trace the blind signature byctete whether eache{al , dib.” 1y and
(el 1) ( ) d’( )b’(*ll))have the same relation. Therefore, without the knowledgleeosecure num-

berSe w, d, z, a, b, the signer cannot trace the blind signature.

6. Conclusions

In this article, we have proposed two new untraceable bligiedure schemes based on the discrete log-
arithm problem. The security of our schemes relies on tHiedify of computing the discrete logarithm.
Our schemes do not only fully satisfy all of the requiremetsdeal blind signature scheme should live
up to according to previous discussions, but also have tteviog characteristics:

1. The proposed schemes are superior to the other blindtgigrechemes in preventing the message-
signature pair from being traced by the signer.

2. The proposed schemes use the concept of the DSA signatueens. (The security is based on
the difficulty of solving the discrete logarithm problem.)

3. The proposed schemes can also be applied to current anasyatectronic voting systems and
cash systems.
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