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Abstract. With the help of a blind signature scheme, a requester can obtain a signature on a message
from a signer such that the signer knows nothing about the content of the messages and is unable
to link the resulting message-signature pair; namely, a blind signature scheme can achieve both
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problem and quadratic residues. In this paper, the authors intend to propose two new untraceable
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1. Introduction

Digital signature schemes, such as those in [4, 34] and [10, 20], play an important role in computer
networks. The digital signature schemes can help confirm theownership or authorization of a message
in computer networks. Once the message is signed with private key of a legal signer, any receiver of the
signed message can verify the signature with the signer’s public key.

An important standard that a digital signature scheme is supposed to live up to isnon-repudiation
which means the real signer can never deny that he/she has signed the message. The security of these
digital signature schemes is based on the difficulty of solving the factoring problem [4, 34], namelyFP,
and the discrete logarithm problem [10, 20], namelyDLP.

Based onFP, Dr. Chaum first proposed the concept of a blind signature scheme in 1982 [5]. Two
parties, namely a group of requesters and a signer, are the participants in a blind signature scheme. Let’s
briefly review his protocol below [6]. The parameters of the scheme defined as follows:p andq are
two large primes kept secure by the signer,n = p � q, (e; n) is the signer’s public key, andd is the
signer’s private key such thated � 1 mod (p � 1)(q � 1). First, a requester has a messagem that
he/she wishes to have signed by the signer. The requester embeds a blinding factorr in the blinded
message� = r

e

�m mod n and sends it to the signer. Secondly, the signer signs the blinded message as
t = �

d

mod n and sends it to the requester. Thirdly, the requester unblinds the signatures by computing
s = t � r

�1

mod n. Finally, the requester publishes (m; s), and any one can verify the legitimacy of
the signature by checking whether the formulas

e

� m mod n holds. According to the concept offered
by Dr. Chaum, many applications have been developed to protect the users’ privacy, among which are
anonymous electronic voting systems [17, 35] and cash systems [1, 3, 16, 33].

A blind signature scheme should not only preserve the properties of digital signatures but also meet
some additional requirements as follows [5, 13, 27, 36]:

1. Correctness: the correctness of the signature of a message signed throughthe proposed blind
signature scheme can be checked by anyone using the signer’spublic key.

2. Blindness:the content of the message should be blind to the signer; the signer of the blind signature
does not see the content of the message.

3. Unforgability: the signature is the proof of the signer, and no one else can derive any forged
signature and pass verification.

4. Untraceability: the signer of the blind signature is unable to link the message-signature pair even
when the signature has been revealed to the public.

Among the numerous blind signature schemes based onFP in [6, 8, 13, 37], none can satisfy all the
above standards of the ideal blind signature scheme. Hwang and others have shown that these schemes
cannot achieveuntraceability[22, 23, 25, 26]. Hence, Hwang et al. have proposed an untraceable blind
signature scheme based on the RSA cryptosystem to overcome the shortcoming [22]. On the other
hand, among the known blind signature schemes based onDLP in [2, 30], none can satisfy all the above
standards either. In [2], Harn has pointed out the schemes cannot achieveuntraceability[18]. However,
Horster et al. claimed that Harn’s cryptanalysis is not correct [19]. In [30], Hwang et al. have also
pointed out that theDLP-based schemes cannot achievecorrectnessbecause the requester cannot unblind
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the signature acquired [21]. Here, we propose another cryptanalysis in Camenisch et al.’s schemes [2].
The cryptanalysis is similar to Harn’s cryptanalysis [18].Our cryptanalysis is shown as follows.

The signer will keep a set of record(m̂
i

; r̂

i

;

^

k

i

; ŝ

i

) for all the blinded messages. When the requester
revealsn records(m

i

; r

i

; s

i

) to the public, the signer can computen pairs of records (a0
i

, b0
i

), where
a

0

i

= m̂

i

m

�1

i

r̂

i

�1

r

i

mod q, b0
i

= m

�1

i

(s

i

� ŝ

i

r

i

r̂

i

�1

) mod q, andi = 1; 2; � � � ; n, corresponding to
each stored values(m̂

i

; r̂

i

;

^

k

i

; ŝ

i

). Then the signer can trace the blind signature by checking whether
each (a0

i

, b0
i

) and (a0
(i�1)

, b0
(i�1)

) have the same relation. We assume that each requester has his/her own
random generator to generate integersa andb by a relation in Camenisch et al’s blind signature schemes.

In this paper, we shall propose two new untraceable blind signature schemes based onDLP. The two
blind signature schemes are derived from two variations of the DSA signature scheme [31]. The two
proposed schemes could fully satisfy the above requirements.

The organization of this paper is as follows. In the next section, we shall briefly review some related
works on blind signature schemes. In Section 3, in order to present our new untraceable blind signature
schemes, we shall briefly review the two variations, DSA-type1 and DSA-type2, of the DSA signature
scheme [31], which our new schemes are derive from. In Section 4, based on DSA-type1 and DSA-type2,
we shall propose two untraceable blind signature schemes. In Section 5, the discussions will reveal that
our schemes can achieve all the above requirements an ideal blind signature scheme should live up to.
Finally, we shall summarize the paper in the last section.

2. Related Works

In 1982, Dr. Chaum first proposed the concept of a blind signature scheme [5]. Subsequently, many
blind signature schemes were proposed by individual studies based on the factoring problem [6, 7, 8, 13,
22, 29, 37, 38], namelyFP, the discrete logarithm problem [2, 30], namelyDLP, or quadratic residues
[11, 12, 14, 15, 36], namelyQR. The blind signature schemes can be applied to anonymous electronic
voting systems [17, 35] and cash systems [1, 3, 16, 33].

Let’s talk aboutFP-based schemes first. In 1983, Chaum proposed anFP blind signature scheme
based on the RSA digital signature scheme [6]. However, Hwang et al. claimed that Chaum’s scheme
could not achieveuntraceability. They proposed an untraceable blind signature scheme basedon the
RSA cryptosystem to remedy the shortcoming [22]. In 1987, Chaum [7] proposed a new blind signature
scheme based on the RSA cryptosystem that allows an unlimited number of signature types with only a
constant amount of computation. The scheme is very practical in some applications such as anonymous
payment systems. In 1992, Solms et al. introduced the notionof perfect blackmail and money laundering
[38]. And then in 1993, Micali introduced the concept of faircryptosystems to prevent the misuse of
strong cryptographic systems by criminals [29]. However, Stadler et al. considered that the anonymity
property and untraceability property could still possiblybe misused by criminals [37]. Consequently,
perfect blackmailing or money laundering would exist in places like anonymous payment systems.

To prevent such criminal acts, Stadler et al. suggested thata third trusted party, e.g. aJudge, should
be considered in the anonymous payment systems. Unfortunately, Hwang et al. pointed out that their
blind signature scheme could in fact be traced by the signer [23].

In Crypto’99, Cohen et al. warned that a signature forgery strategy, which is a branch of the chosen-
message attack, might be introduced into the RSA digital signature system and cause trouble [9]. Hence,
Fan et al. proposed a blind signature scheme to enhance the randomization of Chaum’s blind signature
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scheme such that attackers cannot figure out what the signer exactly signs so as to avoid threats from
chosen-message attacks [13]. Unfortunately, their blind signature scheme could in fact be traced by
the signer [26]. In 2001, Chien et al. proposed a partially blind signature scheme based on the RSA
cryptosystem that could reduce the size of the database and prevent double spending of the electronic
cash system [8]. Unfortunately, Hwang et al. showed that Chien et al’s scheme failed to meet the
requirement ofuntraceability[25].

Secondly, as far asDLP-based are concerned, Camenisch et al. proposed two blind signature schemes
in 1994 [2]. The first scheme was derived from a variation of DSA [31], and the second scheme depended
on the Nyberg-Rueppel signature scheme [32]. However, in 1995, Harn pointed out that the two schemes
could not achieve the property ofuntraceability [18], allowing the signer to link to the requester and
obtain the message-signature pair. However, Horster et. alclaimed that Harn’s cryptanalysis is not
correct [19]. When the signer traces the signature, he will obtain two pairs of signed messages that was
satisfied by the equation of Harn’s cryptanalysis. Therefore, the signer cannot trace back to the owner of
the signature. Then, we introduced another traceability toCamenisch et al.’s schemes as in Introduction.

Subsequently, Mohammed et al. [30] proposed a blind signature scheme based on the ElGamal
digital signature scheme in 2000 [10]. However, in 2001, Hwang et al. pointed out that this scheme
could not achieve the property ofcorrectness. When the requester obtained the blinded signature from
the signer, he/she could not unblind it to acquire the signature [21].

Thirdly, as forQR [28], Fan et al. [12] proposed a blind signature scheme in 1996. The security
of the scheme depended on the difficulty of solving the squareroots ofQR without trapdoors. Then,
in 1998, Fan et al. proposed a partially blind signature scheme that could reduce the computation load
and the size of the database for electronic cash systems [11]. However, this scheme could not meet the
requirement ofuntraceabilitythat an ideal blind signature scheme should according to Hwang et al. [24].
In the same year, Fan et al. also proposed another blind signature scheme [14] to further improve the
computation efficiency of the scheme in [12] for the requester. However, in 2000, Shao claimed that Fan
et al’s blind signature scheme did not meet the requirement of untraceability[36], and he proposed an
improved user efficient blind signature of similar efficiency at the same time. Then, in 2001, Fan et al.
did not only disagree with Shao’s comments [15], but also presented a way to forge a legitimate signature
so that the message could be signed by an attacker instead of the legal signer in Shao’s blind signature
scheme.

3. DSA-type Signature Schemes

Before we present our new untraceable blind signature schemes, in this section, let’s first briefly review
two variations of the DSA signature scheme, DSA-type1 and DSA-type2 [31].

3.1. DSA-type1 Signature Scheme

Let p be a large prime,q be a prime factor of(p� 1), g be a generator of orderq in GF(p), and finallyx
andy be a signer’s private key and public key, respectively. Here, y = g

x

mod p. When a signer wants
to send a signed messagem to a receiver, he/she must generate a digital signature(r; s) as follows:

r = g

k

mod p;

s = mx� rk mod q:
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Herek is a random number which is generated by the signer. Once receiving (m; r; s) from the
signer, the receiver can verify the correctness of the signature on the messagem by checking the equation:
g

s

= y

m

� r

�r

mod p.

3.2. DSA-type2 Signature Scheme

The scheme’s parameters (p; q; g; x; y) are the same as those in the previous scheme. When a signer wants
to send a signed messagem to a receiver, he/she must generate a digital signature(r; s) as follows:

r = g

k

mod p;

s = mrx� k mod q:

Herek is a random number which is generated by the signer. Once receiving (m; r; s) from the signer,
the receiver can verify the correctness of the signature on the messagem by checking the following
equation:

g

s

= y

rm

� r

�1

mod p:

4. Untraceable Blind Signature Schemes

In this section, we shall propose two new blind signature schemes based on the discrete logarithm prob-
lem. Two participants, a signer and a requester, participate in our new schemes. The requester would
request a blind signature from the signer, and the signer would allow the requester to have the capabil-
ity to send blinded messages to be signed by the signer. And the signer cannot see the content of the
messages.

Each of the proposed schemes can be divided into five phases: (1) the initializing phase, (2) the
blinding phase, (3) the signing phase, (4) the unblinding phase, and (5)the verifying phase. In the
initializing phase, the system’s parameters are defined, and the signer publishes his/her public key and
sends a partial blind signature to the requester. In the blinding phase, the requester blinds the message
and sends it to the signer for requesting the blind signature. In the signing phase, the signer signs the
blinded message and sends the blind signature to the requester. In the unblinding phase, the requester
derives the real digital signature from the blinded signature. Finally, any one can verify the legitimacy
of the digital signature in the verifying phase. The detailsof the two new untraceable blind signature
schemes are described as follows.

4.1. Blinding the DSA-type1 Scheme

In this subsection, we propose a new blind signature scheme which is based on DSA-type1, namely
BTDSA1.

4.1.1. The initializing phase

Let p be a large prime,q be a prime factor of(p� 1), g be a generator of orderq in GF(p), and finallyx
andy be a signer’s private key and public key, respectively. Here,

y = g

x

mod p;
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is published to the public. The signer randomly chooses^
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^
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Herer̂
i

must satisfyg
d(r̂
i

; q) = 1. Then he/she sends (r̂

1

, r̂
2

, 

1

, 

2

) to the requester.

4.1.2. The blinding phase

First, the requester randomly chooses four integersa, b, w andz such that the greatest common divisor
of w andz, denoted asg
d(w; z), is1. Wheng
d(w; z) = 1, there will be two integerse andd satisfying
ew + dz = 1. This is called the Extended Euclidean algorithm [28]. The parameters(e; w; d; z; a; b) are
kept securely by the requester.

After receiving (̂r
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2

, 
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, 

2
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r

1

= r̂

1

wa


1

mod p;

r
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2
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2
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Then he/she computesr = r

1

r

2

mod p and blinds the messagem by computing
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= emr̂

1
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2

to the signer. Here,̂m
1

andm̂
2

are the blinded messages.

4.1.3. The signing phase

After receiving the blinded messageŝm
1

andm̂
2

from the requester, the signer computes

ŝ

1

= xm̂

1

� r̂

1

^

k

1




1

mod q;

ŝ

2

= xm̂

2

� r̂

2

^

k

2




2

mod q;

and forwards them to the requester. Here,ŝ

1

andŝ
2

are the blind signature.

4.1.4. The unblinding phase

After receiving ŝ
1

and ŝ
2

from the signer, the requester can derive the digital signaturess
1

ands
2

by
computing

s

1

= ŝ

1

r̂

1

�1

r

1

r

2

wa mod q;

s

2

= ŝ

2

r̂

2

�1

r

1

r

2

zb mod q:

Then he/she can compute the real digital signatures = s

1

+ s

2

mod q. The requester publishes(m; r; s)

to the public. The pair(r; s) is a valid pair digital signature on messagem.
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4.1.5. The verifying phase

To verify the legitimacy of the digital signature(r; s) on messagem, anyone can check the equation

g

s

= y

m

r

�r

mod p:

The above processes are briefly illustrated in Figure 1. In this figure, we omit the moduluip andq.
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Figure 1. Blinding the DSA-type1 scheme (BTDSA1)

4.2. Blinding the DSA-type2 Scheme

In this subsection, we propose a new blind signature scheme which is based on DSA-type2, namely
BTDSA2.
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4.2.1. The initializing phase

The phase is the same as the initializing phase of the previously proposed BTDSA1 scheme.

4.2.2. The blinding phase

First, the requester also randomly chooses four integersa, b, w andz such that the greatest common
divisor ofw andz, denoted asg
d(w; z), is 1. Wheng
d(w; z) = 1, there will be two integerse andd
satisfyingew + dz = 1. The parameters(e; w; d; z; a; b) are kept securely by the requester.
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Then he/she sendŝm
1

andm̂
2

to the signer. Here,̂m
1

andm̂
2

are the blinded messages.

4.2.3. The signing phase

After receiving the blinded messageŝm
1
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2

from the requester, the signer computes
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And then he/she forwards them to the requester. Here,ŝ

1

andŝ
2

are the blind signature.

4.2.4. The unblinding phase

After receiving ŝ
1

and ŝ
2

from the signer, the requester can derive the digital signaturess
1

ands
2

by
computing

s

1
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1

wa mod q;

s
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Then he/she can compute the real digital signatures = s

1

+ s

2

mod q. The requester publishes(m; r; s)

to the public. The pair(r; s) is a valid pair digital signature on messagem.

4.2.5. The verifying phase

To verify the legitimacy of the digital signature(r; s) on messagem, anyone can check the equation

g

s

= y

rm

r

�1

mod p:

The above processes are briefly illustrated in Figure 2. In this figure, we omit the moduluip andq.
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Figure 2. Blinding the DSA-type2 scheme (BTDSA2)

5. Discussions

In this section, we shall examine the correctness and some security properties of our proposed schemes.

5.1. Correctness

The correctness of our proposed schemes BTDSA1 and BTDSA2 isproven as follows. We prove that
the verifying phase is correct. The verifier only verify the pair (r; s) and the messagem by using the
verifying phase. He/she does not know thes

1

ands
2

of s. If thes

1

ands
2

are correct, the verifying phase
is also correct.
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5.1.1. BTDSA1

If the pair (r; s) is a signature of the messagem produced by the proposed blinding DSA-type1 scheme
(BTDSA1) in Section 4.1, thengs = y
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2
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k

1
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1
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^

k

2
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2

mod p, the
above proof can be successfully verified.

5.1.2. BTDSA2

If the pair (r; s) is a signature of the messagem produced by the proposed blinding DSA-type2 scheme
(BTDSA2) in Section 4.2, thengs = y

rm

r

�1

mod p is proven in the following:
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)
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r
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mod p:

Sinceew + dz = 1, y = g
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r
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^

k

1
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1

+

^

k

2

zb


2

mod p, the
above proof can be successfully verified.

5.2. Blindness

Blindness is the main important property in a blind signature. It allows the signer to sign a document
without knowing what the document contains. In Chaum’s blind signature scheme [6], the requester
picks a blinding factorr to compute the blinded message� = r

e

�m mod n and sends� to the signer.
Hence, the signer cannot know the messagem. In the same way, our two new schemes complete their
mission as follows.
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5.2.1. BTDSA1

The requester picks six blinding factors (e; w; d; z; a; b) to compute the blinded messageŝm
1

=

emr̂

1

r

�1

1

r

�1

2

a

�1

mod q and m̂

2

= dmr̂

2

r

�1

1

r

�1

2

b

�1

mod q, wherer
1

= r̂

1

wa


1

mod p and r

2

=

r̂

2

zb


2

mod p. And the requester sendŝm
1

and m̂

2

to be signed by the signer. However, the signer
cannot derivem without knowing (e; w; d; z; a; b). Therefore, the signer can by no means know the
messagem.

5.2.2. BTDSA2

The requester picks six blinding factors (e; w; d; z; a; b) to compute the blinded messageŝm

1

=

emr̂

1

�1

r

1

r

2

a

�1

mod q andm̂
2

= dmr̂

2

�1

r

1

r

2

b

�1

mod q, wherer
1

= r̂

1

wa


1

mod p andr
2

= r̂

2

zb


2

mod p. And the requester sendŝm
1

andm̂
2

to be signed by the signer. However, the signer cannot
derivem without knowing (e; w; d; z; a; b). Therefore, the signer can by on means know the messagem.

5.3. Unforgability

The security of our two new schemes, which is the same as that of the schemes in [2, 10, 31], is based on
the difficulty of solving the discrete logarithm problem. Noone can forge a valid signature pair(r; s) on
the messagem to pass the verification because it is very difficult to solve the discrete logarithm problem
[2, 10, 31].

5.3.1. BTDSA1

Based on the discrete logarithm problem, given the public key y and generatorg, it is computationally
infeasible to acquire the private keyx from y = g

x

mod p. To successfully pass the verification equation
g

s

= y

m

r

�r

mod p, an attacker has to randomly choose anr or s and then try to derives or r. However,
it is also difficult to solve this discrete logarithm problem.

Furthermore, given a valid signature (m; r; s), the difficulty of deriving another valid signature
(m0

; r

0

; s

0) such thatgs
0

= y

m

0

r

0�r

0

mod p equals that of solving the discrete logarithm problem.

5.3.2. BTDSA2

The security of BTDSA2 is similar to that of BTDSA1. To successfully pass the verification equation
g

s

= y

rm

r

�1

mod p, an attacker has to randomly choose anr or s and then try to derives or r. However,
it is also difficult to solve this discrete logarithm problem.

Furthermore, given a valid signature (m; r; s), the difficulty of deriving another valid signature
(m0

; r

0

; s

0) such thatgs
0

= y

r

0

m

0

r

0�1

mod p equals that of solving the discrete logarithm problem.

5.4. Untraceability

Untraceability is an important property in a blind signature. For any given valid signature (m; r; s), the
signer is unable to link this signature to the message. In theproposed two new schemes, the signer can
be kept from tracing the blind signature. The demonstrations are as follows.
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5.4.1. BTDSA1

The signer will keep a record set(m̂
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). However, the signer cannot trace the blind signature by detecting whether each (e0
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a
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b
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)
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a

0�1

(i�1)

, d0
(i�1)

b

0�1

(i�1)

) have the same relation. Therefore, without the knowledge of the secure
numberse

i

; w

i

; d

i

; z

i

; a

i

; b

i

, the signer cannot trace the blind signature.

5.4.2. BTDSA2

The signer will keep record set(m̂
1i

; m̂

2i

; r̂

1i

; r̂
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;
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k
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;

^

k

2i
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) for all the blinded messages,
where i = 1; 2; � � � ; n. When the requester revealsn records(m

i

; r

i

; s

i

) to the public, the signer
will compute two valuese0

i

a

0�1

i

and d

0

i

b

0�1

i

, wheree0
i

a

0�1
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m

�1

i

r̂

1i

r

�1

i

mod q and d

0

i

b

0�1

i

=

m̂

2i

m

�1

i

r̂

2i

r

�1

i

mod q, corresponding to each stored value(m̂
1i
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2i

; r̂

1i

; r̂
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;

^
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;

^
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1i

; ŝ
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1i
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).
However, the signer cannot trace the blind signature by detecting whether each (e0

i

a

0�1

i

, d0
i

b

0�1

i

) and
(e0

(i�1)

a

0�1

(i�1)

, d0
(i�1)

b

0�1

(i�1)

) have the same relation. Therefore, without the knowledge of the secure num-
berse; w; d; z; a; b, the signer cannot trace the blind signature.

6. Conclusions

In this article, we have proposed two new untraceable blind signature schemes based on the discrete log-
arithm problem. The security of our schemes relies on the difficulty of computing the discrete logarithm.
Our schemes do not only fully satisfy all of the requirementsan ideal blind signature scheme should live
up to according to previous discussions, but also have the following characteristics:

1. The proposed schemes are superior to the other blind signature schemes in preventing the message-
signature pair from being traced by the signer.

2. The proposed schemes use the concept of the DSA signature scheme. (The security is based on
the difficulty of solving the discrete logarithm problem.)

3. The proposed schemes can also be applied to current anonymous electronic voting systems and
cash systems.
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