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Preface

Financial Cryptography 2000 marked the fourth time the technical, business,
legal, and political communities from around the world joined together on the
small island of Anguilla, British West Indies to discuss and discover new advances
in securing electronic financial transactions. The conference, sponsored by the
International Financial Cryptography Association, was held on February 20–
24, 2000. The General Chair, Don Beaver, oversaw the local organization and
registration.

The program committee considered 68 submissions of which 21 papers were
accepted. Each submitted paper was reviewed by a minimum of three referees.
These proceedings contain revised versions of the 21 accepted papers. Revisions
were not checked and the authors bear full responsibility for the content of their
papers.

This year’s program also included two invited lectures, two panel sessions,
and a rump session. The invited talks were given by Kevin McCurley present-
ing “In the Search of the Killer App” and Pam Samuelson presenting “Towards
a More Sensible Way of Regulating the Circumvention of Technical Protection
Systems”. For the panel sessions, Barbara Fox and Brian LaMacchia moder-
ated “Public-Key Infrastructure: PKIX, Signed XML, or Something Else” and
Moti Yung moderated “Payment Systems: The Next Generation”. Stuart Haber
organized the informal rump session of short presentations.

This was the first year that the conference accepted submissions electroni-
cally as well as by postal mail. Many thanks to George Davida, the electronic
submissions chair, for maintaining the electronic submissions server. A majority
of the authors preferred electronic submissions with 65 of the 68 submissions
provided electronically.

The program committee had a difficult and challenging task in developing
the program. Each year both the quantity and quality of submissions has im-
proved and I thank all the authors for their submissions. The committee was
assisted by our colleagues: Masayuki Abe, Don Beaver, Josh Benaloh, Daniel
Bleichenbacher, Jan Camenisch, George Davida, Giovanni Di Crescenzo, Cyn-
thia Dwork, Stefan Dziembowski, Serge Fehr, Matthias Fitzi, Markus Jakobsson,
Ari Juels, Reto Kohlas, CT Montgomery, Satoshi Obana, Bartosz Przydatek,
Markus Stadler, Stuart Stubblebine, Avishai Wool, and Moti Yung. I apolo-
gize for any inadvertent omissions. The committee also had the benefit of Matt
Franklin, the Financial Cryptography ’99 program chair, as an invaluable advisor
to the committee. My thanks to the program committee and all reviewers.

Many individuals deserve thanks for their contribution to the success of the
conference. Leslie Matheson and Bob Tarjan were responsible for exhibitions
and sponsorships. Vince Cate and Ray Hirschfeld were responsible for local ar-
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rangements. Ben Cutler organized registration and took on many other duties.
Organizing the conference this year was especially difficult due to hurricane dam-
age on the island. I am especially grateful to Don Beaver and Ray Hirschfeld for
all their advice and assistance.

Many organizations deserve thanks for supporting Financial Cryptography
2000. Financial support for several students was provided by Cryptography Re-
seach. Other grants of facilities and significant employee time were provided by
Hansa Bank and Offshore Information Services. CertCo Incorporated and Hush-
mail provided financial support and e-Gold, Hansa Bank, Intertrust, nCipher,
Telcordia, Xcert, ZeroKnowledge sponsored events. Once again e-Gold sponsored
the rump session and provided a $350 e-Gold award for the best presentation at
the rump session.

With comments and input from several people, including Moti Yung, Karl
Thompson, and Jen Beaver, we saw fit to introduce a logo for this year’s con-
ference. The product, executed in final form by Don Beaver, adorned the pre-
proceedings and the t-shirts and can be seen below.

Thanks to the people of Anguilla who have shared their island home. Finally
I would like to thank my wife, Louise, and my two children, Alex and Erin, for
their tremendous support.

September 2000 Yair Frankel
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Abstract� Watermarking techniques allow the tracing of pirated copies
of data by modifying each copy as it is distributed� embedding hidden
information into the data which identi�es the owner of that copy	 The
owner of the original data can then identify the source of a pirated copy
by reading out the hidden information present in that copy	 Naturally�
one would like these schemes to be as e
cient as possible	 Previous anal�
yses measured e
ciency in terms of the amount of data needed to allow
many di�erent copies to be distributed� in order to hide enough data to
distinguish many users� the total original data must be su
ciently large	
Here� we consider a di�erent notion of e
ciency� What resources does
the watermark detector need in order to perform this tracing

We address this question in two ways	 First� we present a modi�ed version
of the CKLS media watermarking algorithm which improves the detector
running time from linear to polylogarithmic in the number of users while
still maintaining collusion�security	 Second� we show that any public�
invertible watermarking scheme secure against c colluding adversaries
must have at least ��c� bits of secret information	

� Introduction

The problem of preventing piracy� particularly of multimedia data� is gaining new
importance as improvements in compression and bandwidth allow the e�cient
redistribution of copied data on a wide scale� One technique used to discourage
copying is watermarking �also known as �ngerprinting�� distributing a distinct�
modi�ed copy of the data to each user to allow tracing of pirated copies to their
original owners� In developing watermarking schemes� the goal is to allow many
copies of the data to be distributed while maintaining this traceability property�
Naturally� the pirates will behave in an adversarial fashion� using whatever in�
formation is at their disposal in order to evade detection� In addition to attacks
which operate on a single copy� the pirates may collude� combining informa�
tion from many copies� Our focus in this paper is on improving the e�ciency of

Y. Frankel (Ed.): FC 2000, LNCS 1962, pp. 21–32, 2001.
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schemes which allow the tracing of copies even in the presence of colluding adver�
saries� and in particular on improving the running time of watermark decoding
algorithms�

At an abstract level� most media watermarking schemes follow the same pat�
tern� For each user� a individual noise pattern �called a watermark� is generated
and inserted into the document given to him� Each suspect document is com�
pared to the watermarks distributed� if a user�s watermark matches the one in
the document� that user is incriminated� Generating these watermarks in a man�
ner which does not interfere with the original data yet is hard to remove is the
core of any watermarking scheme�

A natural strategy is to 	x some distribution and generate these noise pat�
terns randomly and independently for each user� This strategy leads to schemes
which are amenable to analysis� At an intuitive level� implicating an innocent
user requires guessing �at least approximately� the watermark corresponding to
that user� which is very unlikely� At the same time� by analyzing the chosen
distribution� one can quantify how much information about the original data
the adversary obtains by looking at a set of watermarked copies� This intuition
is the core of the analysis presented in 
�� of the CKLS watermarking scheme

� as well as the random coding or random hash function argument used in 
��
and 
��� All these schemes make use of random codes to encode the identities of
many users into relatively short documents in a collusion�resistant fashion�

While it makes analysis easier� this use of randomness can introduce a sig�
ni	cant performance penalty� Random data is hard to compress� so storing the
database of watermarks requires large memory� In order to decode the water�
mark found in a pirated copy� one must 	nd a watermark in the database which
is similar according to some measure of similarity� Without some structure on
the data� this is an expensive operation� Of course� one can impose structure on
the watermarks to make storing and decoding more e�cient� Our aim here is to
do so without losing the security properties obtained for randomly distributed
watermarks�

Results� In this paper� we investigate this tradeo� between e�cient en�
codings �encoding many bits per document� and e�cient decoding �fast� small
memory watermark detection� in two ways� We will use n to denote the length
of the data to be marked� m to denote the number of users to be encoded� c to
denote the number of colluding pirates� and say that a scheme is c�secure with
error � if it has error probability at most � against up to c randomly chosen
colluding users�

First� we modify the CKLS watermarking scheme to allow for e�cient wa�
termark decoding� and show that this new scheme is secure using the the media
watermarking model presented in 
��� The authors of that paper analyze the
CKLS scheme� and� in the context of this model� show that the CKLS scheme
is c�secure if the document has length n � ��c� logm�� Subsequently� this has
been shown to be optimal� any scheme in this model requires n of this size 
���
However� the algorithm used for watermarking detection in the CKLS scheme is
quite ine�cient� requiring time and memory which are linear in the number of
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users� We present a modi�ed scheme whose running time depends only polyloga�

rithmically on the number of users� at the expense of increasing the dependence
of the document length on c�

Theorem �� Let � � log c � log ��� � log logm� The Modi�ed�CKLS scheme

can encode m users into n � O��c� logm� coordinates in a c�secure fashion with

error probability at most �� The decoder requires memory O��c� logm� and runs

in time polynomial in c� logm� and log ����

This modi�ed scheme makes use of a two	level coding scheme as used in

�� and 
��� In this approach� an inner watermarking code is combined with an
outer error	correcting code with very high minimum distance to obtain a code
which maintains collusion security� In our setting� there are two main dierences
from this previous work� First� because the CKLS watermarking code is very
e�cient in terms of the number of users� we can make use of constructive codes
without requiring n to be too large� In particular� we will be able to use Reed	
Solomon codes in a parameter range where the algorithms of 
�� provide e�cient
decoding� Second� previous analyses of algorithms using this two	level approach
considered models in which errors in the inner watermarking codes were com	
pletely independent� In the media watermarking model� we are guaranteed that
a suspect document is not too distorted� but only in an overall sense� Small parts
of the documents could still experience very large distortion� possibly preventing
decoding of some inner codes�

Second� we present some formal evidence for this intuition that random	
ness is needed to obtain collusion	resistance� We present a model for invertible
watermarking schemes� This framework includes additive schemes like CKLS
which add a document	independent watermark to the document to produce the
marked document� We study the case where the scheme is public except for a
small amount of secret information known to the encoder and decoder� In this
framework� we obtain the following result�

Theorem �� Any c�secure public invertible watermarking scheme with error at

most � must have at least �����
p
��c log �� bits of secret information�

In particular� if � is a constant� this implies that there must be at least ��c�
bits of secret information�

Organization� In Section �� we begin with the media watermarking model
from 
�� and the CKLS scheme� These are important components of our water	
marking scheme and its analysis� which we present in Section �� In Section ��
we de�ne public� invertible watermarking schemes with secret information and
then prove Theorem �� which lower bounds the size of the secret information for
such schemes�

� Media Watermarking

In order to explain the modi�ed CKLS algorithm and its proof of security� it is
necessary to �rst explain the original algorithm and the model used in its anal	
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ysis� We begin with some notation for dealing with normal �Gaussian� random
variables� which will be useful in describing our model and algorithms�

De�nition �� N��� �� denotes a normal variable with variance �� Nn��� �� de�

notes a vector of length n whose components are drawn independently according

to N��� ���

The model we use in analyzing watermarking schemes is the statistical model
developed in ���� This model consists of three main assumptions	

� Documents are real vectors of length n� The original document V is drawn
from the distribution Nn��� 
��

� A copy V � of V is valid i� jjV � � V jj � �
p
n for some � � � � 
� All

documents produced by either the document owner or the adversary must
be valid�

� Besides the information described above� the adversary has only the infor�
mation present in the copies he has access to� The adversary does not have
access to a watermark detector� makes one forged copy� and is exposed on
failure�

Assumptions like these are needed in the analysis of any watermarking scheme�
To see this� consider two trivial attacks	 In the rst attack� the adversary knows
what the original data is �from prior knowledge or through other sources� with�
out relying on his copies� If an adversary knows what the original document is�
then watermarking is futile� the rst assumption quanties the uncertainty that
an adversary has about the original document� Similarly� an adversary can redis�
tribute grossly distorted versions of the data that leak no information about his
copies� However� signicantly distorting the document� either by the adversary
or the document owner� renders the document useless� The second assumption
rules out attacks of this latter kind� Essentially� it says that documents are rep�
resented in such a way that the representation is meaning�preserving	 perceptual
distance in documents and Euclidean distance of their representations are closely
related� Low�level registration attacks� such as StirMark ��� ��� succeed by attack�
ing schemes where this is not true� making small perceptual changes which have
large e�ects on the representation used by that scheme�

Throughout� n will refer to the lengths of the original document and all
modied copies as vectors� To indicate that a document is valid with respect to
a specic value of �� we say that it is ��valid�

This model is then used to analyze the CKLS scheme� Since we will use the
CKLS scheme as a subroutine� we sketch the encoding and decoding algorithm
below�

The encoding algorithm has a strength parameter �� which is chosen to be
some constant slightly less than ��

CKLS�Encoding �original document V � user i�
For 
 � i � m

Draw Xi from Nn��� �
��
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Return marked copy Y i � V �Xi

The decoder makes use of a threshold parameter t�

CKLS�Decoding �suspect document V �� original document V �
X

� � V � � V
For each � � i � m
If S�X��Xi� � t� return i 	
 i is guilty 
	

where the similarity measure S�x��x� � x� � x�jjx�jj�
The choice of t is then made to balance the tradeo� between incriminating

innocent users �false positive errors� and allowing guilty users to evade detection
�false negative errors�� The main lemma from �� proves the collusion security of
this scheme for an appropriate choice of t�

Lemma �� ��� Let
n � �c�O�����G ln�m�

p
p�

where G � �
�

�
��� � ��O�n������

�
� Then the CKLS scheme

� has false positive probability at most p

� has false negative probability at most O���n����� if there are at most c col�
luders and the attacked document is required to be ��valid�

We restate it in this form to emphasize a property which will be important
in our analysis� The false positive probability is independent of the validity of
the attacked document�

� Modi�ed Scheme

Now� we present our modi�ed CKLS scheme� As in the original� our goal will be
to produce a watermarking scheme which encodes the identities of m users into
a document of length n� Furthermore� the scheme should be c�secure with error
� given the assumptions of the model� Our focus here will be on improving the
running time and memory requirements of the decoding algorithm�

At a high level� our scheme works by dividing the n coordinates into s groups�
and applying a CKLS scheme within each group� First� we de�ne a few param�

eters� Let �� � ��� � ����� r � �� ������ � ����� and s � �c�

r� logm� Given our
set of n coordinates� divide them into s groups G�� � � � � Gs� each consisting of
n�s consecutive positions� Given a vector Z of length n� let Z�j� be the vector
of length n�s obtained by restricting Z to the positions in Gj �

Watermarking code�

We will make use of s inner codes� W�� � � �Ws� each of which is an indepen�
dently generated CKLS code with the following properties�

� It encodes the identities of s users�
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� The document length is � � O�c� log�s�����
� All marked copies are ��valid�
� The probability of false positives is at most ��s�
� If we require that all documents are ���valid� and there are at most c collud�

ers� the probability of false negatives is o����

If we choose � � � and apply Lemma �� such codes exist and can be generated
randomly� furthermore� each watermark can be tested for ��validity as it is cre�
ated� These parameters enable us to prevent false positives �which could have
unfortunate e	ects on decoding our outer code� while avoiding the unnecessary
expense of preventing false negatives� Let Ai�j be the vector of length � which
is the mark associated with user i in Wj � Let DW

j �V �� V � be the watermark de�
tection algorithm associated with the code Wj � as sketched in Section 
� which
returns the number �between � and s� of an incriminated user� To simplify mat�
ters� when decoding a watermark code� we assume that at most one implicated
user is returned �if more than one is� we choose one arbitrarily�� If no user is im�
plicated� the watermark detector indicates this by returning the special symbol
� indicating an erasure�

Error correcting code�

These inner codes will be combined using an outer� error�correcting code� An
�N�K�D�q error correcting code C over an alphabet �� j�j � q is a subset of �N

with jCj � qK � Furthermore� this set has the property that for any w� �� w� � C�
the Hamming distance d�w�� w�� � D� For convenience� we will assume that
� � ��� 	 	 	 � q� throughout�

Here� we will use a Reed�Solomon code with length N �and thus eld size q�
equal to s� dimension K � logm� and distance D � N �K � �� Let wi be the
codeword returned by the encoder E on input i� and let C � fw�� 	 	 	 � wjCjg be
the set of codewords� We will examine the decoding process in more detail later�
For now� let the decoder D�y� be an algorithm which� given a word y� returns
some codeword x � C for which d�x� y� is minimal� The symbol � in a codeword
is interpreted as an erasure error�

��� Scheme

Encoding Algorithm �original document V � user i�
For each � � b � s�

Let a � � be the symbol at position b in wi
Let Xi

�b� � Aa�b

Let Xi be the concatenation Xi
��� � � �X

i
�s��

Return Y i � V �Xi

Decoding Algorithm �suspect document V �� original document V �
For each � � j � s
Bj � DW

j �V �

�j��V�j�� �� Decode the jth inner code ��

Let B be the concatenation B� � � �Bs



Efficient Watermark Detection and Collusion Security 27

Let wi � D�B� �� Decode the error�correcting code ��
If d�wi� B� � ��� r�c�s� incriminate user i

��� Analysis

To prove the security of the scheme� we must show three things	 all watermarked
documents are valid� false positive errors are unlikely� and false negative errors
are unlikely
 The �rst is easy	 all watermarked documents are trivially ��valid�
since each watermark Xi is the concatenation of a collection of shorter vectors�
each of which is itself ��valid


False Positives� By our choice of parameters� each inner code has at most
an ��s probability of a false positive� so the probability that there is a false
positive decoding of any inner code is at most �
 Furthermore� this remains true
regardless of the distortion with respect to that inner code


Given a word w � �� ���s� we say that a coalition covers a coordinate if� for
some user i in the coalition of the coalition� wi matches w on that coordinate

We say that w is covered by the coalition if every coordinate where w �� � is
covered by the coalition
 Unless a false positive error occurs� the only codewords
which can be produced by a coalition are those words that it covers


By our choice of parameters� the number of coordinates in which two distinct
codewords overlap is at most logm��
 Thus� for any innocent user� a coalition
of c users covers at most c�logm � �� � c logm � rs�c coordinates of any
codeword belonging to that user� and the coalition is incapable of incriminating
him


False Negatives� Unlike the case of the false positives� if an inner code
experiences too much distortion� it is quite likely to produce a false negative
error� therefore� we cannot hope to simply drive down the probability of these
errors by our choice of parameters
 However� not too many groups can be so
distorted without rendering the document invalid


For each group Gi� let its weight hi � jjV �

�i� �V�i�jj
�
 Call a group Gi heavy

if hi � ������
 Note that the number of heavy groups is at most �������s� since
otherwise jjV � � V jj� �

P
i
hi � ��n and V � is invalid


For each non�heavy group� incorrect decoding of the inner CKLS code hap�
pens with probability only ��s� so with probability ���� all non�heavy groups are
decoded correctly
 For the heavy groups� we are not guaranteed correct decoding
of the corresponding inner code because ���validity is violated
 Assuming that no
inner code decoding produced an error� the number of empty coordinates �due to
either heavy groups or false negatives from the inner code� is less than ��� r�s

Thus� at least one member of the coalition agrees with the decoded word w� on
rs�c symbols and is implicated
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��� E�ciency

The key measures of e�ciency are the document length n needed to encode m
users in a c�secure fashion� the storage required by the decoder� and the running
time of the decoding algorithm� Let � � log c� log ���� log logm�

Document Length� The length of each inner code is O�c� log s��	� The

length of the outer code is s � �c
�

r�
logm� Since r is a constant depending only

on the constant �� the total document length is then O��c� logm	�
Memory� There are s inner codes with s users each� and each such user

requires storage of a vector of length O�c� log s��	� for a total of O�s�c� log s��	 �
O��c� log�m	�

To obtain e�cient decoding� we will make use of the recent list�decoding
algorithms for Reed�Solomon codes due to 
��� These algorithms output a list
of all codewords which are su�ciently close to the input word in polynomial
time� assuming some conditions are met� Given such a list� it is easy to extract
a codeword minimizing this distance�

Lemma �� ��� The list�decoding problem for 
N�K��� D�q Reed�Solomon codes
allowing for e� errors and e� erasures can be solved in polynomial time� provided
e� � e� � N �

p
�N � e�	K�

We state the result in this form only to emphasize the fact that these decoding
methods handle erasures directly� rather than by turning them into errors� which
makes our lives simpler�

This requirement can easily be restated to say that the number of non�error
coordinates is at least

p
NK� Since we want to detect whether or not there is

a word with at least rs�c � �c logm	�r non�errors� and
p
NK � �

p
c logm	�

the decoding algorithm of 
�� succeeds� The running time is polynomial in the
document length� which is polynomial in c� logm� and log ����

Summarizing the results of this section�

Theorem �� Let � � log c � log ��� � log logm� The Modi�ed�CKLS scheme
can encode m users into n � O��c� logm	 coordinates in a c�secure fashion with
error probability at most �� The decoder requires memory O��c� log�m	 and runs
in time polynomial in c� logm� and log ����

� Lower Bounds

To get some insight into the requirements that collusion�security places on a
watermark detector� we examine the amount of secret memory a detector must
have in a public invertible watermarking scheme� We show that as an adversary
sees more documents� he gains some insight into whatever secret information the
scheme uses� If the scheme does not have enough secret information compared to
the coalition size� the adversary has an attack which defeats the watermarking
scheme� To make this intuition formal� we must �rst de�ne what we mean by
public and invertible�
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� The encoder is a function which computes a marked document for user i from
the user ID i� the original document� and a secret input of b bits common to
all users�

� The decoder is a function of the suspect document and the secret input� It
has the property that the document given to user i incriminates user i�

� Both algorithms are known to the users� Also� the user ID is public �ie� user
i knows that he is user i��

� Given the value of the secret bits� a user� and a marked document� there is
an algorithm which returns the corresponding original document�

The �rst two conditions simply describe the necessary framework� the third
de�nes a public scheme� and the last de�nes invertibility� Many natural schemes
are captured in this notion of invertibility� such as additive schemes like CKLS
and replacement schemes like the Boneh�Shaw algorithm� �The model used to
analyze the Boneh�Shaw algorithm� however� is incompatible with this model be�
cause it limits the changes which can be made by an adversary by assuming that
some changes made by the encoder are not detectable by the users�� Invertible
schemes have been studied previously because of the issues they present in prov�
ing ownership� here� however� we focus on their security� This assumption gives
an adversary some hope of defeating a watermarking scheme by removing his
watermark and replacing it by another� Finally� it is not hard to envision schemes
which somehow evade these restrictions� A scheme which made use of pseudoran�
domness could potentially have access to many free �random	 bits whose e
ect is
not captured by these information�theoretic de�nitions� Similarly� schemes which
compute the mark as a function of the original document may not be captured by
this model� as inverting the watermarking process without the original document
may be di�cult� New analyses of watermarking schemes which make signi�cant
use of pseudorandomness or non�invertibility in a collusion�secure way would be
very interesting�

Our aim now is to show that in any public� invertible scheme with small
error probability� b� the number of secret bits� must be su�ciently large� We
begin with a key lemma�

Lemma �� If b � ��� ��c log �� for any set of c � users U � fu�� � � � � uc��g�
there are at least �c users ui � U such that ui can be incriminated by U � ui

with probability at least ��

Proof� Since the algorithm is public except for the secret information� our aim
will be to pin down this secret information by comparing documents� The axioms
of the model will allow us to perform the following key operation� Given the
documents di� dj of two users ui� uj � it is possible to tell if a given value of secret
information b is consistent with this view� Using this value of b� invert di for
user i to obtain V � and then re�encode V for user j and see if it equals dj � By
checking pairwise relations� we can determine if any set of at least � documents
are consistent with a value b�

Consider the following process� Go through the sets fu�g� fu�� u�g� � � ��
fu�� � � � � uc��g in order� At each stage i� we will keep track of a set Bi of possible
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values of b which are consistent with the documents belonging to the �rst i users�
Initially� jB�j � �b� Call a user j directly determined if� given fu�� � � � � uj��g�
there is some document d�j which is consistent with all previous di and an ��
fraction of the remaining values Bj��� For each j� note that if user j is not
directly determined� then jBj j � �jBj��j� since whatever the value of dj is� it is
inconsistent with many values of b� If user j is directly determined� then the �rst
j � � users �and therefore U � uj	 can incriminate j with probability at least ��
To do so� they choose a value b � Bj�� randomly� invert one of the documents
with respect to b� and then re�encode this inverted document for user j� If the
size of B ever reaches �� then the coalition knows the secret information� and is
thus capable of removing the mark or incriminating any user� In this case� all
remaining users in U are declared indirectly determined�

There are at least c � b� log �

�
determined users� since there are at most

b� log �

�
times when the next user is not determined before all remaining users

are indirectly determined� and the lemma follows�

Theorem �� Any c�secure public invertible watermarking scheme with error at

most � must have at least �����p
�	c log �	 bits of secret information�

Proof� We say that a set of users can ��implicate another user if they have some
strategy which succeeds in doing so with probability at least ��

We begin by applying the previous lemma with � � �
p
�� From this� for each

set of c
� users� we can obtain �c rules of the form �u�� � � � � uc can ��incriminate
uc���� In total� there are �c

�
m
c��

�
such rules� Each set of c users can implicate

at most m � c users� so there are at least �c �

m�c

�
m
c��

�
sets of c users which

��implicate some other user�
Since there are

�
m
c

�
coalitions of size c� the probability that the adversary

gets a coalition which can ��implicate another user is at least

�c
�

m� c

�
m

c
 �

�
�

�
m

c

�
� �

c

c
 �
� �

�
�
p
�

Given such a coalition� he succeeds in implicating an innocent user with proba�
bility at least � �

p
�� for an overall success probability of at least ��

� Conclusion

We presented improvements to the CKLS watermarking scheme allowing for e�
cient watermark decoding by reducing randomness using error�correcting codes�
and demonstrated that for a natural class of watermarking schemes� some ran�
domness is necessary to obtain collusion resistance�

The same technique of applying a two�level coding scheme using an e�
ciently decodable error�correcting code can also be applied to the Boneh�Shaw
watermarking scheme� Unfortunately� applying it directly leads to disappointing
performance� If the outer error�correcting code is a Reed�Solomon code� the �eld
size� and thus the number of users in each inner watermarking code� will need to
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be ��c� logm� to obtain the needed ��� ��c�� relative minimum distance �this
dependence on logm can be removed by using algebraic�geometry codes� but at
the price of an even worse dependence on c�� The inner watermarking code used
in ��� encoding m users has length ��m� logm�� rather than ��c� logm� in the
case of CKLS� so if the alphabet size of the outer code is large �O�c� logm��� the
length of the resulting code is very long �O�c� log�m���

Another approach� suggested in discussions with Robert Tarjan� is to use
the entire two�level Boneh�Shaw scheme� including the random error�correcting
code� as an inner code� As before� the outer Reed�Solomon error�correcting code
has O�c� logm� symbols over an alphabet of the same size� Now� however� this is
applied to an inner code which encodes M users c�securely in O�c� logM� bits�
for a total length of O�c� logm log c log logm�� Now� we are left with the problem
of decoding these mid�level random error�correcting codes� The key observation
is that since each such code has only c� logm codewords� it can be brute�force
decoded in time which is polynomial in both c and logm� as desired�

There are several directions where this work could be extended� First� the
issue of watermark detector memory could be applied in other situations	 in
settings like the Boneh�Shaw model where proving tight lower bounds seems
di
cult� perhaps they may o�er another means of analyzing the complexity
of the problem� More ambitiously� this two�level coding scheme gets down to
logarithmic complexity �in m� immediately� but leads to an inherent blow�up in
the dependence on c which is only made worse by the absence of constructive
optimal low�rate codes� In many practical settings� other tradeo� points �for
example� complexity

p
m rather than logm� would be of great interest if the

dependence on c could be weakened�
Finally� we would like to thank Robert Tarjan for many helpful discussions

regarding watermark decoding and Amin Shokrollahi for answering numerous
coding questions�
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Towards More Sensible Anti-circumvention 
Regulations 

Pamela Samuelson 

University of California at Berkeley 

I.    Introduction 

The circumvention of technical protection systems and the making of tools to enable 
such circumventions may seem to financial cryptographers a wholly natural and 
constructive set of activities.  This community knows that it is impossible to make 
encryption systems more secure unless one tests how strong they are from time to 
time by trying to break them. However, now that other industries, notably 
entertainment industries, are relying on encryption technologies to protect information 
in digital form, it should not be surprising that these industries have a different 
perspective about circumvention and circumvention technologies.  Copyright industry 
spokesmen are fond of likening the act of circumventing a technical protection system 
to “breaking and entering” a dwelling; they also liken the tools built to enable 
circumvention to “burglars’ tools,” the possession or sale of which has been outlawed 
in numerous states.  The Digital Millennium Copyright Act (DMCA) anti-
circumvention regulations, enacted by the U.S. Congress in October 1998, on which 
this paper will mainly focus, address the concerns of these industries that 
circumvention of technical protection systems substantially threatens the viability of 
copyright industries such that both the act of circumvention and the making of 
circumvention-enabling technologies need to be heavily regulated. 

This paper will first review the circumstances that led to the adoption of the 
DMCA anti-circumvention regulations.  It will then describe those regulations in 
some detail, and go on to discuss problematic aspects of the regulations.  The paper 
will also suggest some ways in which the DMCA anti-circumvention regulations 
might be improved.  Much as financial cryptographers might ardently wish for a 
repeal of these rules, this is realistically not going to happen.  The best that the 
financial cryptography community can hope for is a narrowing of the regulations to 
do less damage to the evolution of sound cryptology than the current regulations may 
well do.  Cryptologists from other nations need to pay attention to the DMCA 
regulations in part because the United States government has been working hard to 
persuade other nations to adopt equally strong, if not stronger, anti-circumvention 
regulations.  With the assistance of the cryptology community, perhaps other nations 
will adopt more sensible anti-circumvention regulations.  If so, these may help to 
serve as models to which U.S. law may eventually adapt. 
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II.    Origins of Anti-circumvention Regulations 

The Clinton Administration did not invent the concept of anti-circumvention 
regulations.  Laws forbidding the manufacture, sale, and use of black-box decoder 
boxes for viewing encrypted cable television or satellite transmissions, for example, 
predate the DMCA.  Hollywood had previously tried to get similar generalized anti-
circumvention legislation, although Congress had always rejected such proposals.  
However, the Clinton Administration’s so-called “White Paper” on “Intellectual 
Property and the National Information Infrastructure” published in September 1995 
strongly endorsed this legislation.  The White Paper observed that copyright owners 
were investing in development and use of various kinds of technical measures to 
protect their works from piracy in digital networked environments.  A ban on 
circumvention technologies was necessary, the White Paper argued, to induce 
copyright owners to make digital works available via the Internet.  The report 
proposed to outlaw the manufacture and distribution of technologies, the primary 
purpose or effect of which was to bypass technical protection systems used by 
copyright owners to protect their works. 

At about the same time, the Clinton Administration was proposing that a virtually 
identical anti-circumvention rule be included in a draft treaty on digital copyright 
issues scheduled for consideration at a diplomatic conference in December 1996 at 
the headquarters of the World Intellectual Property Organization (WIPO) in Geneva.  
Even though the draft treaty included a White Paper-like anti-circumvention rule, 
shortly before the diplomatic conference commenced, the Clinton Administration 
decided not to support the draft treaty proposal because there was such strong 
domestic opposition to the White Paper-like provision.  U.S. negotiators to the WIPO 
diplomatic conference were under instructions to support a more neutral anti-
circumvention rule which called upon nations to provide “adequate protection” and 
“effective remedies” to deal with circumvention of technical protection systems used 
by copyright owners to protect their works.  The WIPO Copyright Treaty (WCT) 
adopted this approach to anti-circumvention regulation. 

For well over a year after the diplomatic conference, the Clinton Administration’s 
preferred legislation to implement the WCT was stalled in Congress.  The principal 
opposition to the legislation came from telephone companies and online service 
providers (OSP) because the White Paper had taken the position that these institutions 
were and should be held strictly liable for infringing acts of their users, regardless of 
whether the companies knew of any infringement or not, or were able to control acts 
of infringement.  In March of 1998, major copyright industry groups and telco-OSP 
groups agreed to add four “safe harbor” provisions to the DMCA so that telcos and 
OSPs could conduct business as usual and only be responsible for copyright 
infringement if they knew of infringing activities and did nothing about it.   

Once the OSP compromise broke the legislative logjam, it was clear that the 
DMCA was going to be enacted.  Although the anti-circumvention regulations 
continued to breed controversy, telcos and OSPs had spent virtually all of their 
political capital on the safe harbor provisions.  Even major companies such as AT&T 
with encryption research groups likely to be adversely affected by broad anti-
circumvention regulations did little or no lobbying on the anti-circumvention 
regulations after the OSP compromise.  This left other opponents of broad anti-
circumvention regulations in a relatively weak negotiating position.  As the next 
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section will show, the anti-circumvention regulations were eventually modified to 
accommodate certain socially desirable circumventions such as those done in the 
course of legitimate encryption research.  However, the DMCA adopted the basic 
framework for regulating acts of circumvention and the making of circumvention 
tools that Hollywood and its allies in the Administration preferred.  How much 
significance courts will give to the limitations that Congress tried to build into the 
DMCA ant-circumvention regulations remains to be seen. 

III.    The DMCA’s Anti-circumvention Regulations 

There are two kinds of anti-circumvention rules in the DMCA.  Section 1201(a)(1) 
(A) outlaws the act of circumventing “a technical measure that effectively controls 
access to a [copyrighted] work.”  Out of concern about the negative impact this rule 
might have on noninfringing uses of copyrighted works, Congress decided that this 
rule should not take effect in October 2000, that the impact of this rule on 
noninfringing uses of copyrighted works should be studied regularly by the Library of 
Congress, and that the rule should also be subject to seven very specific exceptions 
and several other more general limitations.    

The second kind of anti-circumvention regulation in Section 1201 outlaws the 
manufacture and distribution of circumvention-enabling technologies (the “anti-
device” provisions of the DMCA).  Section 1201(a)(2) pertains to technologies that 
“effectively control access to [copyrighted] works,” and 1201(b)(1) to technologies 
that “effectively protect[] a right of a copyright owner…in a work or a portion 
thereof.” As to each, section 1201 states that “[n]o person shall manufacture, import, 
offer to the public, provide, or otherwise traffic in any technology, product, service, 
device, component, or part thereof” if it has one or more of the following three 
characteristics:  (1) if it is “primarily designed or produced for the purpose of 
circumventing [technical] protection,” (2) if it has “only limited commercially 
significant purpose or use other than to circumvent [technical] protection,” or (3) if it 
is “marketed by that person or another acting on its behalf with that person’s 
knowledge for use in circumventing technical protection.”  

Section 1201(a)(1)(A) is subject to seven specific exceptions, three of which also 
contain exemptions from one or both of the anti-device rules.  From the standpoint of 
the financial cryptography community, the most important exception applies to 
circumventions conducted in the course of legitimate encryption research.  A second 
important privilege enables circumvention for purposes of computer security testing. 
A third allows circumvention of a technical protection system when necessary to 
achieve interoperability among computer programs.  A fourth permits circumvention 
in the course of legitimate law enforcement and national security activities by 
governmental actors.  The other three exceptions pertain to information privacy 
protection, parental control of access to harmful material by children, and certain acts 
by libraries.   

The DMCA also contains some more general provisions that seem to limit the 
scope of the anti-circumvention regulations.  One clarifies that software and hardware 
manufacturers are under no obligation to specially design their products to respond to 
particular technical protection measures.  Another arguably preserves fair use as part 
of the DMCA.  A third recognizes that some cases brought under the DMCA might 
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raise First Amendment concerns and indicates Congressional intent that these 
regulations not be used to diminish free speech or press.  

IV.    Problems with the DMCA Anti-circumvention Provisions 

There are three principal problems with the DMCA’s anti-circumvention regulations.  
First, several exceptions to section 1201’s prohibitions are too narrowly drawn and 
ambiguous.  Second, there is no general purpose exception to allow courts to exempt 
acts of circumvention (or the making of circumvention tools) which are clearly 
justifiable.  Third, the DMCA anti-circumvention regulations are too copyright-
centric.  Each of these problems will be discussed in a subsection below. 

A.    Overly Narrow and Ambiguous Exceptions 

Financial cryptographers will understandably be most concerned about the narrow 
scope of the encryption research exception in 1201(g).  For one thing, this exception 
only applies if the cryptographer has asked (even if he or she has not received) 
permission from the copyright owner to engage in an act of circumvention before the 
circumvention is accomplished.  Second, the statute emphasizes the need for a 
cryptographer to be an expert in order to qualify for this exemption even though some 
of the most brilliant minds in the field of cryptology lack formal training.  Third, the 
statute permits a cryptanalyst to make tools to bypass access controls, but is silent on 
whether tools to bypass use or copy controls are permissible (that is, it contains an 
exception to one but not both of the anti-device rules).  Fourth, it regulates the 
cryptologist’s ability to disseminate the results of decryption (out of concern that 
dissemination might enable pirates to make illegal uses of the information).  In 
addition, the statute makes it unlawful to bypass “effective technical protection 
measures” without clearly specifying what that term means. The computer security 
testing privilege of 1201(j) similarly applies only if the tester asks in advance and 
likewise allows making tools only to bypass access controls, not copy or use controls.  
Like 1201(g), it too regulates the tester’s dissemination of the results of the testing.   

Among the most curious things about four of the five remaining exceptions to 
1201(a)(1)(A) is that each neglects to say whether it is okay to engage in tool-making 
if necessary to accomplish a privileged circumvention.  It should be possible to argue 
that Congress must have intended to create at least an implied right to make a tool to 
engage in an act of privileged circumvention under 1201.  However, it is far from 
clear that such an argument would succeed, especially given that some exceptions to 
1201 explicitly include a tools privilege while others do not.  Some courts may think 
this was a conscious Congressional decision.   

Also unclear under the DMCA anti-circumvention regulations is whether fair use 
can be raised as a defense to section 1201 claims if the circumventor’s use of a 
copyrighted work thereafter is fair and noninfringing, and whether if so, it is lawful to 
make a tool to accomplish a fair use circumvention.  Hollywood’s position is that 
there is no such thing as a fair use circumvention or fair use tool-making.  The 
entertainment industry thinks that it has no obligation to make its work available in a 
form which would enable fair use to be made of it.  It is hoping that courts will agree 
with it that fair use is only a defense to copyright infringement, not a “right” that users 
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have, and that courts will decide that fair use has no application in 1201 cases because 
1201 is not a copyright infringement statute, but rather an independent right granted 
to copyright owners which is only limited by the seven exceptions in 1201(d)-(j).  
However, a number of copyright scholars make statutory and policy arguments in 
favor of fair use circumventions, and also argue that DMCA’s anti-circumvention 
regulations would be unconstitutional if fair use did not apply to the anti-
circumvention rules. 

In addition, there is some uncertainty about the scope of the interoperability 
exception.  Section 1201(f) embodies a negotiated compromise among affected 
industry groups that allows firms to circumvent technical measures if necessary to 
enable the circumventor to develop an interoperable computer program.  Although the 
interoperability exception to 1201(a)(1)(A) contains an exception to both anti-device 
rules of the DMCA, it may be narrower than is socially desirable in a different 
respect.   

To illustrate this point, consider the ruling so far in the high profile case brought by 
Universal City Studios against Eric Corley (aka Emmanuel Goldstein) and 2600 
Magazine under the DMCA’s anti-circumvention regulations.  This suit challenges 
Corley’s decision to post a computer program known as “DeCSS”  on the website of 
the 2600 Magazine site and to link to other websites where DeCSS has been posted as 
violations of 1201(a)(2).  The DeCSS program can be used to bypass the Content 
Scrambling System (CSS), a technical protection measure used to control access to 
DVD movies.  Defense lawyers in the Corley case have argued that the case should be 
dismissed because the DeCSS program qualifies for the interoperability privilege of 
1201(f).  DeCSS was designed, they argue, to enable people to build software that 
would enable them to play legitimately purchased DVD movies on their platform of 
choice, namely, Linux computer systems.   

In a preliminary ruling, the trial court rejected this defense on three grounds:  first, 
because the defendants offered no evidence to support this contention; second, 
because the defendants themselves had not been trying to make an interoperable 
system, and hence, they didn’t qualify for the privilege; and third, because 1201(f), in 
the court’s view, only permitted circumvention for purposes of achieving program-to-
program interoperability, whereas DeCSS, in its view, enabled program-to-data 
interoperability which 1201(f) did not cover.   

In subsequent proceedings, declarations of several computing professionals have 
provided an evidentiary basis for the DeCSS interoperability defense.  Given how 
hostile the trial judge was to this defense previously, it would be surprising for him to 
rule in Corley’s favor on the 1201(f) defense in later rulings, but perhaps an appellate 
court will see things differently.  The interoperability of digital data may, however, be 
quite as competitively important as interoperability among programs.  The trial judge 
was correct, though, in observing that 1201 on its face only covers the latter and not 
the former.  Whether circumvention should be permitted for other legitimate reverse 
engineering purposes, or only for interoperability purposes, is also worthy of 
consideration. 

B.    Need for a General Purpose Exception 

Given the complex specificity of the seven exceptions to 1201(a)(1)(A), it may be 
obvious why a general purpose “other legitimate purpose” circumvention exception 
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should have been included in the DMCA.  To comprehend why it was not, one must 
understand the intense political struggle during which these rules were framed and 
adopted.  Hollywood initially wanted no exceptions to the anti-circumvention rules at 
all, although they were willing to accept an exception to enable law enforcement and 
national security officials to circumvent technical measures when necessary to do 
their jobs.  The legislation proposed to Congress contained a law enforcement/ 
national security exception.   

After Hollywood and its allies compromised more than they’d expected over the 
OSP liability provisions of the DMCA, they were in no mood to compromise any 
further, especially not on the anti-circumvention regulations that then became their 
primary legislative objective.  Copyright industry lobbyists deserve credit for the 
masterful job they did in persuading Congressional committees that broad anti-
circumvention regulations were absolutely essential to prevent piracy on the Internet 
(even though the need was not, in fact, proven).   

Congress did, however, pay some attention to critics of the anti-circumvention 
rules.  When witnesses at legislative hearings could document with precision why a 
certain circumvention activity (such as encryption research) ought to be privileged, 
legislators would add another exception to 1201(a)(1)(A) to deal with it.  Thus did the 
motley crew of exceptions become part of the DMCA.  An unfortunate result of this 
process was, however, that Congress only created exceptions for those circumstances 
which it already understood to be a problem.  It did not recognize the possibility that 
other legitimate reasons to circumvent technical protection measures might exist and 
add a general purpose exception to deal with them. 

There are many legitimate reasons for circumventing technical measures that are 
not covered by existing exceptions to 1201.  Suppose, for example, a firm received an 
encrypted digital object which it suspected contained a highly destructive computer 
virus or worm.  The only way to find out if these suspicions were valid would be to 
circumvent the encryption to see what was inside.  A strict interpretation of 1201 
would make the act of circumvention illegal (because the virus inside very likely 
qualifies as an “original work of authorship” which copyright law would protect); a 
strict interpretation would also make it illegal to make a tool with which to 
circumvent the technical measure.  Other examples would include the need of a firm 
to circumvent a technical measure to detect whether an infringing copy of a 
copyrighted work or child pornography was inside the encrypted object.   

Congress should have added a general purpose “or other legitimate purposes” 
exception provision to section 1201 to deal with these kinds of legitimate 
circumventions.  Without such a provision, courts will either have to contort the law 
or reach unjust results.  A general purpose exception would add flexibility, 
adaptability, and fairness to the DMCA’s anti-circumvention rules.  In many other 
parts of copyright law—the fair use doctrine, for example—Congress has trusted the 
courts to employ a situationally-based analysis to distinguish between legitimate and 
illegitimate activities.  It should have done so with respect to the anti-circumvention 
rules as well.  

C.    Copyright-Centricity of DMCA Anti-circumvention Rules 

The DMCA anti-circumvention regulations were obviously designed to respond to 
concerns of copyright industry groups.  The copyright-centric mindset of these 
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industries helps to explain why they initially resisted any attempt to create exceptions 
allowing circumvention of technical protection measures for such legitimate purposes 
as encryption research and computer security testing:  these industries simply didn’t 
perceive that the regulations had implications for these and other legitimate activities.  
Congress eventually understood some of the harmful implications of overbroad 
DMCA proposals and adopted specific exceptions.  This subsection will argue that 
Congress did not foresee other possible misapplications of the DMCA.  It will also 
suggest that it is possible that if Congress had thought through anti-circumvention 
issues more carefully, it might have realized that in certain respects the DMCA’s anti-
circumvention regulations were too narrow.   

The potential for unforeseen applications and possible misapplications of the 
DMCA anti-circumvention regulations becomes obvious once one recognizes that 
copyright industries are not the only entities using technical measures to protect 
digital information.  Trade secret owners, privacy-seeking individuals, and others 
possessing confidential information (including the Department of Defense as to 
classified documents) also use technical protection measures, as do purveyors of 
electronic cash systems, to protect their legitimate interests in digital information.  
These parties may be as concerned as copyright owners about threatened losses 
arising from circumvention and circumvention technologies.   

Initially, none of these parties might think of using the DMCA to challenge acts of 
circumvention or circumvention technologies, but consider this:  Copyright law in the 
U.S. and elsewhere typically protects original works of authorship that have been 
fixed in some tangible medium of expression (e.g., printed on paper or stored on a 
ROM chip).  Rights under copyright law subsist in protected works automatically by 
operation of law from the moment of their first fixation and last for at least 70 years in 
the U.S. and E.U. (and at least 50 years in most other nations).   

Some of these non-copyright firms or individuals might be entitled to challenge 
circumventors under the DMCA.  A person’s electronic diary, for example, would 
almost certainly qualify as an original work of authorship; hence, the diarist could 
claim copyright in the diary.  If she encrypted the diary, she could arguably use the 
DMCA to challenge any attempt to bypass an access control she used to protect her 
diary or letter (unless the circumventor was a law enforcement official able to qualify 
for the DMCA’s special law enforcement exception) or anyone who made a tool to 
bypass it.  The fact that privacy may be the paramount interest she really wants to 
protect through invocation of this law would not seem to bar her DMCA claim.  
Similarly, many trade secrets are likely to be embodied in documents that evince the 
modicum of creativity that would enable them to be protected by copyright law.  Even 
though firms that encrypt trade secrets may not really care about protecting the 
expression in documents embodying the secrets, it would appear that the DMCA’s 
anti-circumvention regulations could, nevertheless, be used to challenge an act of 
circumvention or a circumvention technology that the trade secret owner might be 
worried about.  No underlying copyright infringement or actual loss of copyrighted 
materials, after all, needs to be shown to establish a violation of 1201.  In fact, it is 
unclear as yet whether a plaintiff needs to show any actual harm to win a claim under 
1201.  (In the Corley case, discussed above, Universal City Studios is arguing that 
harm should be presumed merely because of the availability of a circumvention tool.) 

Purveyors of e-cash and government officials who have encrypted classified 
information may have a more difficult time bringing a DMCA challenge against a 
circumventor or the maker of a circumvention technology, even though the losses 
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they face may be very serious indeed.  Yet, even these parties might succeed under 
some circumstances.  If encrypted cash included some program instructions, not just 
unoriginal data, and the program instructions were encrypted along with the data, the 
encryption would be protecting copyrighted material which then might allow the 
DMCA to be invoked.  Although the U.S. government cannot claim copyright 
protection for government-authored works, it is possible that the government could 
raise a DMCA claim against a toolmaker if the government used the same encryption 
technique as a copyright owner and the tool that threatened its classified information 
also was capable of undoing the encrypted copyright material.   

These examples raise at least two key questions:  One is whether DMCA claims 
should be sustainable in what are really non-copyright cases.  Regardless of one’s 
perspective on the “should” question, some clever lawyer will surely figure out that 
the DMCA is broad enough to apply to at least some of these non-copyright 
situations.  Here too, courts are likely to be faced on some occasions with situations in 
which circumventors have legitimate reasons to bypass technical measures as to 
which no applicable 1201 exception exists (e.g., as to e-cash, one might need to 
bypass the technical protection system to get access to audit trail information).   

A second key question is whether it would have been better to think more 
holistically about circumvention and circumvention technologies and adopt a more 
general rule about them (including appropriate exceptions) so that the legitimacy of 
circumvention and circumvention technologies might be viewed more broadly, and 
not solely through the lens of a copyright industry-oriented law.  It would make more 
sense to do this than to broaden the DMCA anti-circumvention rules to deal, for 
example, with the e-cash and classified information circumventions discussed above.  
How Congress would have dealt with anti-circumvention regulations if it had 
recognized the more general problem that circumvention and circumvention 
technologies present for the law cannot be fathomed, but is perhaps worth asking.  
Perhaps other countries will be wise enough to notice the more general nature of the 
challenges that circumvention and circumvention technologies pose for the law and 
attempt a more holistic approach to regulating them. 

V.    Conclusion 

As ugly and inelegant as anti-circumvention regulations may be to members of the 
financial cryptography community, these regulations will likely proliferate in national 
laws around the world.  The reason is simple:  an international copyright treaty 
requires signatory nations to provide “adequate protection” and “effective remedies” 
to protect copyright owners against circumvention of the technical protection 
measures they may use to protect their works against piracy.  The U.S. DMCA anti-
circumvention regulations are far from a minimalist implementation of the treaty.  
Cryptographers from nations that have not already adopted legislation to implement 
this treaty provision should become active in the legislative process to ensure that 
encryption research and computer security testing, among other legitimate activities, 
are not outlawed or unduly burdened by DMCA-like anti-circumvention regulations.  
U.S.-based cryptographers may need to become active legislatively as well to help 
Congress understand why certain changes need to be made to the DMCA, such as 
clarifying and broadening the encryption research and computer security testing 
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exceptions and adopting a general “or other legitimate purpose” exception to the 
statute to make the law more balanced and effective.   
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Abstract. Protecting customer privacy is an important requirement
when designing electronic cash systems. However, there is also concern
that anonymous cash systems can be misused for criminal activities. Par-
ticularly blackmailing is in fact more severe in digital cash systems than
in paper-based systems. This is because on the one hand the blackmailer
is able to avoid physical contact and on the other hand there are no rec-
ognizable note numbers. To prevent such activities, several cash systems
have been proposed where one or a collection of trustees can revoke the
anonymity of a user. However, this also introduces a serious risk that
this revocation ability is misused.
In this paper we show that the problem of user blackmailing can be
solved without this risk. In our proposal, instead of a trustee, it is rather
the blackmailed person who reveals the required information to trace
extorted coins without compromising any of her secrets. We show how
to derive such systems from concrete existing proposals for anonymity-
revocable cash systems with passive trustee.

Key words: Escrowed Cash, Fair Cash, Digital Coin, Anonymity Revo-
cation, Blackmailing, Self-Escrow

1 Introduction

A subject of great economical importance is designing secure and efficient elec-
tronic payment systems. There is a large body of cryptographic literature on this
topic. An important class of electronic cash systems consists of those which pro-
tect privacy, in particular those allowing the users to remain anonymous when
they take part in different transactions. However, there is also concern that the
anonymity property of these systems might be misused for criminal activities; in
particular blackmailing and money laundering are mentioned. To prevent such
attacks many proposals have been made to extend anonymous cash systems with
a so-called anonymity revocation mechanism. Such payment systems are some-
times called fair or escrowed cash. They allow tracing of the anonymous coins
back to the corresponding user or forward tracing and identifying the coins at
payment/deposit.

All escrowed cash systems introduce a trustee or a collection of them that
can revoke the anonymity of a user. However, this also introduces a serious risk
that the revocation ability is misused by the trustees themselves, a government
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(e.g., an unknown future one, or an intelligence branch without even telling the
government as such) or someone gaining access to the trustees’ computer system
(typically with the help of insiders).1

In this paper we introduce self-escrowed cash against user blackmailing. This
proposal shows that the problem of user blackmailing can be solved without
the above-mentioned risk for privacy. In our proposal we require no trustee for
the purpose of tracing. It is rather the blackmailed user who helps the bank to
trace the extorted coins. To see why such an approach is of interest some further
remarks are in place:

First, any tracing of a blackmailer requires user cooperation—if the victim
is so intimidated by the blackmailer that she does not dare to report the black-
mailing or to ask for tracing under another pretext, then in a “normal” escrowed
cash system as well as in ours the blackmailer is safe.

Secondly, blackmailing in digital cash systems is more viable than in the
traditional paper-based systems, whereas other types of attacks such as money
laundering are not much different from their analogues in the traditional sys-
tems.2 The main problem with digital blackmailing is that the blackmailer has
(almost always) the possibility to avoid any physical contact (e.g., when obtain-
ing money from the victim), and hence to decrease his risk of being caught by
the authorities. Moreover, in most purely anonymous digital systems the black-
mailer could get coins without any risk that they are “marked”, in contrast to
non-digital systems (see Section 3).

Hence we find it an interesting possibility to have a digital cash system that
makes the risk for blackmailers at least as large as in traditional paper-based
systems again, while keeping full privacy. Other threats can then be treated by
restrictions on amounts of anonymous money as in traditional systems.

In Section 4, we show the general idea for deriving self-escrowed cash from
existing proposals for anonymity-revocable cash systems with passive trustee,
and sketch an implementation with one concrete such system. We also show
that blackmailing recipients instead of payers is no real option for a blackmailer
in our system, and discuss the case of bank blackmailing. In Section 5 we discuss
the security of our proposal.

2 Anonymous Electronic Cash Systems

Due to the widespread and growing use of electronic communication systems for
financial purposes, many proposals for electronic payment systems have been
made aiming to realize different functionalities of the traditional payment sys-
1 If the trustees’ system is open to unnoticeable remote queries by law-enforcing agen-

cies similar to certain telecommunications laws, the vulnerability of the computer
system will be even much larger.

2 Some forms of money laundering are even harder in the digital world because typical
digital cash does not offer recipient anonymity and must be deposited at the bank
between any two payments (see also [Fro96]).
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tems. Examples are cash-like and credit-like payment systems, micropayments
etc. The main parties in an electronic payment system are a bank, a payer and
a recipient. The system consists of several phases or protocols in which different
parties may interact. In cash systems these phases are system setup, registration
(opening an account) and withdrawal performed between the payer and the bank,
payment between the payer and the recipient and deposit between the recipient
and the bank. In online systems payment and deposit are combined. The consid-
ered security properties in payment systems are security against fraud (integrity)
and privacy (confidentiality). Both properties should be fulfilled in the sense of
multi-party security, i.e., no party should be forced to trust the others a priori.
Privacy means that the electronic payment system should provide at least the
privacy offered by traditional cash systems, i.e., payments of small amounts can
be performed anonymously, so that no profiles can be collected (at least from
the payment data) on what kind of items people buy in daily life.

Electronic payment systems preserving privacy are called anonymous pay-
ment systems. There exist quite a lot of proposals for anonymous cash systems
in the literature, e.g., [Cha83,Cha85,BP89,Cha89,CFN90,Bra94]. They offer dif-
ferent types of anonymity, e.g., for the payer, for the recipient or for both. Other
criteria for the offered anonymity are in which phase (withdrawal, payment) a
party is anonymous and whether several actions are anonymous relative to each
other (unlinkability). Most anonymous cash systems offer only payer anonymity
and only in the payment phase, but with unlinkability. The best-known systems
in this class apply the so-called blind signatures (e.g., [Cha83,CP93]) to realize
the anonymity property. They are also known as coin systems, where a digital
coin is a message (representing a monetary value) signed by the bank such that
the bank cannot see the content of what it is signing. For this, the payer blinds
the content of the message (which the bank signs) by using random secret values
(only known to her) called blinding factors. Later, it should not be possible to
deduce which party was originally given the signed value.

3 User Blackmailing and Previous Solutions

A blackmailing attack on a user in an anonymous payment system takes place
when a user is forced by the blackmailer to anonymously withdraw coins for
him or give him her electronic wallet (a device with which the payer pays in
shops). Thus the attacker has the control over the payer such that the payer
cannot see the coins in traceable form; in the context of blind signing it means
that the attacker chooses all blinding factors (values) himself and only shows the
blackmailed user the same form of the coins that the bank sees. Hence nobody
except the blackmailer knows what the final coins look like, and thus these coins
cannot be traced later.

Moreover, digital blackmailing can be done (almost always) without any
physical contact to the victim because the blindly signed coins can be handed
over via the communication systems or even a broadcast medium like a newspa-
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per.3 This was the reason mentioned in the introduction that this attack may
be more severe than in a traditional paper-based cash system.

To prevent this and other attacks, effort has been put into designing
anonymity-revocable payment systems, also called fair or escrowed cash systems
(see, e.g., [BGK95,CMS96,FTY96,CPS96,JY96,DFTY97,FTY98,ST98]). In such
systems one or more trustees can help the bank to revoke the anonymity in case
of justified suspicion. A well-structured survey on such systems can be found in
[PP97]. The specific mechanism applied against user blackmailing is coin tracing
or withdrawal-based anonymity revocation; it is similar to tracing serial numbers
of banknotes. In this approach the trustee is given specific withdrawal data (with-
drawal transcripts) which the bank has stored during the withdrawal protocol.
The trustee is asked to retrieve information which can be used by the bank (or
the recipient) to recognize the money (coins) which has been or is being spent.
This helps the authorities to find the destination of the extorted money.

The role of the trustee can be active or passive. An active trustee is involved in
registration (opening an account) or in every withdrawal protocol (or even in pay-
ment). Systems with passive trustee ([CMS96,FTY96,DFTY97,FTY98,ST98])
are more practicable, since the trustee is not involved in any of the system’s pro-
tocols and is present passively through its public and authentic parameter (e.g.,
public key). The common approach is that the payer encrypts some information
using the trustee’s public key and proves to the bank (and in some approaches
to the recipient) that the content of the encryption or a transformation of it will
appear in the coin and thus reveal the required tracing information.

As a concrete example, we consider the anonymity-revocable cash system
with passive trustee introduced in [FTY96] and give a high-level description of
how coin tracing is performed: The system is based on the anonymous offline
cash system from [Bra94]. A coin is traced via a piece of information contained
in it. We denote this tracing information by Itrace. The payer P first withdraws
a coin at the bank B and then computes an (ElGamal) encryption enc of Itrace

and gives it to B. (Obviously, B must not see Itrace in clear because that would
destroy the anonymity.) For this encryption the public key pkT of the trustee T is
used. Now a cheating buyer or blackmailer must be prevented from encrypting
another Itrace than the one she uses in the coin. Thus the encryption must
somehow be verifiable. However, B sees nothing to verify it against. Thus, part
of the verification is delayed to the payment, where the recipient R sees what
Itrace is used in the resulting coin. For this, P provides B in withdrawal with
an additional encoding M of Itrace and proves to B that: (1) The encryption
enc is based on the trustee’s key and (2) M and enc contain the same value.
The method (protocol) used for this is called indirect discourse proof 4 [FTY96].

3 If tamper-resistant devices (electronic wallets) are used in the system then it may
once come to a physical contact, since the blackmailer needs to obtain the (corre-
sponding) device.

4 The idea is to allow one to prove that a third party will have some future capability,
and this proof is performed without any active involvement of this third party. For
escrowed cash this means that P proves to B that T will be able to trace; for this P
uses only the public key of T .
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B then has to give a blind signature on M where M is transformed to a value
M ′. Later in payment, R verifies that the values Itrace in the coin and in the
transformed version M ′ of M are equal.

To trace a coin the payer P secretly reports the blackmailing to the bank
which retrieves the corresponding values enc related to the payer’s account.
(These values were actually computed by the blackmailer.) Then the trustee is
given the values enc by the bank and asked to compute the tracing values Itrace

using its secret key skT .

4 Achieving Self-Escrowed Cash
against User Blackmailing

In this section we show how to achieve coin tracing against user blackmailing
without requiring any trustee. The idea is that the blackmailed user helps the
bank to recognize the extorted coins.5 We call this approach self-escrowed cash
against user blackmailing.

4.1 Ideas in Abstract Form

The basic idea may seem very simple: Take an anonymity-revocable cash system,
but for each account, let the account owner play the role of the trustee. Then
it may seem obvious that after blackmailing, the user in her role as trustee can
trace what happens to all coins withdrawn from her own account. However, such
replacement only works if the underlying anonymity-revocable cash system has
specific properties concerning the trustee:

– The trustee need not be trusted by the bank or the recipients for any other
property than tracing.

– The trustee must be passive (at least) in withdrawals; otherwise, the black-
mailer could force the user to play her trustee role wrongly, just as he forces
her to do the rest of the withdrawal in a wrong way. (We will look at regis-
tration below.)

– The payment and deposit must work without the recipient and the bank
knowing anything about the trustee, typically public parameters like public
key, because otherwise they would now need the public key of the user in
this role, and that would destroy anonymity.

In this way, one could probably prove a general construction that turns any
of a certain class of anonymity-revocable cash systems (e.g., those with pas-
sive trustees) into a secure self-escrowed system. However, concrete anonymity-
revocable cash systems do not tend to be written up in such a way that one
5 In some previous papers, e.g., [PP97,PW97] it is only mentioned (in side remarks)

that in some systems it might be possible that the user herself reveals the required
tracing information. However, no concrete criteria or systems for this case are pro-
posed in these papers.
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easily sees whether they fall into such a class. We therefore show a concrete
instantiation with the system from [FTY96] that we sketched in Section 3. How-
ever, after a careful look, we believe that also the escrowed cash systems in
[CMS96,FTY96,DFTY97,FTY98,ST98] possess the properties mentioned above
and thus could be transformed to self-escrowed systems.

4.2 Concrete Instantiation

We need some basic assumptions on the environment which are common to many
payment systems:

– When opening an account, every user has to identify herself by means of
some official documents.

– Every user can generate digital signatures (using an arbitrary signature
scheme) under her real (digital) identity and the corresponding public keys
have already been distributed.

– The bank provides users with account statements regularly and has to store
proofs of withdrawals at least until the next account statement becomes
final, and also for a certain minimum period of time. (In this period, the
user has to make up her mind whether she reports a desire to trace.)

Now we follow the structure of the system from [FTY96] as sketched in Section 3:
In registration, the payer P additionally gives a public key pktrace (here for
ElGamal encryption because it replaces pkT ) to the bank B and proves that she
knows the corresponding secret key sktrace . Then P signs pktrace under her real
identity to prevent dispute about it; the signature is denoted by sigaccount. The
payer applies pktrace in withdrawal to encrypt the tracing information Itrace (the
same tracing information as used in the escrowed system with trustee). The result
of the encryption is denoted with enc and is used later for obtaining the tracing
information. The payer gives enc to B together with the additional encoding M
of Itrace that allows B to make the required verification. This ensures that even
if the blackmailer is operating here instead of the payer, enc and M contain the
same Itrace. The payer then includes enc in the signature under her withdrawal
order, and the bank gives a blind signature on M . Later in payment, R verifies
that the values Itrace in the coin and in the transformed version M ′ of M are
equal. Note that it does not need pktrace for this and hence our use of a specific
pktrace for each account instead of the global pkT of a trustee does not destroy
anonymity.

To trace the extorted coins, the victim secretly reports the blackmailing to
the bank. This can correspond to a certain period of time during which actually
the attacker has made the withdrawals in the name of the victim.

After being informed, the bank retrieves the relevant data it has stored during
registration and withdrawal. The main data are the encrypted values enc. The
bank gives them to the payer who decrypts them using her secret key sktrace . The
result is the tracing information Itrace. Now, as in the original escrow system,
the bank is asked to blacklist the corresponding coin and check to which account
the coin with this tracing information is or was deposited. (Of course, this is not
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necessarily the blackmailer’s own account, but may be the account of an honest
merchant where the blackmailer bought goods; but from here on one can trace
him just as if the payment had never been anonymous.)

4.3 Blackmailing during the Registration

As one may have noticed, until now we assumed that the victim is in possession
of the secret sktrace she has used in the registration. In other words we assume
that the victim is able to make some backups (e.g., encrypted with a passphrase)
of sktrace and at least one of these backups survives the blackmailing period. We
have to make sure that this is a realistic assumption. The following cases can
occur:

– The blackmailer does not force the victim to open a new account. Then if
he does not physically approach the victim (recall that this was a major
advantage of the digital system to the blackmailer), he has no chance to
verify how many backups the victim already has or makes at this moment.
Even if the blackmailer does approach the victim, he can never be sure he
found all backups, and the victim can keep further backups safe somewhere
else (e.g., in the house of friends).

– Thus the blackmailer only seems to have a chance if he forces the victim to
open a new account and prevents backups a priori. Without physical contact,
he can only do this by never giving sktrace to the victim. This is why we let
the bank only allow opening an account by the owner in person coming
into the bank, and showing that she knows sktrace . To prevent that a very
sophisticated attacker can still carry out the proof of knowledge remotely
by using the real user only to relay the proof protocol, one could try to
insulate the room where registration is done against usage of mobile signal
transmission.6

– One might argue that a blackmailer might dare physical contact with the
victim once at the beginning, because the victim had no time yet to set
up any secret tracing. This is no problem since we can easily require that
the victim must be alone in the bank for account opening. This gives her a
chance both to report the attack and to make a backup. (An easy way to
make encrypted backups at or via the bank for those who want to should
therefore be provided.)

– A really sophisticated attacker might send the victim a tamper-resistant
device that in fact contains sktrace but does not output it at all. If we want
to prevent even this, the bank must require that the devices the users use

6 One may think of registering in a “Faraday cage”. Another approach to prevent an
attacker from remotely playing the role of the honest user during the registration is
“distance bounding” introduced in [BC93]. It enables a verifying party to determine
a practical upper bound on the physical distance to a proving party. Note that here
the hardware requirements would be different.



Self-Escrowed Cash against User Blackmailing 49

for opening an account come from a trusted manufacturer and can identify
themselves as such (i.e., they are also tamper-resistant).7

4.4 Other Types of Blackmailing

We have shown how to proceed if an attacker blackmails (or robs) a payer. We
now briefly show that it is no serious alternative for criminals in such systems
to blackmail or rob recipients instead, i.e., that our proposal really captures all
important forms of user blackmailing. First, getting already received coins from
a recipient does not help the attacker at all in the concrete systems considered:
The payer encodes the recipient’s ID during payment and the bank only allows
the coins to be deposited to the correct account. Instead, the attacker would
have to simulate the recipient in the payment and try to get an ID of its own
encoded. If the payers know the ID of the real recipient from outside sources
(e.g., a certificate), this does not work at all. Even if they don’t, the attack is
very risky because the attacker’s ID becomes known to any of the payers, and
the blackmailed recipient might be able to find some of them later. For instance,
she could ask her usual clients, or make an all-round call, or simply make a
payment to herself during the time she is blackmailed.

Quite another question is blackmailing of the bank. (In the literature, it is
now typically called blindfolding, e.g. [JY96], but it is also the type of kidnapping
problem discussed in [SN92].) Self-escrowing cannot offer a solution against this.
However, we see this as a much lesser problem than user blackmailing in practice.
The reason is that one can legally require banks to never give in to such attacks,
just like governments simply cannot give in to certain demands from terrorists,
while one cannot assume or expect normal users under threat to follow such
advice.8,9

7 Even with these devices, one can imagine increasingly complicated attacks. However,
if any person can only withdraw a moderate amount of anonymous cash, such attacks
will no longer be worth the attacker’s expense, nor the countermeasures their price
in overall risk management. For instance, the attacker could send the user a secure
device, but surrounded with a tamper-resistant shielding mechanism that allows
registration but not a backup; then the bank should check that the devices are of
the correct shape.

8 Note that a similar assumption must be made in anonymity-revocable systems with
trustees: The trustees must never give in to an unjustified demand to revoke all
anonymity. An additional problem in this case might be that the public cannot see
if they do give in, so the temptation under threat might be greater than in the case
of a bank.

9 The impossibility to counter bank blackmailing with self-escrow is provable: The
model is that the bank does everything to the satisfaction of the blackmailer at a
certain time and only tries to keep trapdoors for later or hidden tracing. Now the
blackmailer forces the bank to execute the account-opening protocol with him over
the network such that he does not notice any difference to the correct protocol,
and then to execute many correct-looking withdrawal protocols with him from this
account although there is no money on the account. If the bank could by any means
trace him later, it could also, by exactly the same means, keep the same trapdoor
in protocols with honest users, and thus trace those.
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5 Security Issues

First it must be verified that self-escrowing does not affect the common security
requirements of the cash system, e.g., the security of the bank and the recipient,
i.e., that one does not need to trust the trustee for those requirements in the
underlying escrowed cash system. One can indeed see this for the system from
[FTY96], but needs to look at more details than we described above.

In the following we consider the specific security requirements resulting from
the tracing mechanism.

5.1 Security for the Payer

If the bank participates correctly in the tracing protocol, then the output of this
protocol will be the correct tracing information for the coins withdrawn from
the account of the corresponding payer: As discussed in Section 4 it is assumed
that at least one backup of the payer’s registration-relevant secrets survives the
blackmailing attack. This implies that the payer will be able to obtain the tracing
information and the requirement is fulfilled.

Even if the bank refuses to cooperate, the payer can convince any honest
arbiter of this fact in all cases except the case where the payer’s only chance
to make a backup was at the bank (only cases with physical presence of the
attacker). Here the payer has to trust the bank not to delete that backup. In
all other cases, the bank must present the payer’s signed withdrawal requests
which contain the encrypted tracing information. The amount of withdrawn
money can be determined by computing the difference between the current value
of the account and the value mentioned in the last account statement which
the payer has accepted. Note that the bank is obliged to send to the payers
statements of their accounts in fixed and appropriately chosen periods of time
(see also Section 4). During these periods the bank must keep the tracing-relevant
data which it obtained from the payers during registration or withdrawal. This
implies that the bank cannot debit the account of a user without having the
corresponding tracing information available.

After receiving the encrypted tracing information from the bank the payer
can decrypt it and prove (in zero-knowledge) that the decryption is performed
correctly. Now one can expect that the bank is able to find the corresponding
deposits of the identified coins. Otherwise it should give the money back to the
payer and trace the later deposits.

5.2 Security for the Bank

The bank cannot unduly be accused of not cooperating with the user for the
purpose of coin tracing. This is because the bank must indeed verify and store
all required withdrawal requests of the payer (signed by the payer) together
with all related encrypted tracing information. The payer on the other hand must
explicitly prove that she can correctly decrypt the encrypted tracing information.
Afterwards, the underlying tracing protocol guarantees that the resulting coins
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will contain this tracing information at payment. This means that the bank will
be able to find the corresponding deposits if the coins were used in payments.

5.3 Security for the Recipient

The tracing protocol will not output that a certain coin was deposited by an
honest recipient unless it really was.

If account statements are handled correctly, such an attack will certainly
only succeed if this money then in fact belongs to the honest recipient. Hence
such an attack cannot be made for any financial gain, only out of malice against
a certain recipient. It can be prevented if, e.g., a recipient has to agree to any
receipt of money by means of a signature (e.g., under the deposit order).

6 Conclusion

We have introduced the idea of self-escrowed cash against user blackmailing
where the extorted coins can be traced without requiring any trustee. It is rather
the user herself who reveals the required tracing information. We showed how to
derive such systems from existing proposals for anonymity-revocable payment
systems with passive trustee. However, let us mention that, just like escrow by
trustees, this reduces the anonymity of the system from information-theoretic to
computational. Nevertheless, it shows that when protection of users is the main
goal of electronic cash systems, one can use self-escrowed cash systems in which
the anonymity revocation is under the control of the user, and not of a third
party.
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Abstract� Auditability is an important property in �nancial systems
and architectures� Here we de�ne the primitive of �blind auditable mem�
bership proof� �BAMP� which combines public auditability with privacy
�i�e� user anonymity�� In particular� one can use it as an auditable alter�
native to a �blind signature� component in unconditionally anonymous
payment systems and in other systems requiring anonymity� We show
that BAMP can be implemented quite e	ciently �namely� without re�
sorting to general zero�knowledge proofs of NP statements� which� in
general� merely indicates plausibility��
We then build an anonymous o
�line payment system based on the
implementation of BAMP� The system has the property that its secu�
rity against counterfeiting relies on the integrity of a public �auditable�
database and not on the secrecy of privately held keys� The system
strongly defends against blackmailing and bank robbery attacks� in the
same way the system in ��� does� However� the current system is a sig�
ni�cant step towards practicality since� unlike the previous system� �rst�
it does not use general protocols for zero knowledge proofs for NP � and
second� the cost of the payment protocol is independent of the number
of total coins withdrawn�

� Introduction

David Chaum ��� introduced the primitive of �blind signatures� in ��	
 and
showed how to build an anonymous electronic cash system based on this prim�
itive� This primitive then served as the basic tool in implementing o��line pay�
ment systems which o�er unconditional payer anonymity�

Although blind signatures are very elegant� appealing and relatively ecient�
several drawbacks have been discovered over time due to new attack models� Van
Solms and Naccache �
�� discovered in ���
 a �rst serious attack on blind signa�
ture based payment systems� Their attack shows that a blackmailer can obtain
anonymous electronic coins via anonymous communication channels� The with�
drawn coin can not be distinguished from legitimatelywithdrawn electronic coins
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� thereby allowing for a �perfect crime�� Various schemes that allow traceabil�
ity �revocation of anonymity� have been designed to cope with this� and it was
shown by Frankel� Tsiounis and Yung that revocable anonymity implies that
anonymity cannot be unconditionally secure �	
�� In 	�� Jakobsson and Yung
�	�� studied another potentially serious attack on anonymous payment systems�
the bank robbery attack� in which the secret key of the bank is compromised
and large sums of perfectly counterfeited electronic coins are injected into the
system �this compromise can model the quite prevalent �internal attack�� �

Both attacks above directly exploit features of the blind signature primi�
tive� In fact� an anonymous payment system in which the validity of coins is
determined by verifying signatures� is vulnerable to the blackmailing attack as
blackmailers can force the bank into an unconditionally blind withdrawal proto�
col �if not e�ciently then using secure computation as was pointed out in �	����
Furthermore� in a blind signature based payment system there is a highly sensi�
tive secret key which is used by the bank to sign electronic coins and thus any
such system is also potentially vulnerable to the bank robbery attack�

In ��	� Sander and Ta�Shma suggested a di�erent approach to o��line pay�
ment system where the security of the system is based on public auditing� In
a nutshell the approach is based on the use of �membership proofs� instead of
signature techniques� during payment the payer sends the coin to the merchant
together with a proof that the coin belongs to a public list of �valid coins��
This list is managed by the bank and can also be publicly audited �typical audit
is done by a number of public independent entities�� Furthermore� they show
how such a proof can be given in a �blinded� way� i�e�� such that transcripts
of withdrawal and payment are statistically independent and the resulting pay�
ment system o�ers users unconditional anonymity� The system in the approach
of ��	� is no longer susceptible to the bank robbery attack as its security against
counterfeiting relies on the integrity of a public database and not on the secrecy
of secret keys� This notion of audit is quite close to various real life Auditing
scenarios which are performed by independent entities on an available data� Fur�
thermore� the system also defends to a high degree against blackmailing since
the bank can always invalidate illegitimately withdrawn coins�

��� Our results

In this paper we formalize the central concept behind the approach of ��	� and
isolate it as a primitive which we call �blind auditable membership proofs�
�BAMP�� The identi�cation of the primitive is important since it can be em�
ployed as a general technique whenever anonymity �i�e�� individual privacy or
traceability�freeness� and auditing need to be combined�

The system implementation of the payment approach suggested in ��	� was
based on the use of Merkle hash trees� during withdrawal randomized hash values
of the serial numbers of the coins are inserted as leaves in the tree� The leaves of
the tree correspond to valid coins� During payment a serial number is revealed
and the payer proves that this serial number appears in a leaf of the �tree of
valid coins�� Blinding of this membership proof and thereby unconditional payer
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anonymity was achieved by using general protocols for zero knowledge proofs
�arguments� for NP � Here we improve on this implementation in two ways� First�
we get rid of the tree structure that causes the complexity of the payment step to
depend poly�logarithmically on the total number of withdrawn coins� Secondly
�and perhaps more importantly� we use e�cient zero knowledge proof techniques
and have no longer to recur to zero knowledge proof techniques for NP � We
achieve this by implementing �blind membership proofs� in an algebraic setting�
This is a crucial step� advancing the state of the art from �plausibility argument�
towards e�ciency �i�e� the possibility of an implementable construction�� This
basic argument distinguishing plausibility results from e�cient ones was put
forth in 	
�� ��� �On the other hand� we do not want the reader to assume that
we claim that our work is the last word on e�ciency and practicality of the
suggested notion and approach��

��� Overview of our construction

The �rst basic ingredient of our solution is the one way accumulator construction
of Benaloh and deMare 	� that allows to prove membership in a list L e�ciently�
The basic idea is as follows� Let N be an RSA modulus and x � ZN be a random
element� Let L � fa�� � � �amg� The accumulated hash value z of L is de�ned to
be the value z � xa��a� ���am mod N � Assume now that Victor has obtained z

over an authenticated channel� To prove membership of an element a in L� Alice
presents to Victor an a�th root w of z� Victor accepts if wa � z �for brevity we
omit the modulo notation hereafter��

Bari�c and P�tzmann �following Shamir 	��� introduced in 	
 the strong RSA
assumption� They showed that under this assumption this accumulator protocol
can be proved secure� if one restricts the elements of L to prime numbers smaller
than the modulus N � Thus during veri�cation Victor needs not only to check
that wa � z but also that a is prime� Variants of the strong RSA assumption
have recently been used in several schemes 	
�� �� 
�� 

�

In order to be able to authenticate arbitrary numbers �and not only prime
numbers� via this accumulator protocol we need a way to �convert� arbitrary
numbers into prime numbers that are suitable for the accumulator� This conver�
sion was studied by Halevi et al� 	
� as a subroutine for a di�erent construction�
and we adopt their solution� During system setup a hash function h is randomly
chosen from a ��universal family of hash functions� For any element a� it is pos�
sible to e�ciently �nd a large prime number p� such that h�p� � a� Instead of
feeding a directly into the accumulator� the prime p is fed into the accumulator�
Alice authenticates a by presenting �a� p� w� and Victor accepts if h�p� � a and
wp � z� Note that in our adaptation of this protocol Victor does not need to
test the primality of p� We further give an e�cient algorithm which computes
the modular roots wi� s�t� w

pi
i � z for a large list L � fp�� � � � pmg�

The sketched accumulator protocol� so far� is certainly not blind� since a ver�
i�er sees the element a� To turn it into a blind protocol� we have Alice commit
herself to the values a�w via unconditionally hiding and computationally binding
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commitments Ca and Cw� respectively� Alice then proves that for these commit�
ted values the relation wa � z holds� The protocols of Camenisch and Michels ���
allow us to implement the modular exponentiations on secret� committed values
�quite	 e
ciently� This yields a basic e
cient blind proof of membership in L�
Alice can prove e
ciently and independently of the number of elements in L

that she knows an element in L without revealing the element� We note that the
fact that Victor does not need to check that p is prime is important and saves
us the need to implement an e
cient blind proof that a committed number is
prime�

To make use of this construction for an anonymous payment scheme the value
a should contain further information such as the serial number of the coin and
an appropriate encoding of the identity of the user to detect double spenders in
an o�ine system� More precisely� we let a be an element of a large multiplicative
subgroup Gq of prime order of a nite eld� Let g�� � � � � gk be randomly chosen
generators for Gq and �u�� � � � � uk	 be a representation of a w�r�t� this base�
i�e� a � g

u�
�

� � �g
uk
k � During withdrawal� information like the serial number is

embedded in this representation and the appropriate information is revealed
during payment�

This yields an e
cient� anonymous payment system� It is secure against
the blackmailing attack in the sense described in ����� Similarly� the security of
this payment system against counterfeiting and the bank robbery attack relies
upon the ability of the bank to distribute accumulated hash values securely�
With respect to the bank robbery attack we pay a certain price for our e
cient
algebraic construction� During the system set up the RSA modulus N needs to
be constructed� In the currently known algorithms to construct N � the parties
constructing the RSA modulus N � PQ can also nd the prime factors P�Q of
N � Knowledge of this �trapdoor� of the accumulator translates directly into the
ability of giving false membership proofs �and thereby to �forge�	 coins� Thus
the factors P and Q should be chosen in an isolated process �trusted dealer	 and
be destroyed after system setup as in ����� Alternatively and in some respects
more securely� a distributed generation of the RSA modulus is possible �see ���
���	�

Unlike in blind signature based payment systems where the sensitive secret
signature key of the bank is needed in each withdrawal session� no secret infor�
mation is needed during the operation of the payment system described in this
paper� Thus if the trapdoor information is reliably destroyed during system set
up �by the centralized� distributed holders of the factors	 security against bank
robbery is� in fact� achieved� We also note that an RSA type accumulator con�
struction without trapdoor was given by Sander in ����� In principal we could use
this trapdoor free accumulator construction and achieve by this a strong defense
against the bank robbery attack� however this construction is less e
cient �due
to modulus expansion	�
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list� G � L� A� W is the function B uses to take a list L � L and an element
a � A and return the �witness� w that a � L� V � A �W � Z � fTrue�Falseg
is the predicate used to verify that a � A indeed belongs to the list that was
hashed to z � Z�

Now� we would like Alice to prove she holds some a � L without actually
revealing what a is� This is� often� not too useful� because the list is public and
anyone can know an element a from the list� Thus� we want in addition that Alice
proves �ownership� of the element a� or more generally� that some predicate Q
holds for the input a� This predicate can be� e�g�� that Alice knows a preimage
of a under a certain hash function� or that a is a large or small number� or� in
general� any property of a that can be evaluated by a small arithmetic circuit�

De�nition �� �Blind� auditable membership proof� A blind� auditable
membership proof is a protocol between k players P�� � � � � Pk� one central player
B and a veri�er C� where k is at most polynomial in the protocol�s security
parameter�

Setup� The protocol begins with each Pi having a private input si � S and a
public value ai � A �the sizes of elements are polynomial in the security param�
eter��

Building the list� Player Pi communicates ai to B� After all players commu�
nicated their values� B computes z � F �a�� � � � � ak� � Z and w�� � � � � wk � W

where wi � G�ai� fa�� � � � � akg�� B makes z public� and sends wi to player i� The
list may or may not be public�

Proof� Pi sends C a value ti� Pi and C then execute a �possibly interactive�
protocol and C either accepts or rejects�

It should hold that�

Completeness� If a player P knows a� s and t s�t a � L� Q�s� t� a� � True� then
after execution of the protocol C accepts�

Soundness� For any coalition of polynomial time players� for all values a�� � � � � al
they choose to submit to the list the following holds� there is a knowledge extrac�
tor� s�t� if C accepts� the knowledge extractor can �nd in expected polynomial
time values a� s s�t� a � L and Q�s� t� a� � True given the data the coalition
knows� �The acceptance probability and extraction probability may di	er by a
negligible soundness error probability��

Blindness� Let T be the history of protocol execution transcripts� Suppose a
honest Pi executes a 
proof� protocol with C for proving knowledge of a � L�s
and t� Let us denote by DT �i�a�s�t the distribution of the transcript of the protocol�

We say the protocol is statistically ��blind� if for any t there is one �xed
distribution Dt s�t� for any history� any honest player Pi� any a � L and s�
jDT �i�a�s�t�Dtj � �� �Namely� the transcript distribution does not depend on the
history� the data or the player��

We note that a dynamic version of the above de	nition is possible where z
is constructed incrementally �in discrete time units��
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� Tools

��� Universal�� hash functions

De�nition �� ��� A family H � fh � A� Bg is ��universal if for every a�� a� �
A� a� �� a�� b�� b� � B

Pr
h�H

�h�a�� � b� � h�a�� � b�� � �
�

jBj
��

Example �� We take a set H � fh � f�� �gk � f�� �gmg � Each function h � H

is indexed by a m�k matrix A and a vector b � f�� �gm� For h � hA�b we de�ne
h�x� � Ax	 b� It is well known that H is a universal
� family�

H has the additional property that given h � hA�b � H and z � f�� �gm it
is easy to sample a random element from h���z�� which is just the problem of
picking a random solution to the linear system Ax	 b � z�

If A � fa�� � � � � akg and we de�ne a random variable Xi � h�ai� that is ob

tained by picking h uniformly fromH and computing h�ai�� then X�� � � � � Xk are
pair
wise independent� i�e�� for every � � i � j � k� Xi and Xj are independent�

��� The strong RSA assumption

Baric and P�tzmann �� de�ne the following problem asserting that RSA is
simultaneously hard to invert on any potential exponent�

Strong RSA Problem� Given x � Z�N �nd an e�� � e � N and an element s
s�t� se � x�

Strong RSA Assumption� B is a probabilistic algorithm that on input �k

outputs a RSA modulus N of size k uniformly at random� For every proba

bilistic polynomial time algorithmA� every polynomial P � for all su�ciently
large k�

Prae � x mod N � � � e � N �

N � B��k��x �R ZN � �a� e��A�N� x�� �
�

P �k�
�

��� The group representation problem

Let Gq be a group of prime order q for which DLOG is hard� and let g�� � � � � gs be
known� randomly chosen elements from Gq� We say a � G has a representation
�a�� � � � � as� with respect to the basis �g�� � � � � gs� if a � g

a�
�
� � � � � gass � In ��

an e�cient protocol is described to prove knowledge of a representation of an
element a w�r�t� a known basis �g�� � � � � gs�� The protocol does not reveal any
further information�
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��� Proving modular relations in zero knowledge

In this paragraph we brie�y describe e�cient building blocks for our later con�
structions� We need protocols for arithmetic over secret committed values mod�
ulo various moduliN�� N�� � � �Ns� and we use here special statistical zero knowl�
edge arguments of knowledge from Camenisch and Michels ���� These tools can
be used to eliminate general ZK�proof techniques for NP when dealing with
algebraic structures� See ��� for a more detailed description of these tools�
The setting� Let l be a positive integer� Let N be an integer s�t� 	 � N � 
l�
We will assume further that the values a� b� c for which we want to prove modular
relations modulo N ful�ll the condition �
l � a� b� c � 
l� This range condition
can be enforced by the protocol� Let Q be a prime s�t� Q � 
�l��� Let G be a
group of order Q s�t� computing discrete log in G is hard �G can be chosen to
be a subgroup of the multiplicative group of a large �nite �eld FP � Let g� h be
two generators of G such that logg h is not known�
Commitments� We commit to a value a � ZQ by Ca �� gahr� where r �R ZQ�
This commitment scheme is unconditionally hiding and computationally binding
�assuming DLOG is hard�
The building blocks� Quite e�cient statistical zero knowledge arguments of
knowledge for many modular relations �e�g�� addition� multiplication� exponenti�
ation on the commitments are described in ���� The techniques also allow one to
prove the correctness of the disjunction of statements about discrete logs without
revealing which of the statements is true� This allows to prove that a committed
value v encodes a single boolean bit� by proving the statement ��Cv is a com�
mitment of 	 � �Cv is a commitment of ��� Thus� one can commit to a value
a in several di�erent ways and prove that they encode the same value� E�g�� one
can commit to a � a�� � � � � ak bit by bit� later on commit to it as an integer� and
then prove that the value �iai
i when computed from the committed values in
Cai equals the value committed to by Ca� The relations that we need are�

�� �Linear relations� a�b � c mod N � or more generally� �piai � b� where the
pi are public and the values N� a� b� c� ai may be committed�


� �Multiplication� a � b � c mod N where the values N� a� b� c may be com�
mitted�

�� �Exponentiation� ab � c mod N where the values N� a� b� c may be commit�
ted�

�� �Equality� a � b mod N where a� b�N may be committed�
�� �Non�Equality� a �� 	 mod N where a�N may be committed�
�� �Equivalence of commitments� A commitment to a binary string carries the

same value as another commitment to a non�binary value�
�� �Opening a commitment� Ca is the commitment of a public value a�

��� Transferable ZK�proofs

Finally� following an idea of Fiat and Shamir ��
�� that was formalized using
the random oracle assumption in ���� 
�� we convert interactive� zero�knowledge
proofs to non�interactive� transferable zero�knowledge proofs� by replacing the
challenges with an output of the random oracle on the initial commitments�
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� pi is a prime�
p
N � pi � N � h�pi� � ai� and wpi

i � z mod N �

�
p
N � p � N � h�p� � a and wp � z mod N � We stress that here we do not

require that p is a prime�

The values pi must be prime and ful�ll the range condition because by auditing
the list manager this can be enforced�

Denote d � gcd�p� p� � � � pk�� Thus� gcd�
p
d �

p����pk
d � � �� De�ne e � p

d � There

are integers u� v � Z such that ue � v �p����pl�
d � � holds over the integers� and

moreover Eve can �nd them in polynomial time using the extended GCD algo	
rithm�

Now set s � wvxu� Then

se � wvexue � w
vp
d xue � z

v
d xue

� xv
�p����pk�

d �ue � x

Thus Eve can �nd� in polynomial time� a value s which is an e�th root of
x� By the strong RSA assumption it must be that e � �� Hence� p � d� i�e��
p� � � �pdjp� However� p � N and each pi �

p
N � thus it must be that p � pi for

some i � f�� � � � � lg� In particular� a � h�p� � h�pi� � ai� i�e�� a is already in
the list� This completes the proof that Eve can �nd membership proofs only for
elements already in the list�

��� An algorithm for computing wj

We conclude with an e
cient algorithm for computing the witnesses wj for
j � �� � � � � l� The algorithm works even when ��N � �and the factorization of
N � is not known� The trivial algorithm requires O�l�� modular exponentiations�
and we show how to employ divide and conquer to do this with only O�l log�l��
modular exponentiations�

� Input� fp�� � � � � plg� N � x � ZN �

� Output� w�� � � � � wl� wj � x

Q
i��j

pi �

Algorithm � W�l�o�g� we assume l is a power of two� Given fp�� � � � � plg we
compute

� A � xp����pl�� and
� B � xpl�������pl �

We then recursively solve the following two problems�

� The input is the set fp�� � � � � pl��g� N and B� This gives us all wj for j �
f�� � � � � l��g�

� The input is the set fpl����� � � � � plg� N and A� This gives us all wj for j �
fl�� � �� � � � � lg�
Altogether we get all wj for j � f�� � � � � lg� If we denote the complexity �num�

ber of modular exponentiations� of the algorithm for l elements by T �l� then
T �l� � �T �l��� � O�l�� T ��� � �� Thus� T �l� � O�l log�l���
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��� The protocol

Bank�s setup�

� �Choosing a group Gq� The bank chooses large primes p� q� s�t� p � cq � 	
for some integer c �e�g�� c � 
�� Gq is the subgroup of order q of Z�

p � The
bank picks random elements g�� g�� g�� g�� g� �R Gq�

� �Choosing an accumulator� The bank chooses an RSA modulus N � p�p��
where p�� p� are two big primes� where N � p�� The bank also chooses a
random x � Z�

N �
� �Choosing a universal�
 hash function� Gq � Zp and therefore there is a

natural embedding of elements of Gq �and Zp� as a binary string in f�� 	gm
�so we pick m to be the smallest integer s�t� 
m � p�� The bank chooses a
universal�two family of hash�functions H � fh � f�� 	gk � f�� 	gmg� with
k the largest integer s�t� 
k � N � and picks h � H at random� Notice that
k � m�

� �Choosing a hash function� The bank also uniformly selects a hash function
H from a collection of collision intractable hash functions�

The bank makes p� q� g�� g�� g�� g�� g�� N�m� k� h�H public� The bank should
destroy p� and p�� Note that the above system parameters can also be chosen
by a trusted �and distributed� organization�

Account opening� Alice chooses SA �R Zq and computes PA � gSA
�

� Gq� Alice
also chooses DA �R Zq � Alice identi�es herself along with the numbers DA and
PA� and proves to the bank that she knows a representation for PA in the g�
basis� The bank records Alice�s identity together with �DA� PA��

Withdrawal� Alice identi�es herself to the bank� Then she picks u�� u�� serial �R
Zq and computes T � g

u�
�
g
u�
�
gserial
�

� Alice sends T to the Bank along with a
proof of knowledge of a representation of T according to the basis �g�� g�� g��
���� Both sides set a � PA � gDA

�
� T � In particular Alice knows a representation

�SA� DA� u�� u�� serial� of a according to the basis �g�� � � � � g�� � Then the bank
�nds a large prime p� � h���a�� p� � f�� 	gm� 
pN � p� � N � By Lemma 	 the
bank can e�ciently �nd such a value p� after not too many samples� The bank
records that user �PA� DA� obtained a coin a� and deducts the corresponding
amount from her account�

When the time frame ends �say� every minute� the bank takes all the values

f�ai� p�i�g received at that time frame and computes z � x

Q
i
p�
i �modN �� The

bank also computes wj � x

Q
i��j

p�
i�modN �� for all j using Algorithm 
� Then

the bank sends �p�j� wj� z� to player j� The player checks that

� h�p�j� � aj as binary vectors� where aj is the value he submitted to the bank�

� p�j is a prime with 

p
N � p�j � N �

� �wj�
p�
j � z�modN ��
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The bank will also send updates to the user and we describe this next�

Updates� Every minute a new �minute� list is formed� When two minute lists
exist they are combined into an �hour� list� When two hour lists exist they are
combined into a �day� list� and so forth� Each time two lists are combined the
bank computes the hash z of the combined list� and new witnesses wi� using
Algorithm �� and sends an �update� message with �wi� z� to each user Pi who
has a coin in the combined list� We analyze the complexity of this soon� Thus�
each user gets a minute�hour�day�month etc� update for his coin� when the time
comes�

We say an accumulation �or a hash� z is alive if it is a hash of the current
minute�hour�day etc� list� There are at most� say� 	
 live accumulations� Each
merchant can choose how often to be updated about the set of live accumulations�
A merchant who chooses to be updated only once a day� can accept coins only
from users who withdrew their coin at least a day ago� For more details see ����
Unlike the system in ��� we do not use broadcast in our update system�

Now we analyze the complexity of computing the updates� Each time the
bank combines two lists into a list of size l� the bank performs O�l log�l�� mod�
ular exponentiations� We now group together all the operations needed to com�
pute witnesses on the minute level� and we see that the minute level requires
at most O�c log�c�� modular exponentiations� where c is the number of coins�
Similarly� any level �hour� minute� day etc�� requires at most O�c log�c�� mod�
ular exponentiations� We see that altogether the system requires O�c log��c��
modular exponentiations� That is� the bank has to execute O�log��c�� modular
exponentiations per withdrawn coin�

Payment� Alice �rst commits to�

� the value p� both as a binary vector and as an element of ZN �

� the value w as an element of ZN �

� the value a both as a binary vector and as an element of Zp�

� the values SA� DA� u�� u� as elements Zq�

Alice then computes the challenge c as c � H�Merchantid� time� commitments��
and sends c� serial� v � Zq to the Merchant� Alice uses non�interactive zero�
knowledge arguments to prove�

�� Both representations of p� correspond to the same value and both represen�
tations of a correspond to the same value� using the Equivalence of Com�
mitments sub�protocol�

�� �
p
N � p� � N � using the Non�equality sub�protocol�

�� wp�

� z�modN � using the Exponentiation sub�protocol�

�� h�p�� � a as a binary string� using the Linear Relations sub�protocol�

�� a � gSA
�
gDA
�

gu�
�
gu�
�
gserial
�

�modp� using the Exponentiation� Multiplication
and Equality sub�protocols� This also proves that a in fact belongs to Gq�

	� v � DA � cu��modq��
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Deposit� The merchant sends the transcript of the payment protocol execution
to the bank and the bank checks its correctness� The bank checks that serial
has not been spent before and then credits the merchant�s account� If the same
payment transcript is deposited twice the bank knows that the merchant tries
to deposit the same coin twice� Otherwise if there are two di�erent transcripts
for the same money� they both come with the same value serial and reveal two
di�erent linear equations r � DA � cu and r� � DA � c�u in the �eld Zq � The
bank solves the system of two linear equations to �nd out DA which identi�es
the double spender�

��� Security of the o��line payment system

The described payment system can be audited in the same way as the system de	
scribed in 
��� if the factors of the RSA modulus N are unknown �e�g� destroyed
during system set up�� It further allows to invalidate coins that were withdrawn
in a standard �or non	standard� withdrawal session� which is an e�ective defense
for most blackmailing scenarios� Since this discussion is completely analogous to
the one in 
�� we refer the reader directly to 
�� for details and proofs�

Theorem �� Under the strong RSA assumption� the DLOG assumption� and
under the random oracle assumption� the system is unforgeable and allows to
detect double�spenders� Single�spenders have unconditional anonymity� If a user
double spends then his identity is revealed� but no knowledge is gained about his
secret key SA� If� in addition� Alice is required to sign each interaction during
withdrawal� then no polynomial time bank can falsely accuse her of double spend�
ing she has not done� If in addition p� and p� are not available �e�g�� destroyed�
after N � p�p� has been generated� then the system is auditable�

Proof�

Unforgeability� By Theorem � we know that if A can prove properties ��	�� for
a then a is in the list� Therefore� any spent coin was withdrawn from the bank
before�
Anonymity� If a user spends each coin once� then the information that the bank
gets to learn includes� T at withdrawal time� serial� v and c at spending time
and proofs �arguments� of knowledge� The proofs of knowledge do not reveal any
information �in an information theoretical sense��

We next observe that at withdrawal time the bank who sees T has no clue as
to the actual representation T � gu�

�
gu�
�
gserial
�

the user has for it� At payment
time� the user reveals serial� c and v � DA � cu�� Thus� T that contains u� is
independent of the information given at payment time�

We are now left to check whether what is sent at payment time reveals any
information� Properties ��	�� the user proves are true for any honest transaction�
We are left with the value v � DA � cu�� However� since u� is uniform over Zq �
so does v� hence v does not reveal information�



68 Tomas Sander, Amnon Ta-Shma, and Moti Yung

The secret key is protected� The secret key SA is protected even when a user
double spends� To see this notice that the only place a user Alice uses her knowl�
edge of SA is in the payment protocol where she gives a proof of knowledge of a
representation� However� this unconditionally secure proof �argument� of knowl�
edge� provably does not reveal any information about the actual representation
Alice knows� All the rest can be simulated with the knowledge of PA� DA alone�
and the bank can simulate it itself� Thus the bank does not get any information
that it could not have obtained from PA itself�

Double spending� First� because of the unforgeability property� when a user Alice
double spends she uses a coin a that has been withdrawn before� let us say w�l�o�g�
again by Alice� As all players �including the bank� are polynomial time players
they can not �nd two di�erent representations for any number in Gq �unless
with negligible probability� and in particular Alice knows at payment time at
most one representation �a�� a�� a�� a�� a�� of a with respect to the generators
�g�� g�� g�� g�� g��� Thus� when Alice double spends a she must use the same
representation �or this could be used to extract discrete logs�� In particular� she
must use serial twice� and the bank can identify that these two transactions
belong to the same coin�

If Alice convinces the merchant at payment time� then by the soundness
property of the proof of knowledge protocol Alice has to reveal �except with
negligible probability� the value a�	ca� � Now� if Alice double spends� the same
coin appears in two payment transcripts with two di�erent linear equations� and
Alice must use the same a� and a� in both cases� because she can not �nd two
di�erent representations for a� Hence she reveals a� 
 DA�

Framing�freeness� If the bank claims Alice double spent a� it has to present the
protocol where Alice withdrew a� Therefore� if the bank claims Alice double spent
a� then indeed Alice withdrew a and Alice knows a representation �SA� a�� � � � � a��
of a� As we assume the bank is also polynomial time the bank can not know any
other representation for a�

We already proved that SA is protected even when Alice double spends� That
means that the bank gains no information at all about SA� Thus� if the bank
has to answer a random challenge �like the one it gets under the random oracle
assumption� then with overwhelming probability the bank can not prove that
it knows a representation of a in the basis �g�� � � � � gk�� Therefore� a polynomial
time bank can not frame Alice for double spending she has not done�

Auditability� We assume that p� and p� are not known �destroyed after com�
puting N 
 p�p��� An auditor who has access to the public data� i�e� to the
accumulated hash value� can easily verify that the bank actions are valid� i�e��
given an element a the bank indeed �nds a large prime in the set h���a�� and
the list is hashed to the right value� etc�

We note that if� however� p� and p� are not destroyed� then membership
proofs can be given for elements not in the list by those parties knowing the
factors� and the system is not auditable�



Blind, Auditable Membership Proofs 69

� Acknowledgments

The authors are grateful to David Zuckerman for simplifying Algorithm ��

References

�� N� Baric and B� P�tzmann� Collision�free accumulators and fail�stop signature
schemes without trees� Lecture Notes in Computer Science� ����� ���	�

�� M� Bellare and P� Rogaway� Random oracles are practical
 A pardigm for designing
e�cient protocols� In Victoria Ashby� editor� �st ACM Conference on Computer
and Communications Security� Fairfax� Virginia� November ����� ACM Press� also
appeared as IBM RC ����� �	���� ��������

�� J� Benaloh and M� de Mare� One�way accumulators
 A decentralized alternative
to digital signatures extended abstract�� In Tor Helleseth� editor� Advances in
Cryptology�EUROCRYPT ��� volume 	�� of Lecture Notes in Computer Science�
pages �	������ Springer�Verlag� ����� ����	 May �����

�� D� Boneh and M� Franklin� E�cient generation of shared RSA keys� In Burt
Kaliski� editor� Advances in Cryptology� CRYPTO ���� volume ���� of Lecture
Notes in Computer Science� pages �������� Springer� ���	�

�� S� Brands� An e�cient o��line electronic cash system based on the representation
problem� In �	
� Centrum voor Wiskunde en Informatica CWI�� ISSN ��������X�
December �� ����� AA Department of Algorithmics and Architecture�� CS�R�����
URL�ftp
��ftp�cwi�nl�pub�CWIreports�AA�CS�R�����ps�Z�

�� J� Camenisch and M� Michels� A group signature scheme with improved e�ciency�
Lecture Notes in Computer Science� ����� �����

	� J� Camenisch and M� Michels� Proving in zero�knowledge that a number is the
product of two safe primes� Lecture Notes in Computer Science� ����� �����

�� J� L� Carter and M� N� Wegman� Universal classes of hash functions extended
abstract�� In Conference Record of the Ninth Annual ACM Symposium on Theory
of Computing� pages �������� Boulder� Colorado� ��� May ��		�

�� D� Chaum� Blind signatures for untraceable payments� In David Chaum� Ronald L�
Rivest� and Alan T� Sherman� editors� Advances in Cryptology� Proceedings of
Crypto ��� pages �������� Plenum Press� New York and London� ����� ����� Au�
gust �����

��� J� D� Cohen and M� J� Fischer� A robust and veri�able cryptographically secure
election scheme extended abstract�� In �
th Annual Symposium on Foundations of
Computer Science� pages �	������ Portland� Oregon� ����� October ����� IEEE�

��� R� Cramer and V� Shoup� Signature schemes based on the strong RSA assumption�
In Proceedings of the 
th ACM Conference on Computer and Communications
Security� ACM Press� �����

��� A� Fiat and A� Shamir� How to prove yourself
 Practical solutions to identi�cation
and signature problems� In Andrew Michael Odlyzko� editor� Advances in cryptol�
ogy� CRYPTO ��
� proceedings� volume ��� of Lecture Notes in Computer Science�
pages ������	� Berlin� ���	� Springer�Verlag�

��� Y� Frankel� P� MacKenzie� and M� Yung� Robust e�cient distributed RSA�Key
generation� In Proceedings of the �th Annual ACM Symposium on Theory of
Computing �STOC����� pages �����	�� New York� May ����� ����� ACM Press�



70 Tomas Sander, Amnon Ta-Shma, and Moti Yung

��� Y� Frankel� Y� Tsiounis� and M� Yung� �Indirect discourse proofs�� Achieving
e�cient fair o	
line E
cash� In Kwangjo Kim and Tsutomu Matsumoto� edi

tors� Advances in Cryptology�ASIACRYPT ���� volume ���� of Lecture Notes in
Computer Science� pages ������� Kyongju� Korea� ��� November ����� Springer

Verlag�

��� M� K� Franklin and M� Yung� Secure and e�cient o	
line digital money �extended
abstract�� In Svante Carlsson Andrzej Lingas� Rolf G� Karlsson� editor� Automata�
Languages and Programming� ��th International Colloquium� volume ��� of Lecture
Notes in Computer Science� pages ������ Lund� Sweden� ��� July ����� Springer

Verlag�

��� E� Fujisaki and T� Okamoto� Statistical zero knowledge protocols to prove modular
polynomial relations� In Burton S� Kaliski Jr�� editor� Advances in Cryptology�
CRYPTO ���� volume ��� of Lecture Notes in Computer Science� pages ������
Springer
Verlag� ���� August �����

��� R� Gennaro� S� Halevi� and T� Rabin� Secure hash
and
sign signatures without the
random oracle� Lecture Notes in Computer Science� ���� �����

��� M� Jakobsson and M� Yung� Revokable and versatile electronic mony� In Cli	ord
Neuman� editor� 	rd ACM Conference on Computer and Communications Security�
pages ������ New Delhi� India� March ����� ACM Press�

��� D� Pointcheval and J� Stern� Security proofs for signature schemes� In Ueli Maurer�
editor� Advances in Cryptology�EUROCRYPT ��� volume ���� of Lecture Notes
in Computer Science� pages �������� Springer
Verlag� ���� May �����

�� T� Sander� E�cient accumulators without trapdoor� In V� Varadharajan and
Y� Mu� editors� Proceedings of �nd International Conference on Information and
Communication Security 
ICICS ����� volume ��� of Lecture Notes in Computer
Science� Springer
Verlag� �����

�� T� Sander and A� Ta
Shma� Auditable� anonymous electronic cash� In M�Wiener�
editor� Advances in Cryptology�CRYPTO ���� volume ���� of Lecture Notes in
Computer Science� Springer
Verlag� �����

� A� De Santis� Y� Desmedt� Y� Frankel� and M� Yung� How to share a function se

curely �extended summary�� In Proceedings of the Twenty�Sixth Annual ACM Sym�
posium on the Theory of Computing� pages ������ Montr�eal� Qu�ebec� Canada�
��� May �����

�� A� Shamir� On the generation of cryptographically strong pseudo
random se

quences� In Shimon Even and Oded Kariv� editors� Automata� Languages and
Programming� th Colloquium� volume ��� of Lecture Notes in Computer Science�
pages �������� Acre �Akko�� Israel� ����� July ����� Springer
Verlag�

�� S� von Solms and D� Naccache� On blind signatures and perfect crimes� Computers
and Security� �������������� October ����

A Proof of Lemma ��

Let H � fh � f�� �gk � f�� �gmg be a ��universal hash family� For A � f�� �gk�

z � f�� �gm� we say h is 	A� z
�balanced if ��� � jAj
�m

� jh��	z
 �Aj � ��� � jAj
�m

�

Lemma �� Prh�H 	h is not 	A� z
 balanced
 � O	�
m

jAj

�

Proof� Suppose A � fa�� � � � � alg� We pick h uniformly at random from H and
let Ai denote the event that h	ai
 � z�
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Claim� A�� � � � � Al are pairwise independent�

Proof� For every � � i � j � l�

Pr�Ai �Aj� � Pr
h�H

�h�ai� � z � h�aj� � z� � ���m

� Pr
h�H

�h�ai� � z� � Pr
h�H

�h�aj� � z�

� Pr�Ai� � Pr�Aj��

Where the �rst equality is by de�nition� and the second and the third because
H is �	universal� This proves the claim�

LetXi be one ifAi happens� zero otherwise� LetX � �l
i��Xi� and � � E�X��

Then� X � jh���z� � Aj and E�Xi� � Prh�H �h�ai� � z� � ��m� so � � l��m�
By Chebychev


Pr
h�H

�jX � �j �
�

�
� �

�V ar�X�

��

Now� X�� � � � � Xl are pairwise independent� hence V ar�X� � �V ar�Xi� �

�E�X�
i � � �E�Xi��� � l��m� Hence� except for �V ar�X�

��
� O��

m

l
� fraction of

hash functions h� we have


�� �
jAj

�m
� jh���z� �Aj � �� �

jAj

�m

as required�

Let A � f�� �gk be a subset of f�� �gk� For h � H and z � f�� �gm� we say

the pair �h� z� is �bad� for A if Prx�h���z��x � A� � ��A�
� where ��A� � jAj

�k �

Lemma �� For any A � f�� �gk� z � f�� �gm� Prh�H ��h�z� is bad for A� �
O��

m

jAj ��

Proof� Fix z � f�� �gk� When we plug the set f�� �gk into Lemma � we see that
except for an O��m�k� fraction of the h�s�

�� � �k�m � jh���z�j � �� � �k�m ���

Now� let A be an arbitrary subset of f�� �gk� By Lemma � again� we see that
except for an O��

m

jAj � fraction of the h�s�

�� � jAj��m � jh���z� �Aj � �� � jAj��m ���

For any h � H for which both Equation ��� and Equation ��� hold� we get


Pr
x�h���z�

�x � A� �
jh���z� �Aj

jh���z�j
�

�� � jAj��m

�� � �k�m

� ��
jAj

�k
� � ����A��

and similarly Prx�h���z��x � A� � O���A���

Now� using the union bound we get Lemma ��
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Abstract� We consider the following generic type of payment protocol


a server is willing to make a payment to one among several clients� to be

selectively chosen� for instance� the one whose private input is maximum�

Instances of this protocol arise in several nancial transactions� such as

auctions� lotteries and prize	winning competitions�

We dene such a task by introducing the notion of private selective pay�

ment protocol for a given function� deciding which client is selected� We

then present an e�cient private selective payment protocol for the espe	

cially interesting case in which the function selects the client with max	

imum private input� Our protocol can be performed in constant rounds�

does not require any interaction among the clients� and does not use gen	

eral circuit evaluation techniques� Moreover� our protocol satises strong

privacy properties
 it is information	theoretically private with respect to

all	but	one clients trying to learn the other client�s private input or which

client is selected� and assuming the hardness of deciding quadratic resid	

uosity modulo Blum integers� a honest	but	curious server does not learn

any information about which client is selected� or about the private in	

puts of selected or non	selected clients� The techniques underlying this

protocol involve the introduction and constructions for a novel variant of

oblivious transfer� of independent interest� which we call symmetrically�

private conditional oblivious transfer�

� Introduction

The overwhelming expansion of the internet is today being accompanied with a

large increase of �nancial activities and transactions that are conducted on�line�

The often crucial importance of such transactions raises several concerns about

the security and the privacy of the information that users and organizations are

willing to use on a network� Although several electronic cash systems have been

proposed� the need for cryptographic solutions to safeguard the privacy on�line

is still impressive� This is especially true in light of the several di�erent and

varying �nancial transactions that users are willing to do on�line�

In this paper we consider a very basic payment protocol� A server wants to

make a payment� or transfer a right to buy� to one among many possible clients

according to some decision factor� We ask whether strong privacy properties

are possible while performing such a task� It turns out that the answer to this
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question is a�rmative� Our problem formulation and analysis was motivated by
the following application scenarios�

Auctions� An auction is an example of a server �the auction dealer� who is
trying to sell an item to one among many interested clients� and will choose one
of them according to some selection process �e�g�� the highest payment o�er�� In
a digital execution of such a protocol� it would be desirable for clients to keep
their o�er private with respect to other clients and�or the auction dealer�

Lotteries�A lottery is another example of a protocol in which some server �the
lottery dealer� has to assign the prize to one among many clients who have both
tickets� according to some selection process �e�g�� by randomly choosing a ticket��
Moroever� often winners of lottery�type competitions �as ra	es� sweepstakes
etc�� are not necessarily decided by totally random choice� As another example�
consider the case of a charity donation to an organization that claims to have
the most needing situation for which the donation would help� In this case the
selection process could be totally deterministic and it would be desirable to keep
private the claims made by the candidates�

Prize�winning competitions� In many cases� today� the faster way for an�
nouncing the opening of a job or position is through e�mail or the world wide
web� The possibility of realizing a digital protocol for selecting who is the best
applicant for it would be of practical importance� In this case� the selecting
process would choose whoever has the best curriculum� according to� say� some
standard type of ranking� On the other hand� applicants would prefer to have
the option to disclose no information about their resume not only to the other
candidates but also to the organization o�ering the job�

Private Selective Payment Protocols� More generally� we consider the fol�
lowing protocol� A server has a private message representing� say� a coin or a
signed authorization� and wants to give it to one among many clients selected as
follows� Each client has a private input and the server wants to select a client ac�
cording to a prespeci
ed function of such inputs� Typically� as in all applications
considered above� the client�s private input is a function of some personal infor�
mation� for which he could potentially show a physical evidence later� in case
he turns out to be the selected client� The security and privacy requirements
that we ask are as follows �for the example case in which the function returns
the index with the maximum private input�� If the server follows the protocol�
then the client with the maximum private input will receive the payment� no
matter how all other clients behave� Moreover� any set of clients not having the
maximum input can prevent the client with the maximum input to receive the
payment only with exponentially small probability �and regardless of how much
time they invest in�� and can claim one of them to be the one with the maximum
input only with negligible probability �namely� by breaking some intractability
assumption�� In terms of privacy� we ask that any set of dishonest clients that are
not selected by the protocol do not get any information at all about the inputs
of other clients� except from the information given by the fact that they were
not selected by the protocol� Moreover� we ask that the server� after honestly
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following its protocol� can obtain information on the value of the function or on
the client�s private inputs only with negligible probability �namely� by breaking
some intractability assumption��

Our results� We introduce the notion of private selective payment protocols�
and present a protocol for the particularly interesting case in which the selective
function returns the index associated with the maximum among all the inputs�
Our main protocol has several desirable features improving previous work in the
area� in particular� it can be performed in constant rounds� it is non�interactive
�speci�cally� clients only interact with the server�� and it has strong privacy

properties �speci�cally� the clients� input remain information�theoretically pri�
vate even against coalitions of all�but�one dishonest clients� and a honest but
curious server gets no information about the inputs of selected or non�selected
clients� or which client has the maximum input� assuming the hardness of decid�
ing quadratic residuosity�� The core of our solution consists of a novel subprotocol
for privately computing the maximum of several inputs�

A technical component of our protocol� perhaps of independent interest� con�
sists of a novel variant of oblivious transfer 	
�� which achieves greater privacy
properties than related previous notions� and which we call symmetrically�private

conditional oblivious transfer� This variant is an extension of conditional obliv�
ious transfer� as de�ned in 	

�� where the extension consists is the fact that at
the end of the protocol no information is leaked by each of the two party about
her private input �instead� in 	

�� at the end of the transfer one of the parties
could learn some information about the other party�s private input� which was
not a privacy violation in their context��

Previous results� A private selective payment protocol can be seen as a vari�
ation of Yao�s millionaire problem 	�� and is closely related to private multi�
party computation 	
�
�� ��� A �rst di�erence with these papers is in the be�
haviour assumption of the parties� we assume the existence of a honest�but�
curious server while in 	
� 
�� �� there is no server and a constant fraction of the
parties has to behave honestly� On the other hand� we can guarantee information�
theoretic privacy against arbitrarily large coalitions of clients while 	�� guarantees
information�theoretic privacy assuming that a constant fraction of the parties
are honest and 	
� � 
�� only achieves computational privacy� Finally� a design
policy of our protocol was to guarantee an e�cient implementation in the public�
key setting� which is not achieved by these results� because of their generality
and mostly theoretical interest�

Some papers in the literature have already addressed the problem of de�
signing protocols for auctions� The protocol in 	
�� achieves fairness of bids and
guarantees privacy only until the winning bid is determined� The protocol in 	
��
uses general multi�party computation techniques and discloses the winning bid�
Both mentioned protocols assume the availability of several servers and require
that at most 
�� of them can be corrupted� Finally� the protocol in 	�� only
uses two servers� assumes that the two servers are separated� and discloses the
partial ordering of the bids to one of the servers� We remark that our protocol
improves all previous results in several ways since it only needs one server� does
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not use general multi�party computation techniques and does not disclose any
information to the server�

Organization of the paper� In Section � we present basic notations and back�
ground on number theory and various cryptographic primitives� In Section � we
present a detailed de�nition of private selective payment protocols� In Section �
we present two preliminary oblivious transfer protocols that will be used as sub�
protocols in our main construction� In Section � we present our construction of
a private selective payment protocol�

� Preliminaries

In this section we present basic notations and de�nitions� we review back�
ground notions as	 some elementary number theoretic facts
 zero�knowledge
proofs
 oblivious transfer and conditional oblivious transfer� and �nally we intro�
duce a novel variant of oblivious transfer
 which we call symmetrically�private
conditional oblivious transfer�

Basic notations and de�nitions� An e�cient algorithm is an algorithm run�
ning in probabilistic polynomial time� An interactive Turing machine is a prob�
abilistic algorithm with an additional communication tape� A pair of interac�
tive Turing machines is an interactive protocol ���� Let MAXn 	 �f�� �gk�n �
f�� � � � � ng be the function which
 on input x�� � � � � xn � f�� �gk
 returns j such
that xj is the maximum among x�� � � � � xn if there exists exactly one such value
and is unde�ned otherwise�

Number theory� We review some notions and facts of elementary number
theory that will be useful in our constructions
 referring the reader to ��� for
proofs and formal de�nitions�
Quadratic Residuosity� For each integer x � �
 the set of integers less than x

and relatively prime to x form a group under multiplication modulo x denoted
by Z�x� We say that y � Z�x is a quadratic residue modulo x if and only if
there is a w � Z�x such that w� � ymodx� If this is not the case
 then y is
a quadratic non residue modulo x� The quadratic residuosity predicate of an
integer y � Z�x can be de�ned as Qx�y� � � if y is a quadratic residue modulo
x and � otherwise� De�ne Z��

x and Z��x to be
 respectively
 the sets of elements
of Z�x with Jacobi symbol �� and ��� The Jacobi symbol can be computed in
deterministic polynomial time�Also
 de�ne the set QRx � fy � Z��

x j Qx�y� � �g
of quadratic residues modulo x
 and the set NQRx � fy � Z��

x j Qx�y� � �g
of quadratic non residues modulo x� The quadratic residuosity predicate de�nes
the following equivalence relation in Z�x	 y� �x y� if and only if Qx�y�y�� � ��
Thus
 the quadratic residues modulo x form a �x equivalence class� If y � Z��x 

then y is a quadratic non residue modulo x� However
 if y � Z��

x 
 no e�cient
algorithm is known to compute Qx�y�� The fastest way known for computing
Qx�y� consists of �rst factoring x
 which is believed to be hard�
Blum integers� In this paper we consider the special moduli called Blum integers�
An integer x is a Blum integer
 in symbols x � BL
 if and only if x � pk�qk� 
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where p and q are di�erent primes both � �mod�� and k� and k� are odd
integers� If x is a Blum integer� Z�x is partitioned by �x into � equally large
equivalence classes� Also� jZ��

x j � jZ��x j and Z��
x is partitioned into � equally

large equivalence classes� one made of quadratic residues modulo x and the other
made of quadratic non residues modulo x� Thus� for this special class of integers
we have that for any y�� y� � Z�x� Qx�y�	 � Qx�y�	 �� Qx�y�y�	 � 
� and
Qx�y�	 �� Qx�y�	 �� Qx�y�y�	 � �� Then a quadratic residue modulo a Blum
integers x has exactly four square roots� one in each �x equivalence class� and
exactly one of them will be a quadratic residue modulo x� Moreover� if x is a
Blum integer� then �� mod x is a quadratic non residue with Jacobi symbol ���
This implies that on input a Blum integer x� it is easy to generate a random
quadratic non residue in Z��

x  randomly select r � Z�x and output �r�modx�
Finally� if x is a Blum integer� given its prime factors p� q� it is possible to
compute square roots modulo x in deterministic polynomial time�

Quadratic Residuosity Assumption� The quadratic residuosity assumption �QRA	
states that given a Blum integer x and an integer z � Z��

x � no non�uniform circuit
can compute the quadratic residuosity of z modulo x with probability signi��
cantly better than random guessing� Now� denote by Pn the set of n�bit primes�
Formally� the quadratic residuosity assumption states that

QRA For each e�cient non�uniform algorithm fCngn�N � all positive constants
d� and all su�ciently large n�

Prob
�
p� q� Pn���x� pq� y � Z��

x  Cn�x� y	 � Qx�y	
�
� ��� � n�d�

Following the probabilistic cryptosystem in ����� we will use quadratic residues
and non�residues to encrypt strings� as follows� Let x be a Blum integer� let
u be a k�bit string and let ui be the i�th bit of u� We say that the k�tuple
�U�� � � � � Uk	 is an x�encoding of u if the following holds if ui � 
 then Ui is a
quadratic residue modulo x� if ui � � then Ui is a quadratic non residue modulo
x� From the above discussion we have that it is possible to e�ciently generate
an x�encoding of any polynomially long string�

Zero�knowledge proof system� Informally� zero�knowledge proof systems ����
are interactive protocols allowing a possibly in�nitely powerful prover to con�
vince a polynomial time veri�er that a statement �e�g�� the membership of a
string x to a language L	 holds without revealing any additional information
that the veri�er could not compute alone before running the protocol� Now we
expand on the de�nition of such protocols� First of all� an interactive proof sys�

tem for a language L is an interactive protocol satisfying the two requirements
of completeness and soundness� The completeness requirement says that if the
prover and the veri�er follow the protocol� then the veri�er has to accept with
probability very close to �� The soundness requirement says that if the veri�er
follow the protocol� then no matter which arbitrarily powerful strategy is used
by the prover� the veri�er accepts with probability very close to 
� Then� a zero�

knowledge proof system for a language L is an interactive proof system for L
satisfying the additional requirement of zero�knowledge� This requirement states
that for any probabilistic polynomial time strategy used by the veri�er� there
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exists an e�cient algorithm S� called the simulator� such that for all x � L� the
following two distributions are �indistinguishable�� �� the output of S on input
x� and �� the messages seen by the veri	er when interacting with the prover on
input x 
including the veri	er�s random tape�� According to the speci	c formal
ization of indistinguishability� we obtain di�erent variants of the zeroknowledge
requirement� called computational� statistical and perfect� In this paper we only
use the last one� stating that the above two distributions are equal� In particu
lar� we will use the known fact that the following two languages have a perfect
zeroknowledge proof system� the language of Blum integers 
this follows from
results in ���� and the language of quadratic residuosity promised by the fact
that the modulus is a Blum integer 
this follows from results in ������ We also
remark that both protocols can be performed with e�cient communication and
computational complexity� for instance proportional to the identi	cation scheme
in �����

Oblivious transfer� The Oblivious Transfer protocol was introduced by Rabin
����� Informally� it can be described as follows� it is a game between two poly
nomial time parties Alice and Bob� Alice wants to send a message to Bob in
such a way that with probability ��� Bob will receive the same message Alice
wanted to send� and with probability ��� Bob will receive nothing� Moreover�
Alice does not know which of the two events really happened� There are other
equivalent formulations of Oblivious Transfer 
see� e�g�� ����� This primitive has
found numerous implementations and applications 
see� e�g�� ������� ��� ����

Conditional oblivious transfer� Conditional Oblivious Transfer is a variant
of Oblivious Transfer� 	rst considered in ����� In this variant� Alice and Bob have
private inputs and share a public predicate that is evaluated over their private
inputs and is computable in polynomial time� Alice also has two bits 
for sim
plicity� b�� b� as an additional private input� The conditional oblivious transfer
of 
b�� b�� from Alice to Bob has the following requirements� If the predicate
holds� then Bob successfully receives bit b� and� no matter how he plays� he
receives no information about b�� If the predicate does not hold� then Bob suc
cessfully receives bit b� and� no matter how he plays� he receives no information
about b�� Furthermore� for any e�cient strategy helping Alice in computing the
value of the predicate with some probability and after the protocol� there exists
an e�cient strategy allowing Alice to compute the value of the predicate with
essentially the same probability and before the protocol� An e�cient implemen
tations of this game in the case in which the predicate compares the two private
inputs has been given in ���� using the intractability of deciding quadratic resid
uosity modulo Blum integers� We note that the above de	nition implies privacy
of Bob�s private input but not necessarily privacy of Alice�s private input�

Symmetrically�private conditional oblivious transfer� In our construc
tion of a private selective payment protocol we will use a novel variant of obliv
ious transfer� which we call symmetrically�private conditional oblivious transfer�
Given a twoinput predicate �� a symmetricallyprivate conditional oblivious
transfer for � can be de	ned as a conditional oblivious transfer for � with an
additional requirement consisting in the fact that both parties� inputs 
on which
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be a function and let l � ��x�� � � � � xn�� A private selective payment protocol for
function � and for n clients has to satisfy the following four requirements�

Correctness� If S and all clients C�� � � � � Cn follow their protocol then the prob�
ability that at the end of the private selective payment protocol the client Cl

outputs mes is equal to ��

Security against clients� If S follows its protocol� then for all algorithms

C�

�� � � � � C
�

l��� C
�

l��� � � � � C
�

n� the probability that at the end of the private selective
payment protocol the client Cl does not output mes is exponentially small �in
k�� Moreover� for any probabilistic polynomial time client C�

i� for i �� l� the
probability that at the end of the private selective payment protocol C�

i is able
to convince S to be the selected client is negligible �in k��

Privacy against clients� Let i�� � � � � ij � f�� � � � � ng n flg	 if S follows its protocol�
then for any algorithms C �

i�
� � � � � C�

ij
� the distribution of the view of such clients

during an execution of the entire protocol� when conditioned on the fact that
l �� it� for t � �� � � � � j� is independent from the value of xl and of xi� for each
i � f�� � � � � ng n fi�� � � � � ijg�

Privacy against the server� Assume S follows its protocol	 for any polynomial
time strategy s� used by S at the end of the protocol� there exists a polynomial
time strategy s� that can be used by S before the protocol starts� such that
the probability that s� allows S to obtain some information about l� x�� � � � � xn

di
ers by the probability that s� allows S to do the same before the protocol
only by a negligible �in k� amount�

Remarks� We believe that the above de�nition describes a satisfactory notion
of security and privacy for a large class of applications� including those of interest
in this paper� We note that private selective payment protocols are very much
related to private multi�party computation� for which no agreement on the �right
notions of security or privacy has been reached yet� after several research e
orts�
Finding the �right notions of privacy and security for selective payment protocols
is therefore beyond the scope of this work� However� we believe that the protocol
that we present would essentially satisfy alternative notions� eventually claimed
to be the �right notion�

We note that we are requiring that the server does not obtain any informa�
tion about all private inputs x�� � � � � xn �i�e�� including the private input xl of the
selected player�� This requirement is necessary to keep privacy in some applica�
tions where such payment protocols are composed	 typically� when the selected
client will run another execution of this protocol with di
erent participants� This
is the case� for instance� of the so�called �hierarchical auctions �the problem of
keeping privacy in these types of auctions was posed in ������

We also note that typically the �rst and the third phase of a private selec�
tive payment protocol would require standard registration�veri�cation protocols
to be executed� also varying according to the speci�c application	 instead� the
second phase is supposed to contain the main novelty of the payment protocol�
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C and veri�able by D �we omit details� but this can be implemented using any
signature scheme�� Now we present a formal description of �C�D��

The Algorithm C� On input bits b�� b�� Blum integer x� and x�encodings �U�� � � � � Uk�
and �V�� � � � � Vk� of strings u� v� respectively� do the following�

�� Set bbj � �bj� sigC�bj��� and m � jbbj j� for j � 	� ��

� Construct four �k� ��� �k� ���matrix fsijg� ftijg� faijg and fcijg as follows�

for i � �� � � � � k � � and j � �� � � � � k � ��
uniformly choose aij � cij � f	� �gm�
set fsijg � M�x�U �V � and ftijg � M�x�V �U��
set ai�j � bb� � ai� � � � � � ai�j�� if j � k � ��
set ci�j � bb� � ci� � � � � � ci�j�� if j � k� ��

� for i � �� � � � � k � ��
for j � �� � � � � k � ��

uniformly choose a�ij� c
�

ij � f	� �gm�
set �zij�� zij�� zij�� zij�� � A��aij� a

�

ij�� �x� sij���
set �wij�� wij�� wij�� wij�� � A��cij� c

�

ij�� �x� tij���
set mes�i � ��zi��� zi��� zi��� zi���� � � � � �zi�k����� zi�k���� � zi�k���� � zi�k�������
set mes�i � ��wi��� wi��� wi��� wi���� � � � � �wi�k���� � wi�k����� wi�k����� wi�k�������

�� Output� ��mes���mes���� � � � � �mes��k���mes��k�����

The algorithm D� On input x� the prime factors p� q of x� and C�s output
��mes��� mes���� � � � � �mes��k���mes��k����� do the following�

�� For i � �� � � � � k � ��
for j � �� � � � � k � ��

compute aaij � B�x� p� q� �zij�� zij�� zij�� zij����
compute ccij � B�x� p� q� �wij�� wij�� wij�� wij����


� For i � �� � � � � k � ��
set bb�i� � aai� � � � � � aai�k�� and bb�i� � cci� � � � � � cci�k���

return bit b if there exists bb�ij � for j � 	� �� that can be written as �b� sigC �b���
for some bit b� some valid signature sigC�b� from C� and some i � f�� � � � � k��g�

if none of bb�i� � bb
�

i� could be written as above� for all i � f�� � � � � k��g� then return�
��

The properties of protocol �C�D� that are of interest for the construction of our
private selective payment protocol are summarized in the following

Fact � �C�D� satis�es the following six properties�
�� if u � v then D returns b� and gets no information about b��
	� if u � v then D returns b� and gets no information about b��

� if u � v then D returns pair �b�� b���
�� if D does not return �� a polynomial time strategy allowing C to guess
whether D was able to compute b� �resp�� b�� implies a polynomial time
strategy to guess whether the string u xencoded as U is at most equal to
�greater or equal than� the string v xencoded as V �

�� assuming the hardness of factoring Blum integers� no polynomial time
strategy allows C to obtain any information about p� q�
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��� The ��client private payment protocol �S�C�� C���

The private inputs to the ��client protocol are as follows� S has a signed message
mes �e�g�� �you win�	� C� has a k�bit string u and C� has a k�bit string v� A
security parameter is known to all three parties�

Registration phase� The 
rst phase of the protocol consists of both C� and
C� computing their modulus and proving it correct to S� C� uniformly chooses
n�bit primes p�� q� � �mod� and computes x�  p�q�� then it publishes x� and
keeps p�� q� secret� Now� C� proves to S in perfect zero�knowledge that x� is a
Blum integer �using the protocol of ���	� Client C� is regularly registered if and
only if such protocol is successfully veri
ed by S� The program for C� in this
phase is identical to that of C�� this results in publishing and proving correct x�
and keeping p�� q� secret�

Selection phase� This phase consists of two executions of protocol �C�D	
which will select the client that has the larger private input� First of all� client
C� generates an x��encoding �U��� � � � � U�k	 and an x��encoding �U��� � � � � U�k	
of its private input u and sends both to S� Then C� proves in perfect zero�
knowledge that the two k�tuples sent to S encode the same private input�
This protocol consists of proving for i  �� � � � � k� that the quadratic residu�
osity of U�i modulo x� is equal to the quadratic residuosity of U�i modulo x��
Each of this k sub�statements can be written as an OR of two ANDs of fan�in
two �since either U�i� U�i are both quadratic residues or �U�i��U�i are both
quadratic residues	� This statement can be proved in perfect zero�knowledge
using the protocol in ����� Client C� does the same� namely� it generates an
x��encoding �V��� � � � � V�k	 and an x��encoding �V��� � � � � V�k	 of its private in�
put v� sends both encodings to S and proves in perfect zero�knowledge that
they have been correctly computed� Now S chooses a random message rand

of the same length as mes� uniformly chooses a bit b and sets mb  mes and
m��b  rand� At this point the protocol �C�D	 is executed twice� The 
rst execu�
tion is done on input x�� �U��� � � � � U�k	� �V��� � � � � V�k	� with S playing as C and
having pair �m��m�	 of signed and equal�length strings as a private input� and
with C� playing as D� Similarly� the second execution of �C�D	 is done on input
x�� �U��� � � � � U�k	� �V��� � � � � V�k	� with S playing as C and having pair �m��m�	
of signed and equal�length strings as a private input� and with C� playing as D�

Veri�cation phase� This phase consists of a client� say C�� claiming to be the
selected one and the server S verifying the claim� First of all S veri
es that C�

has received the selecting message� Then S has to verify that C� has used the
�correct� input u in the execution of the protocol� This latter veri
cation very
much depends on the application� it can consist� for instance� in just opening
a public commitment key that had been published before the execution of the
protocol� or even showing physical evidence of correctness for u�

Round complexity� Observe that the perfect zero�knowledge protocols exe�
cuted in the above protocol can be performed in constant rounds using the tech�
niques from ���� ��� or even non�interactively� using the techniques from ���� and
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assuming the existence of a public random string� Then� it is easy to check that
the above ��client protocol can be performed in a constant number of rounds�

��� The n�client private payment protocol �S�C�� � � � � Cn��

Another way of looking at the main step of the ��client protocol is as follows�
parties S�C�� C� run protocol �C�D� to privately compare the private inputs
of C� and C�� moreover� at the end of protocol �C�D�� the party among C�
and C� having the larger input is able to compute S	s private input string� the
remaining party obtains no information about such string� and the server S is
not able to tell which party has received it� According to this point of view�
constructing the n�client protocol becomes a straightforward generalization of
the ��client protocol� Speci
cally� each client will compare its input with any
other client� using protocol �C�D�� in the end the client that �wins� all n � 
comparisons is the selected one� More formally� let mes be the k�bit payment
message that S would like to transfer to client Cl� and assume� similarly as done
before� that mes is also signed by S� Then� for each i � � � � � � n� S randomly
chooses k�bit strings mesi�� � � � �mesi�i���mesi�i��� � � � �mesin� such that mes �
mesi� � � � � �mesi�i�� �mesi�i�� � � � � �mesin �note that each string mesij is
not signed�� Finally� the ��client private selective payment protocol presented in
Section �� is executed by server S� client Ci and client Cj� using string mesij
as S	s private input� for all distinct i� j � f� � � � � ng�

Remarks� We 
rst remark that the protocol can be simply modi
ed in case
some clients halt before the end of the protocol� the server simply discards that
client from the rest of the protocol and continues the protocol with the remaining
clients� Then we note that the several executions of the ��client protocol can be
run in parallel without compromising zero�knowledge properties �since S follows
its protocol�� therefore� even the resulting n�client protocol can be executed in
a constant number of rounds�

Multiple selections� In many practical applications it could be desirable to
choose� say� the k clients with largest private input� for k � � A generalization
of the secret sharing techniques used above allows to adapt to this situation with
minimal changes� Let l�mes be the message that S wants to transfer to the client
with the l�th largest private input and assume� similarly as done before� that l�
mes is also signed by S� Clearly� the l�th largest input has to �win	 at least n�l�
comparisons� therefore� for each i � � � � � � n� S will share l�mes into n k�bit
shares l�mesi�� � � � � l�mesi�i��� l�mesi�i��� � � � � l�mesin� using a �n� l � � n� ��
threshold scheme ����� Finally� the ��client private selective payment protocol
presented in Section �� is executed by server S� client Ci and client Cj� using
string l�mesij as S	s private input� for all distinct i� j � f� � � � � ng� Each client
will check if the n�  received strings constitute the shares of a special message
l�mes� according to a �n� l�� n���threshold scheme� Note that this solution
is feasible for all l � O�logn��
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��� Proof �s sketch

Let � be the function that� on input x�� � � � � xn� returns l such that xl is the
maximum value among x�� � � � � xn �for simplicity� we assume such value to be
unique�� We give an idea of proof that the requirements in the de�nition of
private selective payment protocol are satis�ed by our construction� We will only
consider the case in which there is only one client with the maximum private
input� since the extension to the case in which there are at least two such clients
is immediate�

Correctness� Items �� � and � of Fact � imply client Cl will receive string meslj
in each of the n � � execution of the �	client protocol on input meslj � for j 

�� � � � � l��� l��� � � � � n� Then Cl can compute the payment message mes by just
xoring all the received strings�

Security against clients� Let us assume S follows its protocol and �x algorithms
C�

�� � � � � C
�

l��� C
�

l��� � � � � C
�

n� The only case in which client Cl does not receive
mes is when some other client C�

i wins the comparison among the private in	
puts of C�

i and Cl in the execution of the �	client protocol� However� since Cl

has the maximum input� by item � of Fact �� this can happen only if C�

i uses
a di�erent private input during such comparison� However previously C�

i has
convinced S that he was using the same input� using some proof system� There	
fore� the event that C�

i can win a comparison with Cl in an execution of a �	
client protocol happens with exponentially small probability� Now� assume that
C�

�� � � � � C
�

l��� C
�

l��� � � � � C
�

n run in polynomial time� If any of them is able to con	
vince S that he was the selected client� he will have to forge Ss signature� This
event happens only with negligible probability� or otherwise the signature scheme
used is not secure�

Privacy against clients� Assume that S follows its protocol� using item � of
Fact �� we obtain that in any execution of a �	client protocol between server S�
client Ci and client Cj� if xi is the Blum integer and mesij is Ss private input
that are used in this execution� user Ci does not get any information about the
xi	encoding V of the private input �j of Cj� Moreover� note that he does not
even get the information that �j is larger or smaller than �i� since the message
mesij is not signed� Therefore� the inputs �i remain information	theoretically
private� and the only information released to client Ci� no matter what strategy
he uses� is whether i 
 l or i �
 l�

Privacy against the server� Assume S follows its protocol� Using items ��� of
Fact �� and the fact the proofs S receives are perfect zero	knowledge and there	
fore can be simulated too� we obtain that if at the end of a �	client protocol
among server S� and clients Ci� Cj� the server S has some not negligible advan	
tage in guessing the value of which of Ci� Cj has the smallest private input� with
respect to the probability of guessing it before the beginning of the protocol�
then S can be turned into an algorithm that decides if a given k	tuple encodes
a value larger than another one� This� in turn� can be turned into an e�cient al	
gorithm that decided quadratic residuosity modulo Blum integers� Finally� since
the n	client protocol is made of a sequence of �	client protocols� a hybrid argu	
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ment ���� allows to obtain the same conclusion if server S is able to obtain some
not negligible advantage in guessing the value of x�� � � � � xn� l at the end of the
protocol�
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Abstract� Several public key cryptosystems with additional homomor�

phic properties have been proposed so far� They allow to perform com�

putation with encrypted data without the knowledge of any secret in�

formation� In many applications� the ability to perform decryption� i�e�

the knowledge of the secret key� gives a huge power� A classical way to

reduce the trust in such a secret owner� and consequently to increase

the security� is to share the secret between many entities in such a way

that cooperation between them is necessary to decrypt� In this paper�

we propose a distributed version of the Paillier cryptosystem presented

at Eurocrypt ���� This shared scheme can for example be used in an

electronic voting scheme or in a lottery where a random number related

to the winning ticket has to be jointly chosen by all participants�

� Introduction

Public Key encryption is a central primitive in cryptology� It enables to encrypt
messages using only public keys in such a way that only the owner of the corre�
sponding secret key can perform decryption� The most famous scheme� RSA �����
is widely used but many other cryptosystems have been developed to provide ad�
ditional properties� Of interest to us is a family of schemes based on a very simple
encryption mechanism that essentially performs an exponentiation of the mes�
sage to encrypt� The security relies on the intractability of computing discrete
logarithms while knowledge of a trapdoor� the secret key� allows to e�ciently
decrypt ciphertexts� We call such schemes trapdoor discrete logarithm schemes�
Those protocols have an interesting 	homomorphic
 property � the encryption
of the sum of two messages is equal to the product of the encryption of each
one� This can be used in applications that require computing with encrypted
numbers � voting schemes� lottery protocols� etc � � �

In such applications� the ability to perform decryption� i�e� the knowledge of
the secret key� gives a huge power� A classical way to reduce the trust in such a
secret owner� and consequently to increase the security as well as the availabil�
ity� is to share the secret between many entities in such a way that cooperation

Y. Frankel (Ed.): FC 2000, LNCS 1962, pp. 90–104, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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between them is necessary to decrypt� A threshold decryption scheme is a pro�
tocol that allows any subset of t � � out of � entities� or servers� to decrypt a
ciphertext� but disallows the decryption if less than t servers participate in the
protocol� Threshold schemes may be used when some servers are corrupted and
do not play according to their nominal behavior� For instance� an adversary can
make them stop� or play with di�erent secrets� If the decryption is still correct
in the presence of an attacker who plays maliciously for the corrupted servers�
we say that the protocol is robust�

��� Our results

In this paper� we transform an homomorphic cryptosystems into a threshold ver�
sion where the decryption algorithm is shared between several servers� In order
to decrypt a ciphertext� each server �rst computes a decryption share and then
a public combining algorithm outputs the plaintext� Most homomorphic cryp�
tosystems as Goldwasser�Micali�s 	��
� Benaloh�s 	�� �
� Naccache�Stern�s 	��
�
Okamoto�Uchiyama�s 	�
 or Paillier�s 	��
 cryptosystems need to distribute a
secret value related to the factorization of an RSA modulus� We use the recent
threshold techniques developed by Shoup in 	��
 which allows to distribute RSA
signature and we extend them to the current context�

To build on �rm ground� we have to develop a new security model in order
to analyze the semantic security of these schemes� which are secure against Cho�
sen Plaintext Attack �CPA� in the context of threshold CPA�security� Previous
de�nitions of threshold cryptosystems secure against Chosen Ciphertext Attack
�CCA� have been formalized as a natural extension of the standard de�nitions
of CCA�security in 	�
� Following this work� we propose adequate de�nitions to
assert the CPA�security of threshold cryptosystems�

Homomorphic cryptosystems have been used in electronic voting schemes
with multiple authorities among which the decryption process is distributed
	�
� The previously proposed schemes use a variant of the ElGamal encryption
scheme � instead of encrypting m with �gk�myk�� it computes �gk� gmyk�� Unfor�
tunately� such a scheme cannot be considered as a trapdoor discrete logarithm
scheme because no trapdoor exists to determine m given gm mod p� Anyway�
in voting schemes� the cryptosystems only manage small numbers because the
number of voters is restricted and each voter votes ��� or ���� Consequently� the
tally cannot be very large and an exhaustive search allows to give the result�

However� in some circumstances� it is useful to decrypt larger numbers� In
such applications� the modi�ed ElGamal scheme can no longer be used since
exhaustive search� or more e�cient methods like Pollard�s rho algorithm� can�
not recover the plaintext� A solution is to use a threshold trapdoor discrete
logarithm scheme� Below� we describe two applications where the decryption of
large numbers is necessary� but other applications may be found�
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��� Applications

We present applications where our threshold decryption scheme can be used to
e�ciently recover �large� plaintext for homomorphic encryption schemes� We
show how one can use this primitive to build a multiple voting scheme or a
lottery scheme�

Multiple election schemes� Threshold trapdoor discrete logarithm cryptosys�
tems can be used to distribute an electronic election between multiple authori�
ties� as proposed in ��	� With our threshold trapdoor discrete logarithm scheme�
we can determine the tally directly from the trapdoor� Systems that require ex�
haustive search at a point of the decryption phase are not able to solve some
situations� For example� if we want to make multiple election� we can use the
following mechanism and our decryption technique


Let N be the number of voters and k such that N � �k� The voters vote
��� for the rst candidate� ��k� for the second� ���k� for the third� and so on�
It is easy to show that the rst k bits give the result of the rst candidate� the
following k bits give the result of the second candidate� etc� In this case� if the
number of candidate is high� exhaustive search can no longer be used� With our
threshold decryption scheme� we are able to manage bjnj�kc candidates� where
jnj is the size of the RSA modulus�

A lottery scheme� A publicly veriable decryption of a large number can also
be useful in a lottery scheme� Consider a lottery which have to compute a random
number in order to indicate the winning ticket in the range f�� � � �N ��g� where
N is the number of players� In a typical lottery� one or more winners are chosen
during a trusted process so that each purchased ticket has an equal chance to be
chosen� This process is usually monitored by an outsider auditor which ensures
the fairness of the protocol� As the process is random� it cannot be repeated and
ticket purchasers must trust the process�

Previous schemes� developed by Goldschlag and Stubblebine ���	� use Delay�

ing Functions to prevent computation of the result by the lottery or anybody
else before the end of the purchase phase� In these protocols� all players have
access to the random inputs of the delaying function as assumptions made on
such functions ensures that nobody can compute the output before a certain
time in the future�

We use the same framework as ���	 but we do not use delaying function�
The security of our lottery scheme is only based on standard assumptions� As
previous schemes� our lottery uses random numbers chosen by the players in
order to output a number whose randomness is granted provided at least one
player chooses its number at random� Each random number is encrypted by the
players with the homomorphic cryptosystem of the lottery� Thus� nobody� except
the lottery� can learn the random inputs� Moreover� we share the decryption
process between servers so that the lottery itself cannot compute the nal result
even if t out of � servers play maliciously and try to recover the result before the
end of the purchase phase�

The homomorphic property allows to compute e�ciently the encryption of
the sum s of the random numbers modulo n� Next� a quorum of at least t � �
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� A combining algorithm takes as input the public key PK� a ciphertext c� a

list c�� � � � c� of decryption shares� the list V K� V K�� � � � V K� of veri�cation

keys and a list proof�� � � � proof� of validity proofs� it outputs a cleartext M

or fails�

��� The players and the scenario

Our game includes the following players � a dealer� a combiner� a set of � servers

Pi� an adversary and users� All are considered as probabilistic polynomial time

Turing machines� We consider the following scenario �

� In an initialization phase� the dealer uses the key generation algorithm to

create the public� private and veri�cation keys� The public key PK and all

the veri�cation keys V K� V Ki are publicized and each server receives its

share SKi of the secret key SK�

� To encrypt a message� any user can run the encryption algorithm using the

public key PK�

� To decrypt a ciphertext c� the combiner �rst forwards c to the servers� Using

their secret keys SKi and their veri�cation keys V K� V Ki� each server runs

the decryption algorithm and outputs a partial decryption ci with a proof

of validity of the partial decryption proofi� Finally� the combiner uses the

combining algorithm to recover the cleartext if enough partial decryptions

are valid�

��� Security requirements

We consider an adversary able to corrupt up to t servers� Such a corruption

can be passive� i�e� the attacker only eavesdrops the servers� It can also consist

in making the servers fail and stop� Finally� it can be active� in this last case�

the adversary completely controls the behavior of the corrupted servers� In the

following� we only consider non�adaptive adversaries who choose which servers

they want to corrupt before key generation�

A threshold cryptosystem is said to be t�robust if the combiner is able to cor�

rectly decrypt any ciphertext� even in the presence of an adversary who actively

corrupts up to t servers�

All messages are sent in clear between each server and the combiner� More�

over� the combining algorithm which takes each partial decryption and recovers

the cleartext is public and can be executed by any server as they see all decryp�

tion parts� So the only assumption we make about the communication channel

is the existence of a broadcast channel between all participants�

Threshold semantic security� All the encryption schemes we study are se�

mantically secure� Informally speaking� let us consider an attacker who �rst

issues two messages M� and M�� we randomly choose one of these messages� we

encrypt it and we send this ciphertext to the attacker� Finally� she answers which

message has been encrypted� We say that the encryption scheme is semantically
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secure if there exists no such polynomial time attacker able to guess which of
the two messages has been encrypted with a non�negligible advantage�

We extend the de�nition of semantic security to threshold cryptosystems in
the setting where an attacker who actively� but non�adaptively� corrupts t servers
learns the public parameters� as in the regular cryptosystem but also the secret
keys of the corrupted servers� the public veri�cation keys� all the decryption
shares and the proof of validity of those shares�

Let us consider the following game A�

A� The attacker chooses to corrupt t servers� She learns all their secret infor�
mation and she actively controls their behavior�

A� The key generation algorithm is run� the public keys are publicized� each
server receives its secret keys and the attacker learns the secrets of the cor�
rupted players�

A� The attacker chooses a message M and a partial decryption oracle gives
her � valid decryption shares of the encryption of M � along with proofs of
validity� This step is repeated as many times as the attacker wishes�

A� The attacker issues two messages M� and M� and sends them to an encryp�

tion oracle who randomly chooses a bit b and sends back an encryption c of
Mb to the attacker�

A� The attacker repeats step A�� asking for decryption shares of encryptions
of chosen messages�

A� The attacker outputs a bit b��

A threshold encryption scheme is said to be semantically secure against ac�
tive non�adaptive adversaries if for any polynomial time attacker� b � b� with
probability only negligibly greater than 	�
�

Notice that our de�nition of semantic security reduces to the original one
when we consider only one server �� � 	� who knows the secret key� and an
adversary who does not corrupt any server �t � �� In this case� steps A� and
A� just consists into encrypting chosen plaintexts and this can be done without
the help of a partial decryption oracle�

Finally� the previous game may not be confused with the chosen ciphertext
attack security described by Gennaro and Shoup ���� The attacker can only ask
for partial decryptions of ciphertexts for which she already knows the correspond�
ing plaintext� The goal of steps A� and A� is to prove that partial decryptions
give no information about the private keys of the non�corrupted servers� Since
the cryptosystems we study are not immunized against chosen ciphertext at�
tacks in the non�distributed case� we cannot expect to extend such a property
to threshold versions�

Security Proofs� Our aim is to provide robust threshold version of semantically
secure cryptosystems� Our security proofs are based on reduction � we prove that
if an adversary can break the semantic security of the threshold cryptosystem�
then she must be able to break the semantic security of the initial cryptosystem�

We show how to build an adversary to attack the semantic security of the
traditional cryptosystem from an adversary who can break the security of the
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x � gr and x� � hr� Let e be the hash value H ��g� h�G�H� x� x�� where H � is
an hash function which outputs values in the range ��� B�� Then� compute y �
r� e� s� A proof of equality of discrete logs is such a pair �e� y� � ��� B����� A�	
it is checked by the equation e � H ��g� h�G�H� gy�Ge� hy�He��

The correctness of such a scheme is obvious� Furthermore� we can prove that
if A is much larger than B �m� the protocol statistically gives no information
about the secret� Finally� let us focus on soundness	 we remind the security
proof of �
�� in the random oracle model� If a proof �e� y� is valid� we have
e � H ��g� h�G�H� gy�Ge� hy�He�� Let x � gy�Ge and x� � hy�He� Since G is
a cyclic group generated by g� let a� b� c and d be integers such that h � ga�
H � gb� x � gc and x� � gd� Using the denition of x and x�� we obtain the
equations c � y�se mod m and d � ay� be mod m so� multiplying the rst one
by a and subtracting the second one� ca� d � e�b� sa� mod m� In the random
oracle model� e is a random value� independent of the inputs of the hash function
so necessarily b� sa � � mod m and� nally� gb � H � hs � gas� Consequently
G and H have the same discrete logarithm in the respective basis g and h�

��� The Paillier cryptosystem

Various cryptosystems based on randomized encryption schemes E�M� which
encrypt a message M by raising a basis g to the power M have been proposed
so far ���� �� �� 

� �
����� Their security is based on the intractability of com�
puting discrete logarithm in the basis g without a secret data� the secret key�
and easy using this trapdoor� We call those cryptosystems trapdoor discrete loga�

rithm schemes� As an important consequence of this encryption technique� those
schemes have homomorphic properties that can be informally stated as follows�

E�M� �M�� � E�M���E�M�� and E�k �M� � E�M�
k

Paillier has presented three closely related such cryptosystems in ����� We
only remind the rst one� This cryptosystem is based on the properties of the
Carmichael lambda function in Zn�

�� We recall here the main two properties�
for any w � Zn�

��

w��n� � � mod n� and wn��n� � � mod n�

Key Generation� Let n be an RSA modulus n � pq� where p and q are prime
integers� Let g be an integer of order n� modulo n�� The public key is PK �
�n� g� and the secret key is SK � ��n��

Encryption� To encrypt a message M � Zn� randomly choose x in Zn
� and

compute the ciphertext c � gMxn mod n��

Decryption� To decrypt c� compute M �
L�c��n� mod n��

L�g��n� mod n��
mod n where the

L�function takes in input elements from the set Sn � fu � n�ju � � mod ng and
computes L�u� � u��

n
�



98 Pierre-Alain Fouque, Guillaume Poupard, and Jacques Stern



Sharing Decryption in the Context of Voting or Lotteries 99



100 Pierre-Alain Fouque, Guillaume Poupard, and Jacques Stern

compute the plaintext

M � L

�
�Y
j�S

c
��S

��j

j mod n�

�
A� �

����
mod n

where �S
��j � ��Qj��Snfjg

j�

j��j � Z
Notes on the correctness of the scheme� First notice that we choose n
such that gcd�n� ��n�� � �� This condition ensures that the function de�ned by
f�a� b� � �� � n�a � bn mod n� is a bijection from Zn�Zn� to Zn�

��
The order of g in Zn�

� is n�� where � is the order of b in Zn
�� Furthermore	

we can see that the subgroup of the squares in Zn�
� is cyclic and that its order

is nm� The number of generators of this group is ��nm� so the probability for
a randomly chosen square in Zn�

� to be a generator is about �� ��
p
n and this

probability is overwhelming� Then	 the veri�cation keys V Ki may be seen as
witnesses of the knowledge of a discrete log of V Ki in base v� mod n�� They
are used to make for proofs of validity for partial decryptions�

Finally	 let us consider a subset S of t�� correct shares
 the computation of
c��

�m� can be done using the Lagrange interpolation formula�

�f��� � �m� �
X
j�S

�S
��jf�j� mod nm

so

c��
�m� �

Y
j�S

c��sj�
S
��j �

Y
j�S

c
��S

��j

j mod n�

If c is an encryption of a message M 	

c��
�m� � g��

�M�m � �� � n�
���Mam�

� � � ���Mam�n mod n�

Consequently	 L

�Q
j�S c

��S
��j

j mod n�
�
� �M��am� �M � ���� mod n� As �

is part of the public key	 we obtain the message M �

��� Proof of Security

In the following	 we only use modulus n such that gcd�n� ��n�� � �� Let us
denote CRn� the problem of deciding nth residuosity	 i�e� distinguishing nth

residues from non�nth residues� The semantic security of Paillier scheme with
modulus n is equivalent to CRn� �see ��� for more details�� In the following	
we refer to the so�called Decisional Composite Residuosity Assumption �DCRA�
which assumes that CRn� is intractable�

We now prove that the threshold version of the Paillier scheme is secure
according to the de�nition of threshold semantic security proposed in section ����
Basically	 such a proof shows that if an attacker is able to break the threshold
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semantic security� it can be used to break the semantic security of the original
cryptosystem�

More precisely� as we said in section ���� we have to simulate information
that an attacker may obtained in steps A�� A�� A�� A� and A�� In step A��
we simulate parameters of the threshold cryptosystem� In steps A� and A�� we
simulate the decryption parts of non�corrupted servers along with correctness
proofs� Finally� steps A� and A� represent the two steps of the standard de	nition
of semantic security for non�threshold cryptosystems�

Theorem �� Under the decisional composite residuosity assumption and in the

random oracle model� the threshold version of Paillier cryptosystem is semanti�

cally secure against active non�adaptive adversaries�

Proof� Let us assume the existence of an adversary A able to break the semantic
security of the threshold scheme� We now describe an attacker which uses A
in order to break the semantic security of the original Paillier scheme� In a
	rst phase� called the 	nd phase� the attacker obtains the public key 
n� g� and
he chooses two messages M� and M� which are sent to an encryption oracle
who randomly chooses a bit b and returns an encryption c of Mb� In a second
phase� called the guess phase� the attacker tries to guess which message has been
encrypted�

We now describe how to feed an adversaryA of the threshold scheme in order
to make a semantic attacker� In step A� of game A� the adversary chooses to
corrupt t servers� Without loss of generality� we assume that the 	rst t servers
P�� � � � Pt are corrupted�

In the 	nd phase� the attacker 	rst obtains the public key PK  
n� g� of the
regular Paillier scheme� He randomly chooses 
a�� b�� �� � Zn

��Zn
��Zn

� and he
sets g�  ga��bn

�
mod n�� He also picks at random t values s�� � � � st in the range

f�� � � � bn���cg� a randomly chosen element � of Zn
� and sets v  g��

�
mod n��

Then� he computes vi  v�si mod n�� for i  �� � � � t� and the other veri	ca�
tion keys as

vi  
� � ���n��
S
i�� �

Y

j�Snf�g

vsj�
S
i�j mod n�

where S  f�� �� � � � tg� The attacker sends 
n� g�� �� v� v�� � � � v�� s�� � � � st� to A in
step A� of game A�

During step A�� A chooses a message M and sends it to the attacker� He
computes c  gM

�
xn mod n�� a valid encryption of M � The decryption shares of

the corrupted players are correctly computed using the si�s� ci  c��si mod n��
for i  �� � � � t� The other shares are obtained by interpolation as

ci  
� � �M�n��
S
i�� �

Y

j�Snf�g

c�si�
S
i�j mod n�

Finally� the attacker chooses e at random in ��� B�� y at random in ��� A� and
sets proofi  
e� y�� He returns 
c� c�� � � � c�� proof�� � � � proof���

In step A�� A chooses and outputs two messages M� and M�� The attacker
outputs those two messages as the result of the 	nd phase�
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Then an encryption oracle for the non�threshold Paillier scheme chooses a
random bit and sends an encryption c of Mb to the attacker� He computes
� � ca� mod n� and sends � to the adversary A�

Step A� is similar to step A�� Finally� in step A�� A answers a bit b� which
is returned by the attacker in the guess phase�

We now prove that all the data simulated by the attacker cannot be distin�
guished from real ones by A� Consequently� if there exists a polynomial time
adversary A able to break the semantic security of the threshold scheme� we
have made an attacker able to break the semantic security of the original Pail�
lier scheme�

Indistinguishability of data received by A during step A��
Firstly we observe that g� � ga�bn

�
mod n� is uniformly distributed in the set of

the elements of order multiple of n� provided the order of g is also a multiple
of n� We need to perform such a modi�cation of g because we choose v as an
even power of g� and we want v to generate the subgroup of squares modulo
n�� Consequently� g has to be randomized in order to obtain� with very high
probability� a basis of very large order� As an example� the valid basis g � 	
n
would obviously never lead to a correct v�

We also notice that � and v are uniformly distributed respectively in Zn
�

and Qn� � the set of the squares modulo n�� Furthermore� v is a generator of
Qn� with overwhelming probability� the statistical distance between the uniform
distribution on the subset of generators of Qn� � of order ��nm� and the uniform
distribution on Qn� � of order nm� is O�n�����

Then� the attacker chooses the secret keys s�� � � � st of the corrupted players�
si should be in the interval f�� � � � nmg but� since m is unknown� we pick si in
f�� � � � bn���cg� Anyway� the statistical distance between the uniform distribution
on f�� � � � bn���c�	g and the uniform distribution on f�� � � � nm�	g is O�n����
so the adversary cannot distinguish real and simulated corrupted secret keys�

When the dealer correctly distributes the shares� the two following conditions
hold�

� For any set S of size t
 	 and for any i �� S� v�i �
Y

j�S

v
�Si�j
j mod n�

� For any S of size t
 	�
Y

j�S

v
�S
��j

j mod n� � fu � n�ju � 	 mod ng

In the simulation� we choose vm� � 	 
 ���n mod n� without knowing m but
just randomly choosing �� The veri�cation keys of corrupted servers are com�
puted using the known secret keys si and the missing vi�s are obtained with the
Lagrange interpolation formula� Of course� we are not able to �nd the missing
secret keys but in fact we do not need them� So the distribution received by A
during the key generation step is indistinguishable from a real distribution�

Indistinguishability of data received by A during steps A� and A��
In steps A� and A�� an encryption of the message M is �rst computed� c �
gM
�
xn mod n�� Then the shares of the corrupted players c�� � � � ct are computed
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using the secret keys s�� � � � st as ci � c��si mod n�� Finally� the missing ci�s are
obtained by interpolation� like the vi�s� using c�� � � � ct and the �t � ��th point
cm� mod n� which we can compute without any secret knowledge since it is equal
to � � 	M�n�

Finally� in the proof simulation� the distribution produced by the attacker
is statistically close to perfect as it is remained in section 
�	� This simulation
previously appeared in �	��� In the random oracle model where the attacker has
a full control of the values returned by the hash function H � we dene the value
of H at �v� c��� vi� c

�

i � v
y�vei � c

���y�c�ei � to be e� With overwhelming probability�
the attacker has not yet dened the random oracle at this point so the adversary
A cannot detect the fraud� ut

� Conclusion

In this paper� we have proposed a threshold distributed version of the Paillier
cryptosystem ����� We think that this scheme is the most interesting trapdoor
discrete logarithm cryptosystem� according to its e�ciency and to its large band�
width� In order to study the security of our proposal� we have dened semantic
security for threshold cryptosystems�

The distribution of other trapdoor discrete logarithm cryptosystems ���� ��
�� 		� �	� �
� still remains an open problem�
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Abstract. In recent years postal revenue collection underwent a ma-
jor transformation due to widespread transition to digital methods of
communication. This transition directly affected not only telecommuni-
cations which form an integral part of the postal revenue collection but
also, and in a much more profound way, postage evidencing. Traditional
postage evidencing remained unchanged for several dozens years until
the introduction of digital printing which drastically changed all its se-
curity related aspects and considerations. This paper defines conceptual
foundations of the postal revenue collection system (which is simultane-
ously a payment system for mailers), fundamental requirements imposed
by the nature of hardcopy-based communication and suggests what the
authors believe to be an optimal solution for public key-based postage
evidencing founded on elliptic-curve cryptography.

1 Background and Introduction

Payment/revenue collection systems are critical parts of business enterprises.
This paper is concerned with postal revenue collection (which is simultane-
ously a payment system for mailers) from a system viewpoint. Postal revenues
amount to well over 150 billion US dollars annually. Economic efficiency of pay-
ment/revenue collection systems impacts business competitiveness, frequently in
a decisive manner. It is truly the “blood stream” of postal operators and other
mail carriers.

While a postal communication system is sometimes considered less efficient
than other modern communication systems such as e-mail or fax, it remains the
only universal system of message delivery. Moreover, the postal system offers
broad bandwidth at a very reasonable cost and all security and legal advantages
of paper-based communication that still forms the backbone of the industrial
world commercial system.

The development of digital technology resulted in dramatic changes in the
methods of mail generation, processing and even delivery. Although we have no
specific data, it is probably reasonable to estimate that 80% of the letter mail in
the industrial world is generated, finished and processed by computer-driven sys-
tems. Almost half of the computers responsible for mail generation and process-
ing are connected to computer communication networks. The payment/postal

Y. Frankel (Ed.): FC 2000, LNCS 1962, pp. 105–120, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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Fig. 1. Postal revenue collection system.

revenue collection process for mail items generated by such computers is an ex-
ample of network computing with one unique feature, namely a required (due to
pre-payment) physical evidence of payment imprinted or otherwise attached to
mail pieces. This evidence of payment is also necessary because of anonymous,
widespread and simple access to the postal distribution system that mailers en-
joy. A special feature of postal revenue collection is the requirement that all
mail pieces are prepaid before mail processing begins. This turns out to be very
important from an economic efficiency viewpoint. Detailed economic analysis of
possible postal revenue collection alternatives indicates that any reasonable sys-
tem with the mailer’s access similar to existing ones, with comparable security
and without prepayment would be hopelessly inefficient [15].

A simplified diagram of a postal communication and revenue collection sys-
tem is presented in Figure 1. Mailers’ terminals connected through the public
communication network to vendor’s (such as Pitney Bowes) and postal infras-
tructures can be viewed as computational devices equipped with printers. In
some cases these devices and printers form one secure tamper resistant unit.
This is the case for example of a traditional postage meter. The printer part of
the system in this case is dedicated to printing only evidence of postage, which
we will refer to below as the Digital Postage Mark (DPM). In some other cases
the printer can be a general-purpose office or other (e.g. high-speed) printer that
is used for multiple purposes. Another architectural distinction between differ-
ent possible terminals is whether a mailer’s computing device does or does not
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Fig. 2. Letter with digital postage mark.

include a special cryptographic module designed to perform all cryptographic
computations required, in particular computations of a cryptographic validation
code that must be included in the Digital Postage Mark. In some instances cryp-
tographic computations are performed within a secure remotely located Data
Center that forms a part of a vendor’s infrastructure. In all cases the system
makes use of a special tamper resistant/tamper evident cryptographic module.
We refer to this module below as the Postal Security Device or the PSD. The
PSD also executes all protected accounting functions which we will discuss be-
low and thus the PSD also serves as the accounting unit. When the remote Data
Center is used, the DPM data is transmitted to the mailer’s terminal electron-
ically. In both cases the main purpose of the mailer’s terminal is to produce
and/or finish physical mail items that must carry evidence of (pre)payment in
the form of Digital Postage Marks (see Figure 2). The amount of data involved
and the need for extreme reliability in capturing the DPM’s data necessitates the
use of two-dimensional bar codes such as Data Matrix or PDF417 code (shown)
for physical data representation [2, 1].

Mailers deposit mail pieces into the postal distribution system where the ev-
idence of payment (DPM) is examined and mail is sorted and delivered. The
DPM examination involves its capture, digitization and performing of various
consistency tests. The main objectives of the DPM examination are fraud de-
tection and assistance in collection of legally admissible evidence that may be
required for fraud prosecution.

There are several fairly complex interactions between different parts of the sys
tem shown in Figure 1; for example, interactions between the mailer’s terminal
and vendor’s infrastructure. These interactions include enabling and disabling
services, postage refills, reporting, billing and audit activities. They are normally
organized by execution of special secure communication protocols within a client-
server architecture. Although very specialized and challenging, these protocols
fall into a class of telecommunication protocols that must meet fairly traditional
security requirements. On the other hand, the generation and validation of Dig-
ital Postage Marks are clearly unique to postal applications. For this reason this
paper is primarily dedicated to cryptographic aspects of Digital Postage Marks.
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From a mailer’s perspective, the purpose of mailing is the reliable delivery
of messages and goods to a recipient; postage prepayment is merely a neces-
sary prerequisite to such delivery. Mailers require postage payment seamlessly
and cost-effectively integrated with mail generation and finishing. These pro-
cesses depend on characteristics of the mailing application, e.g., transaction,
correspondence, advertising, and mail volume. For some mailing applications
generating and validating evidence of postage is simpler than for others. Several
large postal administrations including the United States Postal Service (USPS)
have become interested in defining PC-based desktop systems capable of secure
generation of the Digital Postage Marks [18, 16]. There are millions of desktop
systems that can be used for this purpose and typically mail that is generated
by such systems is deposited into street letter boxes. These two circumstances
create an important and special application of the Digital Postage Mark. For
example in this case the key management advantage of public-key schemes is
more pronounced than in other DPM applications due to a very large number of
potential users involved. Also, mail collected from street letter boxes is processed
differently than other types of mail. For these reasons we restrict our analysis
here only to PC-based desktop applications.

The remainder of this paper is organized as follows. Section 2 discusses the
basic ideas behind postage payment applications and Section 3 addresses the
requirements necessary for a secure cost-effective solution. The optimal mail
certificate (OMC) is a vital component in our solution and this is considered
in Section 4. A detailed description of its creation and benefits will be given.
Fundamental to the verification of a DPM is the cryptographic validation code
(CVC) which is effected through a digital signature based on elliptic curve tech-
nology. The digital signature mechanism proposed in this paper is new, and is
based on the ElGamal signature mechanism having partial message recovery. It
is described and evaluated in Section 5. In Section 6 we discuss the merits of the
new scheme; in particular, it evaluates how well the scheme meets the require-
ments outlined in Section 3. The reader is referred to [11] for detailed discussion
on the basic cryptographic concepts used in this paper.

2 Fundamentals

The basic idea of postage payment evidencing is quite simple. A verifier can
examine a mail piece in order to find evidence that payment (or, more pre-
cisely, accounting) for this mail piece has been made. What can constitute such
evidence? If the verifier knows that the postage mark imprinted on the mail
piece has been produced by a known printing mechanism and that the printing
mechanism was securely coupled to an accounting unit in such a way that print-
ing could not have been accomplished without accounting, then, by examining
(forensic) properties of the imprint, the verifier can conclude whether accounting
(payment) has or has not been made. This is the original principle of postage
meters with mechanical coupling of printing and accounting functions. Security
of postage meters based on this principle rests on the assumption that forensic
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qualities of an imprint are sufficient to identify the printing mechanism and legit-
imate printing mechanisms are tightly controlled. This assumption is obviously
incorrect in the case of digital printing produced by PC-based desktop systems.
Thus, printing must be controlled in a different way. For example, if the informa-
tional content of the DPM is directly indicative of the accounting action, then
by examining this informational content the verifier can be convinced that the
accounting indeed took place before printing. This can be achieved by having
the accounting unit (PSD) exercise full control of a cryptographic private key
which must be used to authenticate informational content of legitimate DPMs.
This is the fundamental principle of digital postage meters.

Our postage evidencing model includes a sender (mailer) and a verifier (Post).
The mailer generates and sends a DPM imprinted on the mail piece to the
Post. The Post accepts or rejects the mail piece depending on the consistency of
the information in the DPM. An adversary may intercept the DPM and replay
it or generate and submit his own DPM based on an intercepted message or
independent of it. A mailer may produce some legitimate mail pieces, and become
an adversary with respect to other mail pieces. As usual in protocol security
analysis, we assume that messages and algorithms are in the public domain.

The four information security objectives critical for postage evidencing are:

– Data Origin Authentication. The Post can read the DPM including the iden-
tity of the postage accounting device (PSD) responsible for the DPM.

– Data Integrity. The Post can detect any alteration of the DPM.
– Evidence of Fraud. The Post can produce evidence of fraud, such as a mail

piece with a counterfeited DPM or mail pieces with identical DPMs.
– Confidentiality. In some cases it may be desirable to protect the confidential-

ity of certain data elements within the DPM, for example some information
indicative of the mailer’s mailing activities or the mailer’s e-mail or fax ad-
dresses that may be required for special services such as confirmation of
delivery.

The DPM always contains some plaintext and some form of a digital signa-
ture. We call the plaintext the Postal Data (or the PD) and the digital signature
the Cryptographic Validation Code (or the CVC). The purpose of the CVC is
to satisfy the aforementioned security objectives. The CVC can be computed
using symmetric or asymmetric cryptographic transformations. If a public-key
mechanism is used then confidentiality is more difficult to maintain.

All data in the plaintext is signed but the question is: What data elements
should be included in the plaintext (PD)? In order to achieve origin authenti-
cation, we need a unique postage accounting device identification number and
a message identification number; for example, a serial mail piece count or the
value of the ascending register in the accounting unit. (The ascending register
in the meter keeps track of the value of the postage processed to date.) The in-
tegrity of the postage value must always be protected by inclusion of the postage
amount. These three elements represent a minimal set. This minimal set has ap-
proximate size of 10 bytes. Depending on the verification strategy, additional
elements may be included into the PD; for example, date and sufficiently precise
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delivery address information. The date and delivery address information can be
represented using another 10 bytes. Thus, the total size of the PD is on the order
of 20 bytes. Of course, additional elements can be included depending on the
application. For example, the recent USPS document Information-Based Indicia
Program recommends the size of the PD equal to 49 bytes [18].

If for some reason the delivery address is not available for inclusion in the
DPM then the DPM cannot contain any data specific to a given mail piece.
Then a genuine, legitimately pre-paid DPM can be duplicated and imprinted or
otherwise attached to another mail piece. In this case, duplicates must be de-
tected and intercepted by the verification system. For example, an attacker may
send multiple duplicates to one office building housing many different recipients.
Therefore, the system must detect duplicates (this is actually true even with
the delivery address information in the PD, although in this case the economic
attractiveness of the attack is greatly diminished). Duplicate detection is con-
siderably more effective, especially for a less than 100% sampling strategy, if the
Post restricts the valid mail deposit to a specific date and specific geographic
area. This suggests that the PD should also include the date and the postal code
or the name of the allowed geographical deposit area. What is important for us
here is the estimate of the total amount of data in the PD that requires pro-
tection. Our analysis as well as several draft specifications [16]issued by postal
authorities around the world indicates the size of the PD portion of the DPM
is between 20 and 50 bytes. We shall use this estimate later for comparison of
different possible options for computing the CVC.

Our main interest is the optimal design of the DPM, particularly the CVC
portion of the DPM. In the next section we outline and explain basic optimality
criteria critical for our analysis.

3 Requirements

The DPM design is subject to a set of intuitively desirable requirements given
below.

1. Total break resistance. The CVC must possess key compromise related crypt-
analytic strength above a certain (commonly accepted) threshold, for exam-
ple 280 operations.

2. Selective forgery resistance. The CVC must possess selective forgery related
cryptanalytic strength above a certain application dependent threshold, for
example 240 operations. This usually means that the best known algorithm
to forge a signature (the CVC) using publicly available information requires
at least 240 operations and has to be repeated for each new CVC to be forged.
The threshold number (e.g. 40) is a function of the monetary amount to be
gained by the forger and the amount of computational resources available
to her. In the case of the DPM the monetary amount is usually very small
(e.g. $0.33 in USA). Assuming that a powerful PC is the only computational
resource available to the forger then this is a reasonable estimate for the
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security level. Minimal running time of several hours on such a PC for forging
a single CVC may deliver the desired deterrence effect and may be acceptable
from a security view point.

3. Minimal size. It is critical to keep the size of the CVC to a minimum due
to severe limitations in the space on a mail piece available for the DPM’s
physical representation and the need to capture and interpret the DPM
in a highly reliable fashion within a relatively short period of time. This
requirement is unique for postal applications and it has the most profound
implications for the viability of the entire revenue collection approach. One
must keep in mind here also that optical readers for DPMs are more accurate
when the physical size of the DPM is small and that the DPM is aesthetically
more appealing if this is the case.

4. Signature size inflation resistance. The CVC size inflation due to improve-
ments in cryptanalytic algorithms and computing power also should be kept
at a minimum. This means that the cryptographic algorithm used to create
the CVC (digital signature) should be such that the size of key (and con-
sequently the size of the signature) should increase at a minimum pace (as
cryptanalytic algorithms improves) to maintain a required level of cryptan-
alytic strength.

5. Computational efficiency. Computational performance of the CVC genera-
tion and verification processes should be appropriate to match performance
of the fastest mail generation and processing (verification) equipment. In
practice this means a speed of up to ten CVC generations per second for au-
tonomous systems, a few hundred CVC generations for client-server based
systems and up to 20 verifications per second will be necessary.

6. Self-sufficiency. It is very desirable to make the DPM contain all the in-
formation required for verification. This means that it is desirable to have
the verifier perform the verification process without a need for continuous
access to external data sources. In other words, the verifier should be able to
determine internal consistency of the information in the DPM based solely
on the DPM data. In the scenario under consideration this means that the
authenticity of the mailer’s public key can be determined from the DPM
itself.

7. Multiple test. It is desirable to have the verifier perform additional tests based
on the DPM information, which can further reduce risk of misusing postal
funds. These additional tests may include verification of certain parameters
contained in the PD against pre-defined criteria stored at the verifier or
present in the DPM. For example, certain devices may have the privilege
to create and print postage evidencing information associated with an expi-
ration date or may have restricted privilege to print postage value above a
certain threshold or other similar restrictions.

8. Confidentiality. It is desirable to protect confidentiality of certain data el-
ements within the DPM. This means that these data elements should not
be present in the DPM as a part of the plaintext, but should be recoverable
from the CVC only by an authorized party such as the Post itself or its
designated verification/data processing agents.
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9. Economic efficiency. The cost of the entire DPM generation-verification sys-
tem should be minimal to enable broad access and efficiency to the mailers
and the Posts.

Finding solutions that satisfy all the requirements in this list is difficult. For
example, the first, second and sixth requirements above appear to be in direct
contradiction with the third requirement, if one is forced to use a public-key
scheme based on a standard certificate system such as X.509 [9].

The sixth requirement outlines a very important consideration. For postal
revenue collection applications this requirement makes key management systems
highly effective and that, at least in the opinion of one of the authors, provides
the only true justification for using public-key cryptography.

The first requirement is the ubiquitous security requirement which must be
satisfied for any system to be sound. In the context of the elliptic curve schemes
(to be discussed in the next section) that rely on the difficulty of the discrete log
problem, this translates into the requirement that the size of the group of points
on elliptic curve should be at least 2160. This is motivated by the value of the
work factor for the known best algorithm for computing discrete logarithms on
elliptic curves and it is approximately equivalent to the work factor required to
break a 1024-bit RSA scheme by the best algorithm known for factoring large
composite numbers.

Table 1 lists key size estimates. The estimates for RSA security were based
on the security estimates provided by NIST for the revised Digital Signature
Algorithm [3] and using the fact that the best algorithms known for integer fac-
torization and the (ordinary) discrete logarithm problems require approximately
the same amount of resources. The estimates for ECC security were provided by
NIST [12].

Table 1. Comparing ECC and RSA key lengths for same levels of security.

Symmetric cipher Example ECC key length for Rough estimate of RSA
key length algorithm equivalent security key length for

equivalent security
80 SKIPJACK 160 1024
112 Triple-DES 224 2048
128 128-bit AES 256 3072
192 192-bit AES 384 7680
256 256-bit AES 512 15360

In the next sections we present a digital signature scheme with partial mes-
sage recovery and what we believe to be the optimal certification mechanism
that satisfies the sixth requirement. It is our opinion that this scheme delivers
the best balance between the contradictory requirements given above and thus
represents the optimal choice among all known systems. For the convenience of
the reader we summarize the requirements detailed in Table 2.
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Table 2. Requirements.

Requirements Brief description
1. Total break resistance Resistance against compromise of secret key-

ing material.
2. Selective forgery resistance Resistance against forging signatures without

knowledge of the secret key.
3. Minimal size DPM should be as small as possible for both

physical and aesthetic reasons.
4. Signature size inflation resistance Key sizes should not expand dramatically as

computing and algorithmic power increases.
5. Computational efficiency Generation and verification of CVC should be

as efficient as possible.
6. Self-sufficiency DPM contains all information necessary to

verify CVC.
7. Multiple test Use of additional information besides CVC to

validate DPM information.
8. Confidentiality Ability to provide confidentiality on some

data elements in DPM.
9. Economic efficiency Minimize overall cost of DPM generation and

verification.

4 Optimal Mail Certificates

In this section and the next we describe a simple and elegant scheme that goes a
long way to satisfy our sixth requirement. A brief explanation is in order. When
the Post verifies the CVC it can retrieve all vital information (e.g. certificate,
public key and signature) from the DPM itself. Proposals have been put forward
where the public key and certificate of the PSD (mailer’s terminal) are stored
in a database and retrieved at verification through an identifier contained in the
DPM. Such proposals have the disadvantage that a large database is required
but proponents argue that the bandwidth saved in the DPM is worthwhile. It
is our contention that the new scheme we propose has the same bandwidth
requirements but removes the necessity of the large database.

The setup for the scheme is as follows. Let P be a public point of order n
in the group of points of the elliptic curve E(Fq) over the finite field Fq (the
total number N of points on the curve is divisible by n). Minimal size for n is
approximately 20 bytes. (The reader is referred to the book by Menezes [10] for
definitions and terminology used for elliptic curve cryptosystems.)

We assume that the Post either functions as a Certificate Authority (CA)
or uses one of the established Certificate Authorities. In its capacity as a CA
the Post generates a random integer c between 0 and n. The integer c is the
postal system wide private key. The corresponding postal system wide public
key is B = cP . The secrecy (confidentiality) of c against cryptanalysis is as
usual protected by the difficulty of elliptic curve discrete logarithm problem.
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Each mailer’s terminal A has an identity IA. The identity IA may contain
a number of additional parameters and attributes besides strictly identification
information for the mailer’s terminal, its PSD and mailer’s identity itself. These
parameters depend on application requirements and may include the expiration
date, allowed maximum postage value or allowed maximum number of DPMs to
be produced by the terminal, an indication of allowed geographical area where
mail items produced by the terminal can be deposited etc. The identity IA

is assigned prior to the beginning of operations by the Post or a registration
authority such as a vendor trusted by the Post. The identity IA provides a
natural mechanism to satisfy our seventh requirement. It is printed in the PD
portion of DPM in plaintext.

The mailer’s terminal A generates a random positive integer kA < n, then
it computes the value kAP and sends this value to the Post. It should be noted
that this phase could in fact be done using a long term private/public key pair
from a more traditional X.509 certificate key pair. This can be done once for
a given period of time or for a given number of authorized DPMs that can be
generated by the terminal.

The Post generates a random positive integer cA smaller than n and then
computes the point γA on the curve

γA = kAP + cAP.

We call the value γA an “Optimal Mail Certificate or OMC” in mailing applica-
tions, but γA is more commonly referred to as an implicit certificate [8, 17].

Next the Post computes a value

f = H(γA||IA),

where H is a hash function such as the SHA-2 and “||” as usual denotes the op-
eration of concatenation. At this point various restrictions on the data included
in IA and in the DPM can be tested. The Post then computes its input mA to
the mailer’s private key a as follows:

mA = cf + cA mod n

and sends values γA, mA and IA to the mailer’s terminal A. This portion of the
protocol is executed once for a period of time prior to mail generation/verification
operations.

The mailer’s terminal A computes its private key a and its public key QA as
follows:

a = mA + kA mod n = cf + kA + cA mod n

QA = aP = cfP + γA = fB + γA.

This is also done once for a period of time determined by security and application
considerations.

The private key a is used by the terminal A to compute the validation code
CVC from the plaintext PD using a digital signature with partial message re-
covery based on the Nyberg-Rueppel [13] scheme which is a variant of the well
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studied ElGamal signature mechanisms. This will be described in the following
section. Observe that the private key a is a function of a postal system wide pri-
vate key c and mailer-specific postal private parameter cA as well as the mailer’s
private parameter kA . Note also that the CVC verification key QA is a func-
tion of only the public parameters and is computable from the OMC γA, postal
system wide public key B and the value f of the hash function.

The DPM verification process can be organized as follows. After capturing
the DPM data it is parsed into the PD and the CVC portions. The OMC γA and
identity IA are used to compute the hash value f . Then the verification key QA is
computed using the postal public system wide key B and the OMC γA. Then the
CVC is verified using a version of EC ElGamal signature verification described
in the following section with the verification key QA serving as the public key.
It has been shown [6] that under the random oracle model this procedure is as
secure as the elliptic discrete logarithm problem.

The OMC γA is simply a single point on the elliptic curve E(Fq) which has the
size of the underlying field element plus one bit (if a point compression technique
is used), which is in our case approximately 20 bytes. When included in the DPM
the OMC greatly simplifies key management at the expense of about 20 bytes
of overhead. Excluding plaintext, the size of the standard ECDSA signature
scheme [4] with the OMC included is only 60 bytes compared to 128 bytes of
RSA signature alone. We discuss size implications of different schemes in more
detail in the concluding section of the paper.

5 Cryptographic Validation Code as a Digital Signature
with Partial Message Recovery

In this section we describe a new digital signature scheme with partial message
recovery designed to satisfy our third and eighth requirements. Combined with
the optimal mail certificate scheme of the previous section this system delivers
the known best overall solution. Appropriate comparisons and discussion are
given in the concluding section.

The partial message recovery scheme to be described below is similar to one
proposed in the draft standard ISO/IEC 9796 Part 4 but is computationally and
bandwidth more efficient.

In the DPM application all messages to be signed have a fixed short size typi-
cally smaller than 160 bits. Under this assumption we will show that a signature
scheme with partial message recovery seems most appropriate.

We first divide the plaintext PD into two parts, namely a part C which
represents data elements that require confidentiality protection and that can
be recovered during the verification process from the signature and a part V
that contains data elements presented in the plaintext within the DPM. This
means PD = C||V . The integrity of the data elements in V is still protected
since V is also signed. This separation of the PD into parts fits our application
almost perfectly. Due to a variety of traditional, marketing, postal accounting,
appearance and human readability requirements some data elements in the DPM
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must be present for immediate examination (e.g. by the recipient). These data
elements include date, postage value and the postal code of location where the
mail piece originated. These elements are candidates for the part V . Other data
elements such as the value of a serial piece count, the value the ascending register,
e-mail address, telephone or fax number of the sender and the like can naturally
form the part C. These data elements allow for a cost effective organization of
a number of special postal services such as a proof of deposit and delivery and
mail tracing. This helps to satisfy our ninth requirement.

The signature generation algorithm for the message PD = C||V begins as
usual with the generation of a random positive integer k < n by the mailer’s
terminal A. The terminal performs the following computations:

1. R = kP ; R is a point on the curve that is formatted as a bit string for the
transformation defined in step 2.

2. e = TrR(C), where TrR is a bijective transformation parametrized by R and
designed to destroy any (algebraic) structure that C might have. Transfor-
mation Tr may be a symmetric-key encryption algorithm such as DES or
simply the exclusive-or (XOR) operation if C is at most the length of R.
Secrecy of R is protected by the difficulty of the discrete log problem and a
random choice of k.

3. d = H(e||IA||V ), where H is a hash function and IA is the identity of the
mailer’s terminal.

4. s = ad + k mod n, where a is the private key of the terminal A computed as
described in the previous section.

5. Pair (s, e) is the signature (the validation code CVC) and it is presented for
verification in the DPM together with the portion V of the plain text PD.

Note that step 2 is computationally efficient if the size of C is less than
or equal to the size of R and the transformation Tr is exclusive-or. For many
applications of DPM it is true that the size of C is less than or equal to 20 bytes
(see Section 2 with the estimates for the size of PD).

The DPM verification process begins with the capture of the DPM from a
mail piece and parsing the DPM data into the values IA , CVC=(s, e), V and
γA. Then a postal verifier performs the following computations:

1. QA = fB +γA, where QA is the mailer’s terminal public key as described in
the previous section and B is the system-wide postal public key; note that
B does not need to be known outside of the postal verification system.

2. d = H(e||IA||V ).
3. U = sP − dQA

4. X = Tr−1
U (d), recovering a new value X by the inverse transformation Tr−1

parametrized by the value U .
5. Check redundancy of X and if X has required redundancy (e.g. 40 bits)

declare C = X and accept the signature as valid.

In postal applications the confidential data C is normally quite redundant.
This means that components of C must have specific meaning known in advance
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by the verifier. For example, the value of the e-mail address must be of a specific
form or the ascending register must be larger than a certain value etc. Of course,
additional redundancy can be added as desired, but not without a price to be
paid. The size of C and efficiency of the computation in step 2 of signature
generation can be adversely affected. Trade-offs between the amount of effort to
forge a signature and the size of C must be carefully evaluated to provide for
overall optimal economic efficiency.

Confidentiality of C is protected only if the postal verification public key
B cannot be easily obtained outside of the postal verification system. This is
fortunately the case since there is no good reason to maintain access to B for
anything other than verification applications. It is interesting to point out that
in this scenario a public-key scheme is being used as if it were a private-key
(or symmetric-key) scheme. The advantage gained, of course, is that even if
confidentiality is lost, integrity is maintained.

If the plaintext PD is small, then the PD can be “hidden” within the sig-
nature in its entirety. Importantly, our scheme allows for particular efficiency if
there is no need to present the “open” portion V of the PD in the DPM twice.
Due to a very high DPM readability requirement (typically 99.5%), the open
portion V may need to be represented both in a human-readable and machine-
readable formats (bar code). If the human readable format allows for a high
readability, for example by employing a specially designed OCR font of appro-
priate dimensions and with appropriate formatting, then the size of the DPM
can be further reduced.

For a detailed analysis of the security of this signature scheme, see [6].

6 Discussion and Conclusion

The fundamental information security based approach to DPM was developed in
the early eighties within Pitney Bowes by Clark, et al [7] . In 1987-1989 J. Pastor,
also from Pitney Bowes, developed and adapted for mailing applications several
critical aspects of digital signatures, including a signature based on elliptic curve
techniques [14]. In 1996-1999 the USPS published a series of draft DPM spec-
ifications based on public key schemes. None of these efforts however achieved
optimization of the DPM design. We believe that the signature scheme described
in the Section 5 when used together with the optimal mail certificates delivers
the optimal choice in view of the requirements formulated in Section 3. The first
two requirements are necessary pre-requisites for security of a revenue collection
system. The second requirement brings security into the economic context of
the entire system. It takes into account not only difficulties that cheaters must
face, but also, and equally important, it attempts to factor in the economic at-
tractiveness of the contemplated fraud. The third requirement is critical for the
viability of any system designed around physical representation of data required
for verification. Severe limitations of space available for the DPM dramatically
restricts usefulness of the otherwise very effective approach (imagine for example
small post cards, “thank you” notes and the like). Table 3 demonstrates savings
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Table 3. DPM size (in bytes) using different protocols.

RSA DSA ECDSA EC with MR EC with MR and OMC
PD 20 20 20 (20) (20)
CVC 128 40 40 20 20
Certificate (min. size) 256 168 60 60 20
Total DPM 404 228 120 100 60

in the DPM size afforded by our solution in comparison with other possible de-
signs (we assume as usual that all signature schemes included in the table are
approximately equivalent in their resistance to a total break of a 1024-bit RSA
signature and that the certificate signature and the data signature schemes are
identical). Note that RSA as well as ElGamal signature schemes can also be used
in message recovery mode. This would reduce the size of the DPM compared to
the case of RSA and DSA schemes with appendix given in the table. We have
chosen to present the table in this form because some postal administrations, for
example the USPS, recommend the use of standard RSA and DSA signatures
with appendix only [18]. The numbers in the table were computed as follows:

1. For RSA we assume a 1024-bit modulus and a signature scheme with ap-
pendix (as specified by the USPS [18]. The certificate is assumed to contain
only the public key and the CA signature.

2. For the DSA the modulus is taken to be 1024 bits, the signature size is as
specified by the DSA itself. The certificate is assumed to contain only the
public key (128 bytes) and the CA signature (40 bytes).

3. For the ECDSA the order of the elliptic curve is approximately 20 bytes, the
signature is 40 bytes (similar to the DSA) and the certificate contains a 20
byte public key (assuming point compression) and a 40 byte CA signature.

4. For the EC with MR we assume the elliptic curve order is approximately
20 bytes, the signature is 20 bytes (assuming no additional redundancy is
added to the message) and the certificate consists of a 20 byte public key
and a 40 byte CA signature.

5. For the EC with MR and OMC, we assume a 20 byte elliptic curve, a 20
byte signature (assuming no additional redundancy for the message) and a
20 byte OMC.

Note: In case of EC with MR and EC with MR and OMC if the message
contains no inherent redundancy (or little) one may have to add up to 10 bytes of
additional redundancy. In other words, the totals given in the last two columns
might have to be increased by up to 10 bytes. As discussed earlier, messages in
this environment typically contain sufficient redundancy for the intended appli-
cation. It should however be mentioned that one must consider the additional
cost required during the verification process to check message redundancy and
do appropriate trade-offs with time and space. One possible option is to put part
of the OMC in the PD (if there is room) and make this part of the V portion of
the PD.
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Table 3 demonstrates that the DPM size can be reduced quite dramatically.
Potentially even more important from a long-term view point is the fourth re-
quirement. The key/signature size for some digital signature schemes is expected
to increase by 20-30% in the next 5 years due to improvements in algorithms and
computing power. The relative strength per bit of the key/signature is a serious
consideration. In this context, elliptic curve techniques that we have adapted for
the DPM application here so far have proven to be more robust than others.

As mentioned earlier, proposals have been put forward to remove the certifi-
cate and public key from the DPM and store these in a central database. For
RSA and DSA this would leave a DPM whose size is 148 and 60 bytes respec-
tively. Comparing this with EC with message recovery and OMC one has the
same size DPM as with the DSA and still requirement 6 is met.

The sixth requirement aims at greatly simplifying key management for the
DPM verification process [5]. The need for the Post to coordinate public keys for
millions of users having their systems supplied by multiple independent providers
represents a significant burden on the system. The seventh requirement, although
not directly related to the choice of cryptographic mechanism for the DPM,
can be satisfied in a particularly simple way through the use of optimal mail
certificates. The eighth requirement can be met by any signature scheme with
message recovery provided the OMC is used.

Finally a few words about economic effectiveness of the DPM generation/
verification system which constitutes the last requirement. This is the most im-
portant and in fact permeates all other requirements. The non-digital revenue
collection system employed in many countries today is quite functional. More-
over, it is probably true that a revenue collection system based on an annual
estimated tax can be functional as well. The system based on the DPM must
be more effective than other alternatives, otherwise it can not survive. So our
first eight requirements are in fact all efficiency requirements aiming at either
reducing losses due to potential fraud or reducing cost of DPM generation and
verification. For example, minimal size DPM are not only critical because of lim-
itations in physical space, but also contributes to better readability and less cost
of consumables for the printing process as well as allows to better provide for
many value added services. Similarly, computational efficiency allows reduction
in the cost of components required for the DPM generation and verification.
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Abstract. We investigate the problem of signing short messages using 
a scheme that minimizes the total length of the original message and the 
appended signature. This line of research was motivated by several postal 
scrviccs intcrcstcd by stamping machines capablc of producing digital 
signatures. Although several message recovery schemes exist, their secu- 
rity is q~iestionable. This paper proposes variants of DSA and ECDSA 
allowing partial recovery: the signature is appended to a truncated mes- 
sage and the discarded bytes are recovered by the verification algorithm. 
Still, the signat'ure authenticates the whole message. Our scheme has 
some form of provable security, based on the random oracle model. Us- 
ing further optimizations we can lower the scheme's overhead to 26 bytes 
for a 2Te0 security level, compared to forty bytes for DSA or ECDSA 
and 128 bytes 1024-bit RSA. 

1 Introduction 

Twenty years or so after the discovery of public key cryptography and digital 
signatures, the world appears ready for their large-scale deployment. Several sig- 
nature schemes have been designed by tlle research community, either based on 
the celebrated RSA algorithm or on the discrete logarithm problem modulo a 
prime or over an elliptic curve. Standards have been crafted. Security proofs, 
notably using the so-called random oracle model have been proposed. Surpris- 
ingly, there still remain specific needs that appear in relation with some trading 
scenarii and wllich are not properly served by the current technology. 

In some situations, it is desirable to  use very short signatures; more accu- 
rately, one wishes to  minimize tlle total lengtll of the original rrlessage and the 
appended signature. In some respect,, this is very similar to the problem one 
faces while trying to  sign on a postcard without sacrificing too much of the 
(already limited) space available for the text. This analogy is not fortuitous: 
thc motivation for short signaturcs has arisen from thc nccds of various postal 
services, wllich are currently investigating the possibility of integrating digital 
signatures into stamping machines. The space limitation here comes from the 
combined abilities of lour-cost barcode printing machines and optical readers. 
Every byte one can save is of importance and the overhead of 128 bytes, implied 
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Considering that c, d are 160 bit integers and that a standard double-and- 
add algorithm is used, one can estimate the number of elliptic curve operations 
nccdcd to  compute Po as close to  240. Z and Po can be simultanco~isly computed 
in about 320 additions by sharing the "double" part. Finally, step 3 is expected 
to require 128 extra additions. For k = 1, the overhead does not, exceed the 
verification time of a regular signature. 

There is a trick which slightly improves performances: instead of using the 
signature { c ,  d}, one can use {ha, d}, with ha = cd-' mod h. Truncating hz yields 
slightly better computational estimates. 

5 Conclusion 

l i e  have shown how to  minimize the overall length of an elliptic curve signature 
i.e. the sum of the lengths of the signature itself and of the message (or part of the 
message) that has to be sent together with the signature. Cp  to  thirteen message 
bytes can be recovered in a secure way from a signature and an additional one- 
byte saving on the signature itself can be obtained. 

The proposed schemes have been validated by a proof in the random oracle 
model and can therefore be considered sound. All our schemes have ordinary 
discrete logarithm analogs. 
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Payment Systems: The Next Generation 

Abstract. The technical industrial community is busy working on the 
cleplogment of "next generat,ionn Int,ernet-based payment systems. Here, 
we review the major areas covered in a panel discussion during the Fi- 
nancial Cryptography 2000 mrrt,ing on t,hr s~~l>jrr t , .  The  arras covered 
wc:r.c:: 1.11(, I)~rsir~c:ss rr~otl(.ls ~ L I I ~  l)~rsir~('ss ~ ~ S I I ( : S  i r ~  tl(.l)loyrr~c:r~l, or arlcl i r ~  
get,ting to market with payment syst,ems: the major Internet applications 
of tmhese syst,ems and t8he relations of the business t80 t8he cryptographic 
technologies and other t,echnology whch  underlp t,hese systems. 

Ourreatly, the Internet and the World FVide Web on-line business is booming, 
with t,raffic, ad~cr t~ i s ing  and contcilt growing a t  susta.incd cxponcntial ratcs. One 
of t#lie iiext major st.eps which promises to  hriiig a Ia,rge increase in Internet 
use and effe~t~iveness is a n  improved pa,grnent infrastructure (in a very general 
seuse). Tllus, l l ~ e  praclice ol' e-corrllllerce lo dale llas bee11 based o ~ i  exislir~g 
payment s t r~c t~ures ,  i.e. credit cards. These however: have several properties tha t  
lllalce llle111 illappropriate for ul~iversal use over l l ~ e  Illlerliel. These delicierlcies 
include thc largc ovcrhcacL of crcdit ca,rds! risks rclatcd to  inappropriatc usc 
(e.g., prot,ect,ion of server keys widely used in the SSL protocol may not be 
a.deqim,t,e), and inconvenience of use - particl~la,rly for small payment,s. Also, 
cert,airl properties are lacking in credit card payments when compared to other 
digit,a,l inst,rl~ment,s. 

Thus, i t  seems that  alternative and simpler payment systems are required. 
The Ia,clc of sl~rli sii-nple syst,ems ran he expla,ined by "t,lie chicken and t,he egg 
problerl~." Kalllely, wit l~oul a large exislil~g r l ~ e r c l l a ~ ~ l  base, l11e rleed lor payrr~erll 
systems is less a.ciit,e~ and wit,holit, a. working pa.yrnrnt scheme,  merchant,^ a.re 
unable lo ellber l l ~ e  Iritcrrlel 111arkt.l reyuiril~g such p a y ~ ~ ~ e r ~ t s  (assurrlirig serious 
payment systeins require a merchant base). Another problem has been that  
fina.ncia1 ini;titmutmcs t~raciit~ionally arc very con~crvat~ivc~ part,icularly when it comes 
t,o trying out new and heretofore unproveii payment methods (assuming a serious 
payincnt systmcm requires banking support) .  Yet a~lot~hcr  problcm is t8hc casy 
iiit,egra,t,ion of payi~ient~s t,o user applicat,ions (assl~ming t,he user is the iilt,imat,e 
ca,talyst in adopting t,he systems). 

:I11 of t,hese p roh le l~~s  are, Iiowever, grad~~a, l ly  fading a,way: silhstantial ~vorlc 
is being performed on irnplementiilg public key infrastructures. The quality of 
cont,ent is iiiiproving making it a rominoilit,y t,o he pilrcliased, perhaps anony- 
nlously (since individuals are ~eilsit~ive to  publicity of the content they purchase). 

Y. Frankel (Ed.): FC 2000, LNCS 1962, pp. 136-139, 2001. 
@ Springer-Verlag Berlin Heidelberg 2001 
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Abstract. The SET payment protocol uses digital signatures to au- 
thenticate messages and authorize transactions. It is assumed that these 
digital signatures makc aiithorizations non-rcplidiahlc, i.c., provablc to 
a third-party vcrificr. This paper cvalliatcs what can be proved with thc 
digital signatures in SET. The ailalysis shows that cvcn a sllcccssfill and 
corr~pleted SET protocol rurl does not give the parties erlougll evit1erlc:e 
to prove certain irr~portarlt transaction features. A corn par is or^ with the 
similarly-structured iKP protocol shows a r~u~rlber of advar~tages of iKP 
as opposed to SET with respect to the use of it,s signatures as evidence 
tokens. It is shown that non-repudiation requires more than digitally 
signing authorization messages. Most importantly, protocols claiming 
non-rcpr~dia(,on shol~ld cxplicil,ly specify t,hc rules ( o bc used for deriving 
authoriza.tion stat,emerlts from digitally signed messages. 

1 Introduction 

Digital signatures in the iKP [BGH+95, BGH+OO] payment protocol are intended 
by design to  represent non-repudiable message receipts for customer, merchant 
and bank. The SET [MV97] protocols are similar in design to iKP;  though 
the SET specifications (lo not clairrl 11011-re~)lldial)ility of the SET sigrlat,ilres, 
press releases and public opinion tend to attach this feature to  t,hern. In this 
paper, we investigate the value of SET digital sigrlatures as evidence towards an 
external verifier. A verifier may be a subsystem of a third-party dispute handler 
that arbitrates payrrle~~t cIispnt,es, or an orllir~e orr~l)iltls service as in [KatSB]. 
Altcrnativcly, it can bc a stand-alonc systcm uscd by a company's accounting 
department or a national tax departrrlent to verify digital receipts subnlitted as 
evidence of transactions. The latter use illustrat,es t h ~  nerd for digital receipts to 
be self-contained; they sllould be usable as valid trarlsactiorl receipts, without the 
nccd for additional cvidcncc collcctcd from scmi-trustcd partics such as banks. 

A fair arrlount of work has been done recently on forrnal specification and 
vcrification of c-commcrcc protocols [Kai95, KN98, Bol97, MS98, Bra971. Both 
[Kai95] and [KN98] focus on accountability by introducing authentication logics 
modified with predicates of the form "A can prove X to B". The st,at,ements X in 
both logics are payment system dependent; [KN98] applies this logic to SET to 
prove the following: a Merchant M, having received a PReq (Payment Request) 
message from Customer C with Order Instructions 01, can derive t8hat M believes 
M ct~n,-~)rvvf: (C .sn.id 01) to J, where J is an indeperltient verifier. 

Y. Frankel (Ed.): FC 2000, LNCS 1962, pp. 140-156, 2001. 
@ Springer-Verlag Berlin Heidelberg 2001 
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Abstract. In addition to  it,s uwal complexity assumptions, cryptogra- 
phy siler~tly assurrles that iriforrr~atior~ car1 be pllysically protected i l l  a 
single location. As one car1 easily irrlagine: real-life devices a,re rlot ideal 
and ir~forrr~atior~ rrlay leak through different physic.al cl~annels. 

This paper gives a rigorous definition of lcakagc immunity a ~ l d  presents 
several lcakagc dci,cci,ion t,csi,s. In h s c  l,cst,s, [ailurc conGrrns t,hc prob- 
able cxistcncc of sccrct,-corrclatcd emanations and indicat,cs how likcly 
the leakage is. Success does not refute the existenc~ of errlana,tions but 
indicates that  significant ernanations were not detected on the strength 
of the evirience yrese~ltecl, which of course, leaves the door open to re- 
consider t,he situation if further evidence co~nes to hand at a. later date. 

1 Introduction 

In addition to its usual complexity postulat.es, cryptography silently assumes 
that secrets can be physically protected in tarnper-proof l~cat~ions. 

All cryptographic operations are physical processes where data elements ml~st, 
be rcprcscntcd by physical quantities in physical structurcs. Thcsc physical cluan- 
tities rnust be stored, sensed and corrlbined by the elementary devices (gates) of 
any tec:hnology out of which we build tamper-resistant machinery. At any given 
point in the evolutio~l of a technology, the smallest logic devices must have a 
definite physical extent, require a, certain mini~rlum time to perforrr~ their fu~lc- 
tion ancl dissipatc a minimal switching cncrgy whcn transiting from onc st,atc to  
ar~ot l~er .  

The physical intcrprctation of data processing (a discipline namcd the physics 
of coxrlputatio~lal systerrls [IS]) enables fundanlerltal corrlparisons between corn- 
puting tcchnologics and provides physical lowcr hounds on the arca, timc and 
cncrgy rcquircd for computation [2, 101. In this framcn-ork, a corollary of thc 

Y. Frankel (Ed.): FC 2000, LNCS 1962, pp. 157-173, 2001 
@ Springer-Verlag Berlin Heidelberg 2001 
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second law of therlnodynamics states that in order to  introduce directior~ into a 
t,ransit,ion k)et,weer~ st,at,es, energy rrllist be lost irreversik)ly. A systern that, c:ori- 
serves energy cannot make a transition to a definite state and thus cannot make 
a decisiorl (compute) ([18], 9.5). In tamper-resist,ant devices this inescapable en- 
ergy transfer must (at least appear to) be independent of the machine's secret 
parameters. 

Despite extensive (and expensive) governmentm-level research over the last 
forty years: most tamper resistance references are hardly accessible : TEMPEST'S 

NACSIM 51004, NATO's AMSG 7 2 0 ~  and the SEPI proceedings [21, 221 are a few 
such examples. France's DISSI/SCSSI recommendation 400 is public but its six 
most informative parts are only accessible on a need-to-know basis. 

The rapid development of sophisticated (but often insecure) digital commu- 
nication systerrls have created new academic arid conlrnercial interest in tarnper 
resistance. Although the FIPS 140-1 standard [20] includes physical tamper re- 
sistance requirements, new standards such as Cornrnon Criteria [8] are currently 
being developed to provide a more comprehensive framework for tamper resis- 
tance testing. Several insight,ful papers about physical attacks (e.g. [I]) and fault 
att,ac:lts (e.g. [3, 41) have heen writt,er~, a11c1 t,llese c:orltinlie t,o he sul)jects of active 
research. This paper analyzes an a,rca of rcccnt interest - side-channel attacks 
- which exploit correlations between secret pararrleters and variations in tirrlirlg 
[13], power consumption [12], and other cma,nations from cryptographic devices 
to  infer secret keys. 

This work is organized as follows : we st,art, by int,roducing a, general frame- 
work which is side-channel, algorithm and device-independent; this will yield a 
for1na1 clefinition of leakage irnrrllinity (sec:tior~ 2), we will then present, a collec- 
tion of leakage detection t,est,s (section 3) and experiment their effectiveness with 
a simple RLC filter (sec:tion 4). 

2 What Can We Ideally Expect? 

Wc vicw the t,cstcd ha.rdwarc as a probabilistic Turing machine H with alphabct 
C, having a start and a stop state. H operates on the following one-way infinite 
t q e s  : 

a private read-only ke,y tape K containing the keg material which is the 
at,t,aclter!s t,arget, 

a public read-only irlput tape :2/l which in practice contains the machine's 
input (program, plaintexts to  encrypt, rrlessages to  sign, ciphertexts to decrypt 
ctc), 

a p r i ~ a t ~ e  read-only 11oise tape ,V' representing tlle noise added t o  the side 
channel by the attacker's measurement equipment and processes, 

a private work tape W containing tlle device's work variables, 

a public write-only emanation tape E (representing the side-channel infor- 
mation) , and 
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a public output tape 0 contairlirlg the hardware's output (plaintext de- 
crypted or signature computed by H ctc.). 

H is finite expec:t,ecl tirne. i.e. there is a fimc:tion f such that, on irlplits of 
length n, H's  cxpcctcd computation timc (number of statc transitions elapsed 
from start to stop) does not exceed f (n). As is usual, we also assunle that there 
is a polynomial r such that H nevcr writes more tha.n r(n.) characters (including 
blanks) on E when the length of ;W U IC is 7 r .  Actually, the rnost cornplete model 
also includes a private read-only random tapc R (t,hc dcvicc's internal random 
number generator) used whenever a random number is required in a cornputation 
(e.g. a DSA signature or t,he generat,ion of a fresh session key). 

If H is given an empty W ,  a noise tape ,Qr with 71 E Ed, an input tape ;W with 
p, E C", a random t,ape R wit,h p E CW and is t h ~ n  run with K E C* on lC then 
the contents of E, denoted H , ; , ( K , ~ )  (interpreted as the device's emanation, 
collected during some partic:ular experiment) is well-defined. If we omit ment,ion 
of 11 and p then H(K,  p) (the expect,ed emanations ~haract~erizing a device keyed 
with 6 and p )  is a probability space. The non-init,ia,lixed hardwase H can thus 
be seen as a fanlil,y o f  pl~obability spaces. 

Referring to  t,he usual definit,ioii of sta,t,ist,ical indistingliishablity ([16], pa,ge 
70) we define leakage immunit,y as follows : 

Definition 1 : H is leaka,ge-immune i f  for all distributions { K :  M }  and 
{Kt,  M') ,  the distributions H(K,  Ad) and H(K1,  MI) are statistically indistin- 
guishable. 

Altl.lough this defirlitiorl is overly cautious? it seerns inlpossihle to  corne up 
with a meaningful alterna,t,ive that capt,ures the di~tinct~ion bet,ween breaking H 
in a harmful and a non-harmful sense (probably because of the imprecise meaning 
of the word harr~~f i l l ,  whic:l~ t8ypically 1)ecornes clear orlly sfcer H is broken). This 
is howcvcr, compcnsatcd by the fact that leakage immunity gzla.rantccs tha,t no 
irlforrnatiorl on K car1 be inferred from E, whatever the att8aclter1s strategy is. 
Needless to  say, we know of no system which is secure in this sense. 

In this light, vulrlerabilities to  tinling and power corlsunlptiorl at,tacks, elec- 
tromagnetic monitoring and microprobing arc nothing but spccific manners of 
not being leakage-irnrnune. 

Related work : In an independent work Chari et al. formalized a similar 
defirlition of leakage immunity ([5], section 2.1). Actually, after assurning this 
similar definition thc two contributions diffcr : Chari ct al. dcscrihc a provably 
secure irist,arlce 15-llereas we develop tests capable of detecting secret leakage 
(cryptophthora) in unknown impl~mentations. 

3 What Can We Practically Hope to Achieve? 

Ideally, only a physical in-dept,h analysis of t,he device (an a priori test) could 
rule out t,he exi~t~ence of emanat,ions or quantify t8he leakage under some assump- 
tions. Such insider analyses (which should be ideally conducted by the device's 



160 Jean-Sébastien Coron, Paul Kocher, and David Naccache

manufacturer� would directly point to the origins of the leakage� provide an ob�
jective evaluation of the device�s limitations and be more insightful than the
black�box tests �also called blind or a posteriori tests� described hereafter�

It appears quickly that perfect proofs of concept are unavailable for a variety
of reasons such as the limited precision of analog simulators or the extreme com�
plexity of the analyzed devices �let alone the vendors� reluctance to reveal design
details and the analysis� �nancial cost�� vhdl synthesis provides a powerful ca�
pability to optimize designs for gate count or speed� To achieve this� synthesis
tools have built�in timing analyzers that can automatically calculate worst case
time delays� setup and hold conditions and use this information to selectively
optimize the circuit where needed� The result is an automatically synthesized
product which gate�level design has been computer generated� In an ideal sit�
uation� the designer should not need to examine this gate�level design �others
apparently do that �	
��� but until synthesis tools are more tightly merged with
asic layout tools� there is always some amount of uncertainty �typically around
�
� for products such as Synopsys� PowerMill and PowerGate� on the device�s
spectral and temporal power consumption features�

First generation simulators �� 	���� used the digital simulation results to
infer the local capacitance C switched by each switch on each node� The power
dissipation was then approximated by CV �

dd
f where Vdd and f denote the supply

voltage and clock frequency applied toH� Recent packages use gate�level current
simulation and recursive device partition to achieve better precision�

The tests presented in this paper are speci�cally designed to be cryptosystem
and technology independent and should be soon available as an experimental
postlayout library�

��� Signi�cance tests

We are thus obliged to reason with partial information and �nd reliable black�box
tests that exhibit evidence of leakage� the outcome of such tests may con�rm or
contradict what human judgement might lead to expect� but at least� conclusions
will be objective and capable of statistical justi�cation�

Statistics provide procedures for evaluating likelihood called signi�cance tests�
In essence� given two collections of samples� a signi�cance test evaluates the prob�
ability that both samples could rise by chance from the same parent group� If
the test�s answer turns out to be that the observed results could arise by chance
from the same parent source with very low probability we are justi�ed in con�
cluding that� as this is very unlikely� the two parent groups are most certainly
di�erent� Thus� we judge the parent groups on the basis of our samples� and in�
dicate the degree of reliability that our results can be applied as generalizations�
If� on the other hand� our calculations indicate that the observed results could
be frequently expected to arise from the same parent group� we could have easily
encountered one of those occasions� so our conclusion would be that a signi�cant
di�erence between the two samples was not proven �despite the observed di�er�
ence between the samples�� Further testing might� of course� reveal a genuine
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di�erence� so it would be wrong to claim that our test proved that a signi�cant
di�erence did not exist� rather� we may say that a signi�cant di�erence was not
demonstrated on the strength of the evidence presented� which of course� leaves
the door open to reconsider the situation if further evidence comes to hand at a
later date� In practice� we would apply about twenty di�erent tests to H �four
of which are described in this paper� and if it passes these satisfactorily� we only
consider it to be possibly�resistant �an experiment can only prove that something
actually happens� but no �nite number of trials can ever prove that something
will never happen��

The non�technical reader may prefer this analogy 	 to challenge the hypothesis
that a lake H contains no �shes �forms of information leakage� an a�priori tester
would dive and inspect each portion of the lake� Although exhausting� such
an inspection may de�nitely prove that there are no �shes in the lake� An a

posteriori tester would rather throw di�erent hooks into the water hoping that a
�sh will eventually bite one of them �for one single captured �sh will refute the
assumption� thereby making the economy of an underwater inspection�� Failure
to �nd �sh proves nothing �e�g� the hooks may simply not be adapted to the
species inhabiting the lake� but comforts the tester
s empirical con�dence in the
correctness of his assumption�

Note that a very similar situation occurs in randomness tests ��� � ��� ���
where� if a sequence behaves randomly with respect to the a posteriori tests
T�� T�� � � � � Tn one can not be sure that it will not be rejected by a further test
Tn��� yet� successive tests give more and more con�dence in the randomness of
the sequence without any a priori information about the structure of the random
number generator�

��� Leakage detection tests

We start by transformingH into an experiment c �H�x� where x is the device
s
input �depending on the experiment� x can be a key� a message or the concate�
nation of both� and c the corresponding output� we denote by i the experiment
s
serial number� The device
s emanation can be a scalar e�i� �e�g� execution time��
an array fe�i� ��� e�i� ��� � � � � e�i� � � ��g �e�g� power consumption� or a table 	

�
�

e�i� �� �� e�i� �� �� � � � e�i� �� � � ��
� � � � � � � � � � � �

e�i� �� �� e�i� �� �� � � � e�i� �� � � ��

�
A

representing the simultaneous evolution of � quantities �e�g� samples or mi�
croprobes� during � clock cycles� The tests that we are about to describe operate
on e�i� � � �� and use �existing� signi�cance and randomness tests as basic building
blocks 	

De�nition � � When called with two su�ciently large samples X and Y �

a signi�cance test S�X�Y � returns a probability � that an observed di�erence

in some feature of X and Y could rise by chance assuming that X and Y were
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drawn from the same parent group� The minimal sample size required to run the

test is denoted size�S��

De�nition � � When called with a su�ciently large sample set �

X � fx�� � � � � xng

where each xi � IR is such that � � xi � �� a randomness test R�X� returns a
probability � that some observed feature in X could rise by chance while sam�

pling n times a random uniform distribution� The minimal sample size required

to run the test is denoted size�R��

Many randomness tests for binary strings exist and can be used in our con�
struction after straightforward conversion �e�g� replace xi by zero if � � xi � ���
and by one if ��� � xi � � etc�� The tests mentioned in the following table are
more or less standard and cover a reasonable range of statistical defects	 they
are easy to implement and sensitive enough for most practical purposes�

test R notation description

frequency test F�test 
���� �page ��� ���	A
run test R�test 
���� �page ��� ���	G

As for signi�cance tests� we arbitrarily restricted our choice to the three
most popular ones � the distance of means� goodness of �t and sum of ranks�
The reader may �nd the description of these procedures in most undergraduate
textbooks �e�g� 
��� ���� or replace them by any custom procedure compatible
with de�nition � �we will come to that in section ����

test S notation description

distance of means DoM�H�test 
���� �pp� �������� ���
goodness of �t GoF�H�test 
���� �pp� �������� ���
sum of ranks SoR�H�test 
���� �pp� ������ ���

��� General vulnerability to timing attacks

This test challenges the claim � �n execution time measurements are insu�cient

to distinguish H���� from H���� with signi�cant probability�

� Select two inputs �� �� �� ��j is typically a key� a message or the concate�
nation of both��

� Select a signi�cance test S �e�g� amongst DoM�H�test� GoF�H�test and
SoR�H�test��

� For j � � and �� feed H with �j and perform �under identical experimental
conditions� n � size�S� time measurements� we denote by ej 
i� the i�th execution
time obtained using �j �

� Compute �

� � S�fe�
��� e�
��� � � � � e�
n�g� fe�
��� e�
��� � � � � e�
n�g�
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� If � � �� answer �possibly� else answer �no��

Note � The reader could� of course� question the usefulness of this test for it
would su�ce to make sure that e�i� is constant at some early design stage� Unfor�
tunately� engineers usually build new systems on top of existing black boxes 	e�g�
compiled operating systems� commercially available chips etc�
 which processing
times depend on both �j and other unpredictable or undocumented parameters�
The result is some global execution time distribution ���� where the contributions
of �j and the other parameters are mixed�

��� General vulnerability to power consumption attacks

This test challenges the claim � n power consumption curves �� �sample long�
are insu�cient to distinguish H	��
 from H	��
 with signi�cant probability�

� Select two inputs �� and �� 	�j is again a key� a message or the concate�
nation of both
�

� Select a signi�cance test S 	e�g� amongst DoM�H�test� GoF�H�test and
SoR�H�test
 and a randomness test R 	e�g� amongst F�test and R�test
�

� For j � � and � feed H with �j and perform 	under identical experimental
conditions
 n � size	S
 power consumption acquisitions� we assume that each
acquisition is � �sample long� that � � size	R
 and denote by ej �i� t� the t�th
sample of the i�th waveform obtained using �j �

� For t � � to � � � let �

��t� � S	fe���� t�� e��� t�� � � � � e��n� t�g� fe���� t�� e��� t�� � � � � e��n� t�g


� At this step f����� ����� � � � � ��� � ��g should be uniformly distributed if H
is leakage�immune� consequently� let �

� � R	f����� ����� � � � � ��� � ��g


� If � � �� answer �possibly� else answer �no��

Note � The test�s e�ectiveness depends on the manner in which S and R

handle the random variables de�ned by the device�s underlying physics� Since
our procedure does not assume any speci�c law of physics� inadequate choices
of S and R will not result in false evaluations� but may stubbornly return the
answer �possibly� and fail to re�ect an existing leakage 	remember� we presumeH
innocent until proven guilty� failure to ask pertinent questions will not convict an
innocent but may eventually force the detective to free H for lack of evidence
�

At this point� preliminary planning and some hardware insight appear nec�
essary� Figure A shows a cmos logic inverter� The inverter can be looked upon
as a push�pull switch � in grounded cuts o� the top transistor� pulling out high�

� provided� of course� that the chosen S and R comply with de�nitions � and ��
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A high in does the inverse� pulling out to ground� cmos inverters are the ba�
sic building�block of all digital cmos logic� the logic family that has become
dominant in very large scale integrated circuits �vlsi� ���	�

Figure A�

cmos power dissipation has three di
erent origins � the static dissipation
due to leakage current drawn continuously from the power supply� the dynamic
dissipation due the charging and discharging of internal load capacitances �stray�
and the short�circuit dissipation due to transistor switching�

Static dissipation � In theory� unclocked cmos circuits consume no quies�
cent current other than the small reverse�bias leakage between di
usion regions
and the substrate plus some sub�threshold conduction �typically � nA to �
�A� depending on the device�s size�� The source�drain di
usions and the n�well
di
usion form reverse�biased parasitic diodes whose leakage contributes to static
power dissipation� The quiescent power dissipation per gate is thus governed by
the diode equation �

Pqu � is�e
qV�kT

� ��� Vdd

where is is the reverse saturation current� V the diode voltage� q the electronic
charge ����� ���� C�� k denotes Boltzmann�s constant ������ ���� J�K� and
T is the device�s temperature�

The total static power dissipation Pst is simply the sum of the individual
Pqu contributions over all the gates composing H and is� at least in theory�
independent of �j for large irregular chips� However� eeprom avalanche injection
requires a programming voltage �denoted Vpp� which is higher than Vdd� In a
smart�card� Vpp is generated by a hybrid circuit having a speci�c Pst pro�le
making eeprom operations easy to characterize� Variations in Pst due to large
bus driving were also observed experimentally�

Short�circuit dissipation � During transition from  to � or vice�versa� the
device�s n and p transistors are on for a short period of time� This results in
a short data�dependent current pulse from Vdd to Vss� The spike also depends
on the clock�s rise�fall time and� as con�rmed experimentally with at least one
smart�card chip� slow edges can increase the pulse�s amplitude�

Suggested guideline � � When tested� H should be clocked with a signal
which rise�fall times are long �unless the device�s detectors forbid or �lter such
signals��
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Assuming that rise and fall times are equal �t� � t� � tl�� that the junctions�
� are equal� and that the technology�s Vtp and Vtn are equal �Vt denotes the
threshold voltage� the gate�source voltage at which drain current begins to �ow�
Vt is typically in the range of 	
� to �V in the forward direction�� it can be shown
that the short�circuit power dissipation is �

Psc �
�

�
�Vdd � �Vt�

�
� tlf

Dynamic dissipation � Finally� current is also required to charge and dis�
charge the internal capacitive loads
 Denoting by C the load capacitance and by
f the clock frequency� it is easy to show �under the assumption that tl is much
smaller than �f� that the dynamic power dissipation is �

Pdy � CV �
ddf

As C is increased� Pdy progressively starts to dominate Pst and Psc and a
rough frequency domain analysis performed on a popular chip seems to suggest
that Psc

�� ��P � Pst � ��P and Pdy � �	�P where P � Psc � Pst � Pdy is
the device�s total dissipation


Suggested guideline � � The de�nitions of Psc and Pdy imply �and experi�
ments con�rm� that an important Hamming distance between �� and �� should
increase the test�s performances�

Selection guidelines for R � As we have just seen� current is required to
charge the internal capacitances during switching
 Charging and discharging is
not instantaneous �as a rule of thumb� a capacitor charges or decays to within
� of its �nal value in �ve RC time constants� and therefore� data�dependent
power consumption di�erences should not be isolated incidences in su�ciently
sampled experiences
 The genuine long leakage bursts will therefore be better
discriminated from the random e�ects of chance� �false alerts� by randomness
tests that are sensitive to concentrations of abnormally low values
 Frequency
tests are fairly good at spotting such defects and should su�ce for most appli�
cations
 The run test �which reacts to unusually long increasing or decreasing
sequences� corresponding to the gradual charging and discharging of C� tends
to give slightly better results
 For technology�speci�c purposes� Kolmogorov�
Smirnov�s test can also be tuned to maximize sensitivity to known di�erences
with respect to location� dispersion and skewness


Selection guidelines for S � Since we made no assumption on the physical
units or the range of ej �i� t�� our test remains statistically sound even if we replace
ej �i� t� by ��t� ej �i� t�� where � is an arbitrary function
 The test will also remain
valid if we replace samples by groups of samples
 For instance� we may replace
e by the least�squared �

�ej �i� t� � trend�ej �i� �t�� ej�i� �t� �� ej �i� �t� ���

� note that unlike bipolar � which are unitless� FET � are measured in �A�V��
� strictly speaking� chance is never a cause� it only refers to a happening which occurs in the
�apparent� absence of a cause�
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and �to better re�ect the synchronous nature of H� test �e instead of e� �t is
only a toy example and acquisition frequencies which are integer multiples of f
are good enough for most evaluations� more accurate results can nevertheless be
obtained by deseasonalization �

Suggested guideline � � Trigger the sampling operation by H�s clock and
analyze samples by groups corresponding to each clock cycle�

Needless to say	 � could degrade or enhance the signals that we want to detect
and a good selection of � is crucial� This can be achieved by various techniques
which are beyond the scope of this paper �e�g� apply geometric hashing 
�� to
sample groups corresponding to di�erent clock cycles and tune feature extraction
by simulated annealing��

Finally	 the test should never be run in parallel on two devices of the same
nominal type� If this is not respected	 manufacturing spread is likely to be de�
tected instead �or with� the data�dependent leakage by the test�

�Strongly� suggested guideline � � Re�key the same device� do not use
distinct devices �of the same nominal type� to collect e�
i� t and e�
i� t�

��� Correlation with the I�O�s Hamming weight

While in the previous test we analyzed general forms of leakage	 here we look
for a correlation between e and the device�s I�O� For doing so	 we challenge the
following claim � power consumption variations do not increase or decrease with
the Hamming weight of H�s input or output�

� Select k di�erent inputs ��� � � � � �k�� such that ���i��� � ���i� where ��x�
denotes the Hamming weight of x�

For instance	 if the device�s input is a string of bytes and if it is known
that H is an ��bit machine	 the tester may set k � � and de�ne �i to be a
series of bytes of value �i � �� Let �����j�� denote the standard deviation of
f������ � � � � ���k���g�

� For j � � to k � � �

key H with �j and perform n power consumption acquisitions	 we assume
again that each acquisition is � �sample long	 that � � size�R� and denote by
ej 
i� t the t�th sample of the i�th waveform obtained using �j �

� Average the power consumption curves �

�ej 
t �
�

n

n��X

i��

ej 
i� t

and compute �the covariance and standard deviations are all taken over the
variable j� for t � � to � � � �

�
t �
Cov ��ej 
t� ���j��

���ej 
t������j��



Statistics and Secret Leakage 167

� If� indeed� at all points in time there is no direct �negative or positive�
correlation between the average power consumption and the Hamming weights
of �j � the hypotheses ��t� � � should hold for � � t � � and since the statistic �

z�t� �
��t�

p
k � 	

p

� ��t��

follows a t�distribution with k � 	 degrees of freedom� we can compute the
probabilities �

��t� � t�distributionk���z�t�� for t � �� � � � � � � 


and make sure that f����� ��
�� � � � � ��� �
�g is uniformly distributed by test�
ing �

� � R�f����� ��
�� � � � � ��� � 
�g�
� If � 	 
� answer �possibly� else answer �no�

Note � This test can also be applied to the device�s output by modifying the
input arbitrarily until an output having a desired weight appears This limits
the test to moderate word sizes �typically � �	 bits� but appears su�cient in
most situations

��� Correlation between the leakage and external parameters

Although in theory� power consumption increases approximately linearly with
the clock�s frequency �as we have just seen� switching requires current and as
frequency increases� switching becomes more frequent in time�� other parameters
such as the clock�s shape� duty cycle� the external temperature or Vdd in�uence
the leakage The test presented in this section challenges the claim � leakage is
independent of the external parameters applied to H �such as the clock�s shape�
frequency� temperature� Vdd� etc��

We denote by 
� and 
� two di�erent experimental conditions which might be
qualitative �e�g� 
� is a square clock whereas 
� is a triangular one� or quantitative
�e�g� 
� means Vdd � �V whereas 
� means Vdd � �V�

� For u � � and 
� subject H to 
u and perform v 	 size�S� times the test
described in section �� Let �

�u��� ��� � � � � �u��� � � 
�

be the probability curve obtained during the ��th experiment under 
u

� Select a signi�cance test S and a randomness test R

� For t � � to � � 
 let �

a�t� � S�f���
� t�� ���	� t�� � � � � ���v� t�g� f���
� t�� ���	� t�� � � � � ���v� t�g�
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Figure B�

A �very� long list of defects makes this protection non�ideal and we do not

recommend to adopt it in any practical application �actually� L even acts as an
antenna that broadcasts signals correlated to the power consumption variations��
We nevertheless proceeded to use this �lter� which attenuates the input signal
by �

���� �
	

r 
R
�

p
�L
 CrR���� 
 �r 
R� CLr����

to �nd out to what extent �gure B departs from de�nition 	 �the diode is
simply added to block the inductive kick� something like a �n���� is �ne for
nearly all cases��

Usual smart�card current consumption is roughly 	�mA for Vdd� V� whereby
r �� ���� Assuming that the resistor added by the attacker is small �R �� 	���
and using C � ���nF and L � 	�H we get a �� dB attenuation for f � ������ �
���MHz�

Figure C shows the card�s average �n � 	���� power consumption curve for
k� � ��������� where the eight loop iterations can be easily distinguished�

25 50 75 100 125 150 175
cycles

105

110

115

120

signal

25 50 75 100 125 150 175
cycle

116

118

120

122

124

signal

Figure C� �lter �� Figure C��
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Figure D shows� the � curve obtained when applying the DoM�H�test to
curves obtained with k� and k� � FF���FF�� �for m � ��������� in both cases��
The dashed line formed at the � �� � level points�out the clock�cycles where the
k� curves could be distinguished from the k� ones�
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Figure D� �lter �� Figure D��

As expected� a closer look at a problematic clock cycle ��		� spotted by the
test reveals a genuine di
erence between the two curves ��gure E��
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Figure E� �lter �� Figure E��

Repeating the same experiment with the �ltered card� �gures C�D�E become
C��D��E� �y axis zoomed when necessary�� Surprisingly� it appears that the �lter
increased the number of samples in which the test failed  The explanation of
this counter�intuitive observation is the following � L and C act as energy accu�
mulators and average the power consumption di
erences into the future� When
a �rst di
erence occurs� L and C start averaging it� thereby contaminating the
coming samples� Since our routine repeats the same comparison eight times� the
power consumption quickly reaches �for k� and k�� two di
erent �yet individually
stable� signal levels� detected by test�

More e
ective power consumption compensators exist� These are based on
active components �FETs� that dissipate power� whenever the card does not�
The design of such protections is somewhat technical given the need to elimi�
nate HF peaks �let alone insensitivity to Vdd� clock and temperature variations��
Active protections also increase the circuit�s global power consumption� which
might be very problematic in some applications �e�g� mobile telephony��

� axes cross at f������g to avoid plotting points on the x�axis�
� instead of averaging it�
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Data�related dissipation has speci�c spectral characteristics and it appears
useless to waste energy in order to overcome variations in frequencies where con�
sumption is data�independent� For example� rough spectral estimates indicate
that only �� to ��� carefully triggered 	and this is precisely where the di
�
culty is� extra dissipation might be enough to complement the data�dependent
components in most chips� It is therefore our belief that the best long�term
solutions involve minimizing data dependent side channels and building cryp�
tography that inherently tolerates some information leakage� as opposed to the
	energy�consuming� solution consisting of brutally �attening the power consump�
tion curve�
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Abstract. The euro was introduced on the first of January 1999 as 
a common currency in fourteen European nations. EC regulations are 
fundamentally different from usual banking practices for they forbid fees 
when converting national currencies t o  euros (fees would otherwise deter 
users from adopting the euro); this creates a unique fraud context where 
moncy can bc madc by taking advantage of thc EC's official rounding 
rules. 

This paper proposes a public-key-based protection against such attacks. 
In our sclicmc, thc partics conducting a transaction call not prcdict 
whcthcr thc rounding will causc loss or gain whilc thc cxpcctcd sta- 
tist,ica,l difference Iwtween an a,nloli~lt a11d its euro-equivalent decreases 
expo~lentially a,s the  ~lulnber  of tra.~~sactions increases. 

1 Introduction 

Economic and Monctary Union (in short EMU) is a furthcr st,cp in thc ongoing 
process of European integrat,ion. EMU will create an area whose economic po- 
t,ential will sustain comparison t , ~  that of the United States. Given t,he size of 
t,he euro area, the euro is expected to play an important role as an international 
currency. As a trade invoicing currency, the euro will also extend its role way 
beyond direct trade relations. 

Issues related to  euro conversion were t,herefore precisely addressed [3] within 
the general framework of the European financial market. A specific directive sta.t,- 
ing corlversiorl rules for currencies inside the monetary union was also prepared 
and issued [I]. The main objective of this directive is to  provide financial inst,itu- 
t,ions with a comprehe~lsive set of rules addressing all issues related to currency 
conversions and currency rounding issues. Although great deal of at,tention wa,s 
paid while standardizing the different formulae, the constraint imposed by the 
requirement of not introdl~cing conversion fees (a political issue) opens the door 
t o  new fraud strategies. 

Y. Frankel (Ed.): FC 2000, LNCS 1962, pp. 192-201, 2001 
@ Springer-Verlag Berlin Heidelberg 2001 
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In the following sections we explore fraud scenarii based on the actual round�
ing formula and present e�cient counter�measures combining randomness and
public�key cryptography�

� Currency Conversion

For centuries� currency conversions have been governed by �rounded� a�ne func�
tions�

f�x� � round

�
x

�

�
� �

In 	nancial terms� � is the banker
s commission �or exchange fee� expressed
in the target currency� � is the conversion rate and the round function is an
approximation rule such that for all x�

� �

�
x

�
� f�x�

�
� �

where � represents the agent
s bene�t or margin�

At the beginning of ���� the exchange rates between fourteen European
currencies have been set with respect to the euro �cf� to appendix A� but� being
an obstacle to the euro
s widespread adoption� exchange fees were forbidden
�� � �� by law� EC regulation ����� speci	es that the European�wide legally�
binding conversion formula is�

f�x� �

�
x

�
�



�

�

This formula can be adjusted for currencies that can be broken up into smaller
amounts e�g� the British Pound can be broken up into �� pence� Thus the
formula becomes�

f�x� �

�
���

x

�
�



�

�
�



��

As a characteristic example� the conversion of ��� frf into euros would be
done as follows�

x
frf

�
frf

�
���

�������
� ��������� � � � �� x

eur
� ����� eur

The conversion between two European currencies is somewhat more intricate�
the value of the 	rst currency is converted to scriptural euros� rounded to three
decimal places �i�e� �� cent� and then converted into the target currency as
illustrated in the next example where ��� frf are converted into nlgs�

x
frf

�
frf

�
���

�������
� ��������� � � � �� x

eur
� ������ eur
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x
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� ���� eur
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probability ���

x
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�
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� � � �

probability ���

�

x
eur
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and� repeating the process in the opposite direction�

x
pte
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x
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x
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� ���� pte

consequently� if numerous transactions are carried out money would be lost
as the expected return� E

pte
������ is smaller than �����

E
pte
����� �

����

�
�

����

�
�

����

�
�

����

�
� ������ � ����

The opposite problem appears when ���� esp where �
esp

� �		���	� are
converted back and forth�
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x
esp

� ����
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probability ���

x
eur
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� probability ���
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x
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x
esp
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xesp � ����

probability ��� �
� probability ���

x
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where the expected return is�

E
esp
�����	 �
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It is thus possible to take advantage of probabilistic rounding as p � ���
only slows the attacker by forcing him to expect less return per transaction but
the system�s overall behavior remains problematic�

To make x and E�x	 equal p should depend on the ratio x�� and compensate
statistically the rounded digits�

Denoting by frac�x	 � x� bxc the fractional part of x let�

p�x� �	 � frac

�
���� frac

�
x

�

��
��	

be the probability of rounding x currencies at rate ��

For example for ���� pesetas where x
esp
��

esp
� ��������� � � � truncation

yields�

p������ �������	 � ������� � � �

and�
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x
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x
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� probability ����������
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x
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xesp � ����
probability ��	��	 �
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This system has an expected return of�

E
esp
�����	 � ����

��

� ���� � ���������� ����

����
��� ���� � ����������� ���

� �������������� ����

p can be taken to a higher degree of accuracy� If the probabilities are imple�
mented to the highest possible accuracy degree �i�e� all decimal places� where
possible	� then the expected result will be as close to the value used in the �rst
conversion as possible�

Applied to the previous example the fraud expectation is exactly equal to
���� � � � ����� esp� Greater security can only be gained by increasing the
accuracy of the exchange rates themselves�

Let x be an amount in a currency whose rate is � and denote by E�x	 the
fraud expectation after a currency �� euro probabilistic conversion of x�

We can state the following lemma�

Lemma�� Let x be an amount in a currency which rate is � and denote by
E�x	 the fraud expectation after a back and forth �currency �� euro �� currency�
probabilistic conversion of x were p�x� �	 is determined by formula �� Then �

E�x	 � x

Proof �

Denoting by r�x� �	 the truncation of x�� to a two�digit precision �
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Abstract. The United States has traditionally restricted the export of strong encryption 
so as to keep the technology from criminal or enemy hands. This policy was, however, 
ineffective-those seeking strong encryption simply turned to non-US sources. Facing 
mounting legal and legislative challenges from the software industry and free speech 
advocates, in January of 2000 the Clinton administration finally relented and 
substantially liberalized its encryption export policy. I n  an interesting parallel, national 
security-obsessed Israel has also come to recognize that the security benefits of strict 
encryption regulation do not justify the economic costs. Indeed, though its regulations 
are comprehensive, Israel has permitted the export of strong encryption for years. 
Ultimately, then, the central question is now not whether governments will liberalize 
their policies, but rather how quickly international competition will force the pace of 
change. 

1 Introduction 

Ramsi Yousef was the model of a modern terrorist. Thoroughly ambitious, he 
traveled the world, planning to blow up American jetliners over Hong Kong, to 
assassinate the Pope in the Philippines, to bomb an Israeli Embassy in 
Thailand, and, of course, to detonate a massive explosion that would topple 
one of the World Trade Center's towers into the other. Such an agenda 
required formidable organizational skills; Yousef needed to keep track of 
schedules, targets, and supplies-to say nothing of far-flung networks of co- 
conspirators and the funds to support his ventures. Like any globetrotting 
executive, then, Yousef carried a laptop computer, and on this computer he 
carried encrypted files detailing his agenda. 

See Robert D. McFadden, Out of the Shadows of the World Trade Center 
Plot, N.Y. TIMES, Aug. 7, 1995, at 81; see also Benjamin Weiser, Suspect's 
Confession Cited As Bombing Trial Opens, N .Y. TIMES, Aug. 6, 1997, at B6. 

See MCFADDEN, supra note 1, at B1. 
See Christopher S. Wren, Terror Case Hinges On Laptop Computer, N.Y. 
TIMES, July 18, 1996, at B3. 

Y. Frankel (Ed. ) :  F C  2000, LNCS 1962, pp. 202-224, 2001 
@ Springer-Verlag Berlin Heidelberg 2001 
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As it happened, this computer played a crucial role in Yousef's 
downfall. When the bomb chemicals he was mixing in the kitchen sink of his 
Manila apartment caught 
fire, he left the laptop behind in his haste to escape. As FBI Director Louis 
Freeh recounted in testimony before the United States Senate, 

[w]e were fortunate in that Yousef was careless in protecting 
his computer password. Consequently, we were able to 
decrypt his files. . . . Had that fire not broken out or had we 
not been able to access those computer files, Yousef and his 
co-conspirators might have carried out the simultaneous 
bombings of 11 United States airliners, with potentially 
thousands of victims. 

Yet, as Freeh explained, "[mlost encryption products manufactured today for 
use by the general public are non-recoverable. This means they do not 
include features that provide for timely law enforcement access to the plain 
text of encrypted communications and computer files that are lawfully 
seized." 

Such national security concerns dominated American encryption policy 
in the twentieth century. Indeed, during this period the United States strictly 
controlled the export of encryption, and proposed mechanisms to facilitate law 
enforcement access to domestically encrypted material as well. By the 1980s, 
however, other concerns had begun to vie for primacy in encryption policy- 
making. Most influential were the powerful American software industry's 
claims that strict encryption controls hampered its ability to compete on world 
markets, and that attempts to handicap encryption's proliferation were in any 
event bound to fail. Also active were Internet privacy advocates, who 
stressed that encryption is vital to protecting personal data, and free speech 
advocates, who contended that encryption code deserves First Amendment 
protection. Responding to these pressures, in January of 2000 the US 
government released new regulations substantially relaxing export controls 
over retail and open source encryption products. 

As the fight over US encryption has been exhaustively studied and 
discussed, it may be interesting to look also at the parallel policy shifts taking 
place in Israel. Indeed, Israel's encryption dilemma is in many ways an 

See id. 
Hearing of the United States Senate Committee on Appropriations 
Subcommittee for the Departments of Commerce, Justice, and State, the 
Judiciary, and Related Agencies, 96th Cong. (February 4, 1999) (statement 
of Louis 1. Freeh, Director, Federal Bureau of Investigation). 
Id. 
See WHITFIELD DIFFIE & SUSAN LANDAU, PRIVACY ON THE LINE, 49-76 (1998) 
(describing the U.S. government's attempts to control cryptography since 
World War I). 
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amplified version of that of the US. On the one hand, Israel's security 
concerns are amongst the most serious in the world, while on the other its 
economy is amongst the most reliant on high technology exports. It is 
therefore significant that, through the recent revision of its encryption 
regulations, Israel too appears to have concluded that the economic costs of 
stringent controls outweigh the security threat. 

The Israeli and American examples-along with the actions of most 
other industrialized countries-indicate a clear trend towards more liberal 
encryption policies. The relevant question over the next decade will thus not 
be whether encryption will be liberalized, but rather just how quickly 
international competition will force the pace of change. 

Section 2 of this paper will briefly summarize US encryption policy 
before the reforms of January, 2000, as well as the arguments, legislation, 
and lawsuits that challenged the status quo. Section 3 will review the new 
January regulations, and discuss possible ambiguities. Section 4 will introduce 
the security and economic context in which Israeli encryption policy has 
evolved. Section 5 will survey Israeli encryption law and regulations, and 
comment on their implementation. Finally, Section 6 will briefly comment on 
the future landscape of encryption controls. 

2 US Encryption Policy 

2.1 Pre-January 14,2000 US Policy 

As discussed in the introduction, members of the American national security 
establishment-primarily, the Federal Bureau of Investigation (FBI) and the 
National Security Agency (NSA)-have forcefully argued that strict encryption 
controls are necessary in order to keep the technology from terrorists and 
other criminals. I n  a 1999 report, for instance, the FBI specifically describes 
the Ramsi Yousef incident, CIA spy Aldrich Ames' Russian handlers 
instructions that he encrypt his files, and the efforts of child pornographers to 
encrypt Internet transmissions of illegal photographs. 

Successive US administrations have addressed these concerns by: (a) 
implementing laws restricting the export of strong encryption, (b) forwarding 
proposals to regulate domestic encryption, and (c) attempting to persuade 
other countries to control encryption exports. 

Export Restrictions. Since 1996, jurisdiction over the export of commercial 
encryption software has rested with the Commerce Department's Bureau of 

FREEH, supra note 5. 
See, e.g., Encryption: Impact on Law Enforcement, FEDERAL BUREAU OF 

INVESTIGATION, June 3, 1999 at 6. This report is available on the Internet at 
< http://www.fbi.gov/library/encrypt/en60399.pdf>. 
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Export Administration (BXA). The BXA regulates encryption through a 
licensing scheme under the authority of the Export Administration Act and the 
Export Administration Regulations. Prior to 2000, the BXA generally required 
that those wishing to export software comply with a rigorous licensing 
procedure, and denied such licenses to strong encryption products. I n  recent 
years, however, the BXA instituted piecemeal, narrow reforms to the 
Regulations. I n  1998, for instance, the bureau eased controls over 56-bit 
encryption exports to most countries after a one-time governmental review, 
and relaxed controls over exports to subsidiaries of US corporations, financial 
services and medical/health care institutions, and some online merchants. 
Finally, the BXA has also been quick to promote license exemptions for 
"recoverable" products, which provide law enforcement "back-door" access to 
encrypted information. 

Attempts to Control Domestic Encryption. Though American encryption 
policy has never covered the domestic use of encryption, the NSA and FBI 
have nonetheless consistently pressed for "industry standards" and legislation 
giving them access to the plaintext of encrypted material. I n  the early 1990s, 
for instance, these agencies attempted to convince manufacturers to 

See Exec. Order No. 13,026, 61 Fed. Reg. 58,767 (1996) (Administration of 
Export Controls on Encryption Products); see also United States Munitions 
List, 22 C.F.R. 121.1 (1997); 22 U.S.C. 2778 (1994) (prescribing 
administration of the United States Munitions List). The State Department, 
Defense Department, NSA , and FBI all retain concurrent review authority 
over encryption export applications. 
See Export Administration Act of 1979, Pub. L. No. 96-72, 93 Stat. 503 
(codified as amended at 50 U.S.C. app. 2401-2420 (1988 & Supp. I11 
1991)). 
See Export Administration Regulations, 15 C.F.R. 730-774 (1998). 
Though until recently 56 bit cryptosystems were considered these 
encryption schemes "strong," the benchmarks for this term may well have 
shifted in light of researchers' success in cracking these codes in only a few 
hours. See, e.g., James Glave, Code-Breaking Record Shattered, WIRED.COM 
(Jan. 19, 1999) 
<http://www.wired.com/news/news/technolog/stor/17412.html>. 
63 Fed. Reg. 72156 (1998). These reforms followed a series of meetings 
between high technology industry leaders and members of the US national 
security establishment. See Tech Titans Go to Washington, WIRED.COM 
(June 9, 1998) 
<http://www.wired.com/news/news/politics/story/12859.html~. 
See id. 
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incorporate a "Clipper Chip" into their communications products. The Clipper 
Chip is a semiconductor that encodes and decodes messages using a 
government-developed algorithm called "Skipjack." 

Once operational, the system would allow the government to wiretap 
otherwise confidential communications. Ultimately, however, the concept of 
such broad surveillance proved tremendously unpopular, and only a handful of 
Clipper Chips were ever sold. 

Attempts to Control Encryption's Proliferation Abroad. The United 
States has attempted to convince other countries to adopt measures to 
control the proliferation of encryption. These efforts have generally met with 
little success, as illustrated by the Organization for Economic Coordination and 
Development's (OECD) rejection of US efforts to include government access 
requirements in its encryption policy guidelines. Recently, however, the U.S. 
did manage to convince the signatories of the Wassenaar Arrangement on 
Export Controls for Conventional Arms and Dual-Use Goods and Technologies 
("Wassenaar Arrangement") to impose some reporting restrictions on the 
export of encryption with key lengths exceeding 64-bits. Note, however, 
that while the agreement covers Russia, the United Kingdom and 30 other 
countries, if does not include encryption-producers such as China, India, 
South Africa, or Israel. 

2.2 Challenges to the preJanuary 14,2000 US policy 

The harshest opposition to the government's encryption policies came from 
US software makers and privacy and free speech advocates. Most influential 
was the software industry, which by 1999 had invested substantial money and 

See generally BRUCE SCHNEIER, Cryptography Primer, in THE ELECTRONIC 
PRIVACY PAPERS 258, 307-13 (Bruce Schneier & David Banisar, ed., 1997) . 
See id at 310. 
See id. 
See SCHNEIER, supra note 16, at 317. 
See OECD Adopts Guidelines for Cryptography Policy, OECD (March 27, 
1997) <http://www.oecd.org/news~and~events/release/nw97-24a.htm~. 
An up-to-date version of the agreement may be found at 
<http://www.wassenaar.org/docs/indexl.html>. "Dual use" goods are 
goods that have both civil and military uses. 
See id. at < http://www.wassenaar.org/list/Summary.html~. 
See Elizabeth Corcoran, Encryption Curbs Backed By 33 Nations, 
WASHINGTON POST, Dec. 4, 1998 at D l .  
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effort in political lobbying and campaign contributions. Specifically, the 
industry claimed that export controls drove those seeking strong encryption to 
buy products from other countries, a fact that cost US producers billions of 
dollars. They further noted that US workers were also hurt, as even 
domestic companies hired independent overseas software developers to 
create encryption products. 

Additional criticism of US policy came from privacy advocates, who 
argued that encryption products were necessary to protect personal privacy, 
and free speech advocates, who saw controls as an unconstitutional prior 
restraint on the First Amendment right to publish. 

Though their agendas differed, the above parties were united in their 
claims that the government's policy stood little chance of significantly 
controlling criminalsf use of encryption. First, they noted that producing 
encryption algorithms takes few resources; one needs only a computer-or 
even a pencil and paper-and advanced mathematical training to create an 
encryption scheme. I n  fact, sometimes even these skills are not necessary; 
in early 1999 a 16-year-old Irish high school student named Sarah Flannery 
developed a new data-encryption algorithm 22 times faster than the popular 
RSA algorithm used in most business transactions today. Second, reform 

See, e.g., Leslie Wayne, Inside Beltway, Microsoff Sheds Image as Outsider, 
N.Y. TIMES, May 20, 1999; Jeri Clausing, Internet Issues on Front Burner as 
Congress Returns, N.Y. TIMES, July 13, 1999. 
See, e.g., Immediate Need for Export Control Relief for Software With 
Encryption Capabilities: Hearing Before the House Committee On The 
Judiciary Courts And Intellectual Property Subcommittee, 1 0 6 ~ ~  Cong. (1999) 
(Prepared Testimony of Ira Rubinstein, Senior Corporate Attorney, Microsoft 
Corporation, on Behalf of the Business Software Alliance). 
See The Encryption Genie is Out of the Bottle, BUSINESS SOFTWARE ALLIANCE 
(visited March 8, 1999) ~http://www.bsa.org/policy/encryption/index.html~. 
See Kenneth Cukier, U.S. Crypto Firms Develop Overseas, 
COMMUNICATIONS~EEK INTERNATIONAL, March 24, 1997, at 18. California- 
based Pretty Good Privacy Inc., for example, struck such licensing 
agreements with European software developers. See id. 
See Joint Statement: American Civil Liberties Union, Electronic Frontier 
Foundation, Electronic Privacy Information Center, ELECTRONIC PRIVACY 
INFORMATION CENTER, March 4, 1998 
< http://www.epic.org/crypto/legislation/joint~statement~3~98.html~ . 
See Carol M. Ellision, Who Owns Cryptography?, in THE ELECTRONIC PRIVACY 
PAPERS 264, 271 (Bruce Schneier & David Banisar, ed., 1997) 
See Niall McKay, Teen Devises New Crypto Cipher, WIRED.COM (Jan. 14, 
1999) 
< http://www.wired.com/news/print~version/technology/story/l733O.html?w 
npg=all>. Ms. Flannery and her colleagues did, however, eventually break 
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advocates stress that there is no practical way to keep encryption within or 
without the confines of physical borders. For instance, anyone can easily 
purchase a copy of the encryption program Crypto I1 on the streets of Moscow 
for five dollars, and then e-mail it to a friend in New York. 

Third, reform advocates argued that the government's treaty 
proposals would be ineffective even if states could control encryption within 
their borders. Specifically, they doubted that such a treaty could cover even 
a substantial potion of the over 1,600 encryption products available from more 
than 900 companies in 30 countries. Fourth, they pointed out that legal 
controls on encryption will bind only those who avail themselves to the law. 
Terrorists who are willing to blow up a building full of people will have no 
qualms about breaking laws against illegal encryption. 

By 1999, advocates of encryption reform had placed considerable 
pressure on the government with legislation and legal challenges. The 
following is a short discussion of several of these efforts: 

Legislation. Two important pieces of legislation squarely addressed the 
issue of encryption regulation. 

SAFE. The most serious legislative challenge to the US encryption policy statu 
s quo was the "Security and Freedom through Encryption" (SAFE) Act, which 
was introduced by Representative Bob Goodlatte in 1999. SAFE would most 

the cryptosystem she developed. See Cryptography: An Investigation of a 
New Algorithm vs. the RSA, available at 
<http://cryptome.org/flannery-cp.htm#ww>. 
See John P. Barlow, Decrypting the Puzzle Palace, COMM. ACM, July 1992, at 
25, 27. 
See generally, e.g., Hearing of the House Judiciary Committee, Courts and 
Intellectual Property Subcommittee, 1 0 6 ~ ~  Cong. (1999) (prepared statement 
by Barbara A. McNamara, Deputy Director, National Security Agency); The 
Security And Freedom Through Encryption (Safe) Act: Hearings on H. R. 850 
Before the House Committee on The Judiciary Subcommittee on Courts and 
Intellectual Property, 1 0 6 ~ ~  Cong. (1999) (prepared statement by Ronald D. 
Lee, Associate Deputy Attorney General). 
See U.S. Technology Growth Being Undermined By Encryption Restrictions, 
SIIA Witness Tells House Judiciary Committee, SOFTWARE & INFORMATION 
INDUSTRY ASSOCIATION (March 4, 1999) 
<http://www.siia.net/news/releases/ga/encrypt3499.htm>. The Software & 
Information Industry Association (SIIA) is the principal trade association of 
the software code and information content industry. The SIIA was formed 
on Jan. 1, 1999, as a result of a merger between the Software Publishers 
Association (SPA) and the Information Industry Association (IIA). 
H.R. 850, 1 0 6 ~ ~  Cong. (1999). 
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basically guarantee all Americans the freedom to use any type of encryption 
anywhere in the world, and allow the sale of any type of encryption 
domestically. The Act would also specifically prohibit the federal government 
or the States from requiring key recovery or any other plaintext access 
capability in computer hardware or software. SAFE's greatest impact was, 
however, to come in the area of software exports. Indeed, the Act would 
require the Secretary of Commerce to grant export licenses for computer 
hardware or software if devices offering comparable security were 
commercially available outside the United States from a foreign supplier. I n  
one of its few concessions to those weary of encryption, SAFE would set 
penalties for the unlawful use of encryption in furtherance of a criminal act- 
though it provided that the use of encryption would not be the sole basis for 
establishing probable cause. 

Though previous incarnations of SAFE failed to win passage, in 1999 
the measure enjoyed substantial support; 258 members of the House of 
Representative signed on as cosponsors. On July 21, 1999, however, the 
House Armed Services Committee voted to add language granting the 
President complete authority to deny any encryption exports he deemed 
"contrary to the national security interests of the United States." The House 
Intelligence Committee likewise adopted an "amendment in the nature of a 
substitute," which would continue most export controls. SAFE's fate thus 
rested in the hands of the House Rules Committee, which was to decide 
whether the pro-reform or status quo versions of the bill advanced to the 
House floor for a vote. Ultimately, however, the January 2000 changes 
preempted this choice; the bill's supporters have backed off, taking a 'wait 
and see" approach regarding the administration's implementation of the 
changes. 

PROTECT. Though the "Promote Reliable On-Line Transactions to Encourage 
Commerce and Trade" (PROTECT) Act called for more gradual change, its 

The law make certain exception for encryption products for use by the 
Federal Government or a State, including investigative or law enforcement 
officers and members of the intelligence community. 
"Probable cause" is the legal standard which allows law enforcement officers 
to search private property, or to make arrests. 
SAFE was first introduced in 1995 as H.R. 3011, 103' Cong. (1996). 
See Bill Summary & Status for the 106th Congress-H. R.850, available at 
< http://thomas.loc.gov/cgi-bin/bdquery/z?dl06:HR00850:@@@L>. 
See id. 
See Statement of Rep. Bob Goodlatte on Encryption Export Regulations, Jan. 

13, 2000 (press release), available at 
< http://www.cdt.org/crypto/admin/000113goodlatte.shtml>. 

S. 798, 1 0 6 ~ ~  Cong. (1999). 



210 Barak D. Jolish 

introduction was no less dramatic than that of SAFE. This is because 
PROTECT'S sponsor, Senate Commerce Committee Chair John McCain, was 
until recently one of the strongest supporters of government key-recovery 
systems. Like SAFE, PROTECT would prohibit domestic controls on 
encryption products. On the export front, it would end the practice of 
conditioning export licenses on the inclusion of key recovery, and allow for the 
unfettered export of 64-bit cryptography. The Act would also establish a 12- 
member Encryption Export Advisory Board of national security officials and, 
significantly, representatives from private sector. PROTECT would, finally, 
authorize additional funding to assist law enforcement agencies in their quest 
to stay current with the latest security technologies. The Act did not, 
however, enjoy wide support, and was unlikely to reach the Senate floor for a 
vote. 

Litigation. Three recent suits have challenged the legality of U.S. encryption 
export regulations: Karn v. U.S. Dep't of State, Junger v, Daley, and 
Bernstein v. United States Dep't of Justice. Though these cases all assert 
that the administrative procedures for reviewing encryption export 
applications are irrational, such claims stand little chance of success in light of 
the court's traditional and statutory deference to agency decision-making. 
The cases' stronger arguments, then, center on whether source code and 
encryption software warrant First Amendment freedom of speech protections. 

Karn v, U.S. Dep't of State and Junger v. Daley. The Karn case centers on 
programmer Philip Karn's assertion that software code is speech, which should 
be able to publish freely. The codes Kern wishes to export are all readily 
available outside the U.S. 

See Declan McCullagh, McCain Offers Crypto Compromise, WIRED. COM (Apr. 
1, 1999) ~http://www.wired.com/news/news/politics/story/18903.html>. 
Indeed, a bill Senator McCain introduced in the previous Congress would 
have retained strong encryption controls. See S. 909, 1 0 5 ~ ~  Cong. (1997). 
925 F.Supp. 1 (D.D.C. 1996). 
8 F. Supp. 2d 708 (N.D.Ohio 1998). 
176 F.3d 1132,1999 U.S. App. LEXIS 8595 (9th Cir. 1999). 
See 925 F.Supp. at 1. 
For instance, the DES and 3DES algorithms is widely used all over the world. 
Enigma is a code used by the Nazis during World War 11, and was cracked 
by the allies during than same period; finally, the IDEA algorithm was 
actually developed abroad and is available internationally as part of a 
software program called Pretty Good Privacy. See Encryption Litigation, 
CENTER FOR DEMOCRACY AND TECHNOLOGY (visited 511 1/99) 
< http://www.cdt.org/crypto/litigation/>. 
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Peter Junger is a law professor who sought to post the source code 
for his own encryption programs and standard commercial encryption 
software on a Web site for a computer law class at Case Western Reserve 
University Law School. When the Commerce Department deemed these 
postings illegal "exports," Junger filed suit in federal court on the theory that 
such a restriction violates his First Amendment free speech rights. 

Both Karn and Junger suffered serious setbacks when their respective 
trial court judges dismissed the cases without trial (via summary judgment). 
Specifically, the court held that restriction on Karn's free speech rights were 
only incidental, and that the export regulations were justified because the 
government sought only 'content neutral" control of the functional properties 
of the code. The Junger court similarly declared that though "exporting 
source code is conduct that can occasionally have communicative elements," 
"exporting software is typically non-expressive." Thus, U.S. restriction are 
not a prior restraint on speech because they do not impinge on 'expression, 
or ... conduct commonly associated with expression." I n  essence, the 
judges agreed with the government's contention that encryption was more 
like the bombs on the munitions list than protected speech. Junger has 

See 8 F. Supp. 2d at 713-14. 
See id. at 711-12. Specifically, Junger's complaint alleged five such 
violations. "In Count One of his five-count complaint, Plaintiff Junger says 
licensing requirements for exporting encryption software work a prior 
restraint, violating the First Amendment's free speech clause. I n  Count Two, 
Junger argues that the Export Regulations are unconstitutionally overbroad 
and vague. In  Count Three, he argues that the Export Regulations engage 
in unconstitutional content discrimination by subjecting certain types of 
encryption software to more stringent export regulations than other items. 
I n  Count Four, Junger claims that the Export Regulations restrict his ability 
to exchange software, by that infringing his First Amendment rights to 
academic freedom and freedom of association. In  Count Five, Junger alleges 
that executive regulation of encryption software under the International 
Emergency Economic Powers Act, 50 U.S.C. 5 1701 et seq., is a violation of 
the separation of powers doctrine." See id. 
See 925 F.Supp. at 9. Karn then appealed the case to the Court of Appeals 
for the D.C. Circuit. By then, however, the Clinton administration had 
transferred jurisdiction over encryption exports from the State Department 
to the Commerce Department, and the D.C. Circuit sent the case back to 
District Court for a rehearing of the administrative law claim. See Karn v. 
U.S. Dep't of State, 107 F.3d 923 (D.C.Cir. 1997). 
See id. at 717. 
See id. at 718. 
See id. (my emphasis). 
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appealed this ruling to the United States Court of Appeal for the Sixth 
Circuit, and Karn is likely to do the same . 

Bernstein v. United States Department of Justice. Daniel Bernstein is a 
mathematician and cryptographer on the faculty of the University of Illinois at 
Chicago. Bernstien's suit centers on his efforts to export "Snuffle," an 
encryption program he wrote while a graduate student at UC Berkeley, along 
with its source code and an academic paper discussing the algorithm. After 
reviewing many of the procedural issues, the Court chose to focus on 
Bernstienfs First Amendment claims. 

I n  a clear contrast to the Karn and Junger rulings, Judge Patel of the 
Northern District of California held that encryption software is indeed 
protected expressive speech that cannot be stifled by the government's 
encryption export controls. On May 6, 1999, the Ninth Circuit Court of 
Appeals affirmed Judge Patel's ruling that the Export Administration 
Regulations (EAR) constituted a prior restraint on speech. According to the 
court, 'insofar as the EAR regulations on encryption software were intended 
to slow the spread of secure encryption methods to foreign nations, the 
government is intentionally retarding the progress of the flourishing science of 
cryptography. To the extent the government's efforts are aimed at 
interdicting the flow of scientific ideas (whether expressed in source code or 
otherwise), as distinguished from encryption products, these efforts would 
appear to strike deep into the heartland of the First Amendment." However, 
the court emphasized the narrowness of its First Amendment holding by 
stating that not all software can be considered expressive. Though this 
decision represents a major challenge to the entire structure of government 
encryption regulation, the law is by no means settled; indeed, in January of 
2000 the Ninth Circuit agreed to review the holding, and in May both 
Bernstein and the government requested that the appeals court remand the 

A copy of Junger's appeal is available on the Internet at 
<http://samsara.LAW.CWRU.Edu/comp~law/jvd/pdj-brief.htmI >. 
See 1999 U.S. App. LEXIS 8595 at 4. 
See id. 
See id. at 6-7 (citing Bernstein v. Department of State, 922 F. Supp. 1426 
(N.D. Cal. 1996) ("Bernstein I"), Bernstein v. Department of State, 945 F. 
Supp. 1279 (N.D. Cal. 1996) ("Bernstein 11"), and Bernstein v. Department 
of State, 974 F. Supp. 1288 (N.D. Cal. 1997) ("Bernstein 111")). 
Bernstein v. Department of State, 974 F. Supp. 1288 (N.D. Cal. 1997) 
("Bernstein 111"). 
See 1999 U.S. App. LEXIS 8595, 
See id. at 35.  
See Bernstein Crypto Case to be Reheard, ZD NET NEWS (January 27, 2000) 
< http://www.zdnet.com/zdnn/stories/news/O,4586, 242838600 html>. 
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case back to the district court, so that the latter may assess the impact of the 
January 2000 policy changes to the case. 

3 January 142000  US Policy Reforms 

On September 16, 1999 the Clinton administration announced that it 
recognized that "sensitive electronic information-government, commercial, 
and privacy information-requires strong protection from unauthorized and 
unlawful access." Thus, it pledged to institute new encryption regulations 
that would both "protect[] vital national security interests through an updated 
framework for encryption export controls . . . and . . . recognize[] growing 
demands in the global marketplace for strong encryption products." 

3.1 New Regulations 

The administration implemented these new policies in its January 14, 2000 
revised regulations. Though these liberalize the encryption export regime, 
they retain government control of exports through three "principles": 'a 
technical review of encryption products in advance of sale, a streamlined 
post-export reporting system and a process that permits the government to 
review exports of strong encryption to foreign governments." The following 
is a very general overview of the new regime: 

Exports to Individuals and Commercial Firms. After a one time technical 
review, encryption products of any key length can be exported to any 
non-government end-user in any country (except for the seven "state 
supporters of terrorismLCuba, Iran, Iraq, Libya, North Korea, Sudan and 
Syria). This change subsumes the reforms of 1998, which covered 
subsidiaries, banks, financial institutions and other narrow industry sectors. 

Retail Products. Using criteria such as functionality, sales volume, and 
distribution methods, the BXA will designate certain products as "Retail 
encryption commodities and software," which can be exported to any end 
user (except in the seven state supporters of terrorism). These products can 

The respective requests are available at 
<www.eff.org/bernstein/20000303~bernstein~pr.html~. 
See Administration Announces New Approach to Encryption, the White 
House Office of the Press Secretary, Sept. 16, 1999, available on the 
Internet at <http://www.bxa.doc.gov/Encryption/whpr99.htm~. 
Id. 
Revisions to Encryption Regulations, 65 Fed. Reg. 2492 (2000) (to be 
codified at 15 C.F.R. Pt.s 734, 740, 742, 770, 772, and 774) (proposed Jan. 
14, 2000). 



214 Barak D. Jolish 

then be exported and reexported freely. According to the BXA, 
'finance-specific, 56-bit non-mass market products with a key exchange 
greater than 512 bits and up to 1024 bits, network-based applications and 
other products which are functionally equivalent to retail products are 
considered retail products." 

Internet and Telecommunications Service Providers. The regulations 
provide a licence exception-meaning no technical review is required-to 
telecommunications and Internet service providers so that they may provide 
encryption services for the general public. They must, however, still obtain a 
license when providing such services for foreign governments. 

"Open Source" Source Code. The January changes lift nearly all 
restrictions on open source code. The exporter must, however, submit to the 
Bureau of Export Administration a copy of the source code, or a written 
notification of its Internet location, by the time of export. It remains illegal, 
however, to "knowingly" offer such code to Cuba, Iran, Iraq, Libya, North 
Korea, Sudan or Syria. 

Commercial Encryption Source Code and Toolkits. The regulations 
have also created a license exception for publically available commercial 
source code-i.e., source code subject licensing or royalty fees. Again, no 
technical review is required, but the exporter must submit to the BXA a copy 
of the source code, or a written notification of its Internet address. All other 
source code can be exported only after a technical review to any 
non-government end-user. 

U.S. Subsidiaries. Any encryption item of any key length may be exported 
or reexported to foreign subsidiaries of U.S. firms without a technical review. 

Foreign Nationals. Foreign nationals working in the United States no longer 
need an export license to work for U.S. firms on encryption. 

Export Reporting. Though many products can now be exported even 
without a technical review, many post-export reporting requirements remain. 
No such reporting is required, however, for finance-specific or retail product 
exports to individual consumers. Additionally, no reporting is required if the 
product is exported via free or anonymous download, or is exported from a 
U.S. bank, financial institution or their subsidiaries, affiliates, customers or 
contractors for banking or financial use. 

3.2 Impact of the January 14,2000 US Policy Reforms 

The January regulations represent a dramatic liberalization of US encryption 
policy. Nonetheless, questions remain as to the implementation of these 
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regulations. Specifically, many exports still require "technical reviews," 
wherein exporters must present their products for BXA approval. At this point 
in the process, the BXA maintains broad authority to prevent export of the 
product. There are also questions as to the speed and diligence with which 
the BXA will implement the technical reviews. 

The provision covering the "knowing" export of encryption products to 
a person from Cuba, Iran, Iraq, Libya, North Korea, Sudan and Syria country 
also raises practical questions. Under this provision, for instance, it would be 
illegal to post source code to a newsgroup if the poster knows that the forum 
also hosts Iranian visitors. 

Note finally that, while the Bernstein plaintiffs have expressed some 
satisfaction at the new policies, they vowed to continue their case, hoping that 
their First Amendment arguments will undercut the very foundation for the 
government's authority to regulate encryption in the first place. 

4 Israel's Security and Economic Concerns 

Before examining Israel's encryption policy, it is important to briefly review the 
context in which it evolved. Indeed, much like the United States, Israel must 
weigh both security and economic concerns when formulating an encryption 
policy. 

4.1 National Security Concerns 

Israel's history has been one of simmering conflict punctuated war in each of 
the five decades since it was established. Both its leaders and population 
perceive that these conflicts threaten not only the nation's borders, but also 
its very existence. Israel's citizens also live under the constant threat of 
terrorist attack; in February and March of 1996, for instance, Islamic militants 
seeking to undermine the Middle East peace process blew up 65 people on 
public busses in Tel Aviv and Jerusalem. Less spectacular attacks like 

See MENACHEM HOFNUNG, DEMOCRACY, LAW, AND NATIONAL SECURITY I N  ISRAEL 2 
(1996). 
See B. KIMMERLING, THE INTERRUPTED SYSTEM: ISRAELI CIVILIANS IN WAR AND 

ROUTINE TIMES, 5-6 (1985). 
See UNITES STATES STATE DEPARTMENT, PATERNS OF GLOBAL TERRORISM (1996), 
available at 
< http://www.state.gov/www/global/terrorism/l996Report/middle. html>. 
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politically motivated stabbings take place regularly. I n  this context, national 
and individual security has become the top priority of Israel's leaders. 

Though Israel tightly controls intelligence information, the army has 
confirmed that Hamas and other Islamic militants regularly use the Internet to 
transmit encrypted instructions for terrorist attacks-"including maps, 
photographs, directions, codes and even technical details of how to use 
bombs." Army officials believe that militant cells in the West Bank receive 
this information from the United Kingdom, Damascus and Khartoum. 
Specifically, militants use publicly available encryption applications originally 
developed to secure credit card information traveling across the Web. 

4.2 Economic Considerations 
Over the last decade Israel has transformed its economy from one based on 

agriculture, commerce and light industry, to one which increasingly relies on 
high technology-sectors like communications, electronics, information 
technology, biochemistry and agritechology. 

These high-value added industries have brought tremendous 
economic growth; from 1990 to1996, for instance, Israel's gross domestic 
product expanded at approximately 6% a year, catapulting the country's 
standard of living well into the range of Western Europe's. Currently, over 
27% of the work force is employed in technical professions, as compared to 
8% in the US or 12% in Japan. Israel's prominence in these emerging high 

See, e.g., UNITES STATES STATE DEPARTMENT, PATERNS OF GLOBAL TERRORISM 
(1997), available at 
< http://www.state.gov/www/global/terrorism/l997Repo~/mideast. htmb. 
See generally, HOFNUNG, supra note 66 at 2. 
See Julian Borger, Hamas Accused of Using Internet as Terror Tool, THE 
GUARDIAN (LONDON), Sep. 27, 1997, at 17 (citing investigators from the 
Israeli civilian intelligence organization, the Shin Bet). 
See id. 
See id. 
See ISRAELI MINISTRY OF FINANCE, THE ISRAELI ECONOMY: AN OVERVIEW (visited 
March 19, 1999) <http://www.mof.gov.il/englishframe.htm>; see also 
STANDARD AND POOR'S, ISRAEL: BASIC INFORMATION (visited Mar. 18, 1999) 
< http://www.standardpoor.co.il/economy-index.html~. 
See MINISTRY OF FINANCE, supra note 74. I n  1997, Israel's Gross Domestic 
Product per capita fell just behind the United Kingdom but ahead of Ireland 
and Spain. See id, 
See id. 
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technology fields has led many to dub it the "second Silicon Valley," or, 
alternately, the 'Silicon Wadi." 

As Israel is small-about 5.6 million people living in an area the size of 
New Jersey -much of this economic productivity is directed outwards. The 
Israeli Manufacturers' Association reports that in 1999 software exports 
totaled $2 billion dollars, a 33% increase over 1998 (which itself saw a 50% 
increase over 1997). Israel must also raise capital abroad, and indeed in 
1998 U.S. stock markets listed over 100 Israeli companies, nearly all of which 
focus on high technology. Finally, Israel gains revenue from the investments 
of top U.S. technology corporations such as Microsoft, Intel, IBM and 
Motorola, all of which maintain research and development centers in the 
country. 

This economic reliance on technology exports is largely a matter of 
necessity. Though it supports an extensive agriculture sector, Israel is 
essentially a nation of limited natural resources. Its competitive advantage 
is rather in the skills of its people; Israel has more scientists and engineers per 
capita than any other nation, with 135 for every 10,000 citizens. These 

See STANDARD AND POOR'S, supra note 74; see also The Hot New Tech Cities, 
NEWSWEEK, November 3, 1998. 
See, e.g., Mark Simon, Greetings from Siliconia, SAN FRANCISCO CHRONICLE, 
Sept. 24, 1998, at A19; see also Rebecca Trounson, Ancient Land Looks to a 
Cutting-Edge Future, Los ANGELES TIMES, April 12, 1998, at S3. 
See UNITED STATES CENTRAL INTELLIGENCE AGENCY, ISRAEL, THE WORLD FACTBOOK- 
1998 (1998) [hereinafter CIA F ~ c r ~ o o ~ ] ,  found at 
< http://www.odci.gov/cia/publications/factbook/is. html>. 
See MINISTRY OF FINANCE, supra note 74. Israel's economy is generally reliant 
on international trade; exports plus imports in goods and services amount to 
over 80% of GDP. See id. 
See Keren Tsuriel, '99 Software Exports Up 33% to $2 Bln, GLOBES (Jan. 25, 
2000) 
< http://www.globes.co.il/cgi-bin/Serve~Archive~Arena/pages/English/1.3.1. 
1/20000124/2>; Ella Jacoby, Israel's Software Exports Up 50% in '98, 
GLOBES (Feb. 2, 1999) <http://www.globes.co.il/cgi- 
bin/Serve~Archive~Arena/pages/English/l.2.1.17/19990201/1~. 
See TROUNSON, supra note 78. 
See id. Intel is building a $ 1.6-billion semiconductor plant near Tel Aviv. 
See id. 
See CIA FA~~BOOK, supra note 79. 
See TROUNSON, supra note 78. There are 85 scientists and engineers for 
every 10,000 U.S. citizens. See id. Over 30 percent of Israel's work force 
boasts 13 or more years of education, and 26 percent hold academic 
degrees in the sciences. See Felix Zandman, Business, Despite The Terror, 
JOURNAL OF COMMERCE, May 31, 1996, at 7A. 
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numbers were reinforced by this decade's massive influx of technically skilled 
immigrants from the former Soviet Union-a number expected to reach 
around 1,000,000 by the year 2000. 

Finally, it is important to note that, rather than serving as an obstacle 
to commercial encryption development, the Israeli military has been crucial to 
the sector's growth. Indeed, many of Israel's technology entrepreneurs 
developed their skills and professional networks while conducting advanced 
research in military labs. Israeli army veterans have especially excelled in 
establishing companies which focus on software security, of which encryption 
is a vital component. One such company is Check Point Software 
Technologies Ltd., a network security and management firm. Founded in 
1993, the Israeli-based corporation and its United States subsidiary quickly 
grew to command a large portion of the global market for firewall systems 
which protect corporate computer networks from intruders. Check Point's 
sales totaled $219 million in 1999. 

5 Israel's Encryption Policy 

See MINISTRY OF FINANCE, supra note 74. One third of these ex-Soviet Jews 
possessed both technical education and skills. See ZANDMAN, supra note 85. 
See, e.g., How Israeli High-Tech Happened, GLOBES (visited Mar 28, 1999) 
<http://www.globes.co.il/cgi-bin/Serve~Arena/pages/English/l22.1.1.2>; 
see also TROUNSON, supra note 87. 

See, e.g., John Rossant, Out o f  The Desert, Into the Future, BUSINESS WEEK, 
Aug. 21, 1995, at 78; see also TROUNSON, supra note 78. 
Gil Shwed, President, CEO and co-founder of Checkpoint served in a 
computer programming unit of the Israeli Defense Forces. See Gil Shwed 
(profile), CHECK POINT SOF~WARE TECHNOLOGIES LTD. (visited March 28, 1999) 
~http://www.checkpoint.com/corporate/gilshwed.html. E-mail security 
firm Vanguard Security Technology's Chief Technology Officer Raviv Karnieli 
is likewise a product of a software engineering unit at the Israeli Air Force. 
See About Us, VANGUARD SECURITY TECHNOLOGY (visited march 28, 1999) 
< http://www.vguard.com/about. html>. 
See Corporate Profile, CHECK POINT SOF~WARE TECHNOLOGIES LTD. (January, 
1999) < http://www.checkpoint.com/corporate/corporate. htmI> . 
See id. 
See Check Point Software Technologies Ltd. Reports Another Record Fiscal 
Year, CHECK POINT SOF~WARE TECHNOLOGIES LTD. (Jan. 18, 2000) 
< http://www.checkpoint.com/press/2000/q499earningsOll8OO.html~ . 
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Paying special attention to important 1998 Amendments, this section will 
briefly review the laws and regulations which control Israeli encryption policy. 
It will then discuss how the government has implemented these regulations. 

5.1 Laws and Regulations 

The government's underlying authority to regulate encryption is found in the 
Law for Control of Products and Services of 1957 (the "Control Law"). This 
law grants Israeli Ministers broad powers to regulate by declaration the 
production, export, distribution, and sale of products. Though these powers 
are nominally limited to periods of a formal 'state of emergency," such a 
state has in fact existed uninterrupted since it was proclaimed by the 
Provisional Council of State at the nation's founding in 1948. 

Encryption development fell into the sphere of the Control Law 
following the disastrous intelligence failures of the 1973 Yom Kippur War. 
Specifically, the Minister of Defense promulgated the Control of Products and 
Services Declaration (Engagement in Encryption) of 1974 (the "Encryption 
Declaration"), which states that "engagement in means of encryption . . . is 
a service under control" for purposes of the Control Law. A 1998 

See Ori Rosen, Israel: Cryptography Law and Policy, in Stewart A. Baker and 
Paul R. Hurst, THE LIMITS OF TRUST 175, 176 (1998) (citing Sefer Hukim, 
5718, at page 24). 
See id. Israeli law uses the terms declaration interchangeably with 
regulations, rules, and orders. See id. at fn. 2. 
See id. at 176. 
See HOFNUNG, supra note 66, at 49. For an interesting discussion of the 
impact of this "noramalization" of emergency legislation, see id. at 47-70. I t  
is interesting to note that the Israeli Supreme Court's has commented that 
this arrangement is inconsistent with the principle of the rule of law. See 
Rosen, supra note 93, at 176 (citing HCJ 156163 The General Attorney v. 
Ostreicher, 17(3) Piskey Din 2088; HCJ 266168 Petach Tikva Municipality v. 
The Minister of Agriculture, 22(2) Piskey Din 824; H U  790178 Rosen v. The 
Minister of Trade and Tourism, 33(3) Piskey Din 281). 
I n  November of 1999, however, the Israeli cabinet announced that it plans 
to end the state of emergency. See Sari Bashi, Israel Takes Step Toward 
Abolishing 51-year Old State of Emergency, ASSOCIATED PRESS, NOV. 21, 
1999. According to the cabinet, some emergency measures would be 
adopted in the form of specific laws, and some will be abolished. See id. 
See Kovetz Takanot, 5735-1975, at page 46. The Hebrew text of this law is 
also available on the Internet at <http://www.law.co.il/computer- 
law/main.htm>. 
Id. at 5 2(a). 
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amendment has updated the definition of "Encryption means" to read "the 
development, manufacture, modification, integration, purchase, use, keeping, 
transfer from place to place or from hand to hand, import, distribution, sale or 
conduct of export negotiations or export of means of encryption." 

The Minister of Defense then issued encryption regulations, in the 
form of the Control of Commodities and Services Order (Engagement in Means 
of Encryption) of 1974 ("the Encryption Order"), which was itself amended 
by the Control of Commodities and Services Order (Engagement in Means of 
Encryption) of 1998 (Amendment). The Encryption Order requires that 
anyone "engaged in means of encryption" receive a license from the Director- 
General of the Ministry of Defense. At his discretion, the Director-General 
may grant a "general license," which is an open-ended license for nearly all 
types of engagement in encryption means; a "limited license" which is 
limited by types of permissible encryption, destination countries, or other 
criteria; or a "special license," which is limited to a certain transaction of 
certain encryption means. According to the 1998 revisions, the Director- 
General may also deem certain encryption technology to be 'free means," 
for which all license requirements are waived. 

To date, the Ministry of Defense has published neither information 
regarding the criteria for the review of license applications, nor a timetable 
for the processing of these documents. There are also no reported court 
cases on this process. The 1998 amendment did, however, establish an 
Advisory Committee to assist the Director-General in "exercising his powers 

The Commodities and Services Declaration (Engagement in Means of 
Encryption) of 1998(Amendment) [hereinafter 1998 Encryption Declaration], 
available at HAIM RAVIA: LAW OFFICES (visited March 28, 1999) 
< http://www.law.co.il/computer-law/main.htm>. 
See Kovetz Takanot, 5735-1975, [hereinafter 1975 ENCRYPTION ORDER] at 
page 45. The Hebrew text of this law is also available on the Internet at 
< http://www.law.co.iI/computer-IawJmain. htm>. 
[Hereinafter 1998 E N C R Y ~ O N  ORDER], vailable at HAIM RAVIA: LAW OFFICES 
(visited March 28, 1999) <http://www.law.co.il/computer-law/main.htm>. 
See id. at 5 2. Until the 1998 revision this responsibility rested with the 
Israeli Defense Force's Chief Communications and Electronics Command 
("CCEC1'). See 1975 ENCRYPTION ORDER, supra note 100. 
See 1998 ENCRYPTION ORDER, at 53 1,2. 
See id. 
See id. 
See 1998 ENCRYPTION ORDER, at 3 3B. 
See ROSEN, supra note 93, at 183. 
See id, at 183. 
See ROSEN, supra note 93, at 183-184. 
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under [the] Order." The fact that the regulations call for civilian 
participation in this committee may reflect a desire to give greater 
consideration to business and other civilian interests. 

The Department of Defense retains broad discretion over encryption 
even after it grants a license. Specifically, officers of the Ministry may at 
any time enter any place where the licensee engages in encryption means, 
examine the means, and require the applicant to provide pertinent records 
and information in connection with the means. The Director-General may 
also suspend or revoke the license at his discretion. The law finally bars the 
licensee from disclosing information about encryption to anyone but the 
people listed on the license or those which the Director-General later 
approves. 

5.2 Application of the Israeli Regulations 

The 1998 revisions came as a response to growing criticism of Israel's 
draconian encryption policies. In  a 1997 essay on the topic, Israeli lawyer Ori 
Rosen described the "red-tape journey" of a company wishing to develop 
software that contains encryption. As with the present system, the 
company required a permit before developing its product-though at that time 
the licensing body was within the Israeli Defense Forces. I f  granted, however, 
the permit was only good for a year, and would need to be reissued if the 
product was revised. The company would need another one-year license to 
sell the product domestically, and yet another from the Ministry of Defense if 
it wished to sell the product abroad. To make matters worse, Rosen reported 
that the application process often took months. 

Criticism of this system came from within the government as well. In  
the Summer of 1997, a committee of experts working with the Israeli National 
Committee for the Development of Information and Communication 
Infrastructure ("Expert Committee") issued a report critical of the status 
quo. The report called the law's broad definitions "absurd," and found that 
they unreasonably restricted the ability of Israeli companies to compete on 

See 1998 ENCRYPTION ORDER, at fj 10A. 
See 1975 ENCRYPTION ORDER at Ej 2(b) and modifications in 1998 ENCRYPTION 

ORDER, at 55 1,2. 

See id. 
See id. at Ej 2(b). 
See id. at £j 8. 
See ROSEN, supra note 93, at 182-183. 
This report may be found at the Knesset Web site, at 

< http://www.knesset.gov.il>. 
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the world market. The report also echoed many of the criticisms outlined in 
the previous sections, specifically questioning the assumption that export 
controls can help protect the national security: 

The basic argument, which may have had some weight at the 
time the [Encryption] Order was issued, in 1974, was that the 
regulation of encryption technologies, in general, and the 
prohibition on the use of "strong" encryption means in 
particular, will keep these technologies off the hands of those 
in whose communications the security authorities are 
interested. Needless to say, the validity of this argument 
today has been seriously weakened, when encryption 
technologies are available with minimal effort to all. Hence, 
the Encryption Order is being enforced only on law abiding 
citizens. 
I n  light of these findings, the fact that Israeli companies like 

Checkpoint prospered even under the pre-1998 Encryption Order suggests 
that the security establishment enforced the law flexibly. Indeed, an 
examination of pre-1998 product announcements reveals that Israeli 
companies were exporting strong encryption even during that period, and 
testimony about encryption in the US Congress rarely failed to mention 
Israel's status as an aggressive encryption developer and exporter. Further, 
in discussing encryption with Israeli software engineers, the author of this 
article found that many were unaware of the regulations' specifics, and had 
been developing software and conducting research with no interference from 
the government for years. Such an enforcement approach suggests a 
recognition of the difficulty of controlling encryption, a recognition of the 
economic importance of a competitive high-technology industry, or even to 
the fact that many of these companies are headed by veterans of army 
technical units and therefore "trustworthy." 

See id. 
Id. The English translation for the paragraph comes from ROSEN, supra 

note 93, at 185. 
See, e.g., Vanguard Launches Mail Guardian Encryption Software, 

NEWSBYTES, February 2, 1998 (announcing Israel-based Vanguard Security 
Technologies' shipment of its "Mail Guardian" product, which adds 56-bit 
DES encryption to popular Internet e-mail packages); see also Check Point 
& 3Com Corporation Announce Enterprise Security Technology Agreement, 
M2 PRESSWIRE, March 25, 1997. 
See, e.g., Online Encryption Technology: Hearing of the Senate Commerce, 

Science and Transportation Committee, 1 0 4 ~ ~  Cong. (1999) (statement of 
James Barksdale, Chief Executive Officer of Netscape Communications). 

See supra text accompanying Section 4. 
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I n  this context, the Amended Encryption Order of 1998 may have 
been an attempt to bring encryption regulations into conformity with the 
prevailing enforcement practices, especially as number of companies 
producing encryption products has grown beyond the number manageable by 
personal relationships. Most notable is the consolidation of the license 
process into one ofice which may issue the general, open-ended license. The 
authority to altogether 'free" an encryption means from the licensing 
procedures is also an innovation, especially if it will be used to implement the 
Expert Committee's recommendation that the state refrain from "limit[ing] the 
use of means that can be freely obtained from many public sources." 
Finally, the new civilian input via the Advisory Committee may help influence 
the Ministry of Defense to give greater weight to commercial and privacy 
views when licensing encryption. Essentially, the 1998 Amendment create a 
licensing system which at least potentially allows Israeli companies to develop 
and "export competitive products that can be marketed in most of the world's 
countries as off-the-shelf products." 

Though the 1998 Amendments are a marked improvement of Israel's 
policy, several problems remain. First, the Director-General retains nearly 
complete discretion in issuing licenses, as there are no written guidelines. 
Even the Expert Committee's report is not a comprehensive guide; it does not, 
for instance, address how Israel should balance the government's interest in 
keeping cutting edge-cryptography secret for its own use against the interest 
of Israeli companies in introducing products that are not widely available and 
therefore highly marketable. The requirements for a permit even to negotiate 
a sale of encryption are likewise impractical in today's competitive business 
environment. Other critics point out that, applied literally, the law is still 
overbroad, as any Israeli using a Web user is technically "using" means of 
encryption every time he or she makes a secure connection to, for instance, 
transmit credit card data. 

As with their predecessors, the test of the 1998 Amendments' impact 
rests in their application. As the Ministry of Defense releases virtually no 
information on the program, such progress is difficult to evaluate. It seems, 
however, that at they least have not tightened controls; since the 1998 
Amendments Checkpoint, Algorithmic Research, Radguard, and 
Aliroo have continued to aggressively develop and export strong encryption. 

See EXPERT REPORT, supra note 116. 
Id. 

Israeli attorney Haim Ravia makes this argument in The New Code Order, 
HAIM RAVIA: LAW OFFICES (visited March 30, 1999) 
< http://www.law.co.il/articles.htm>. 

See Check Point Software Technologies Offers New Strong Encryption 
IPSec Solutions in The United Kingdom, CHECK POINT S O ~ A R E  TECHNOLOGIES 
LTD. (Nov. 17, 1998) 
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6 Conclusion 

After years of glacial reform, the rapid and dramatic liberalization of 
encryption policy in Israel and the US reflects a growing acknowledgment that 
encryption is too difficult to control and too valuable to suppress. Though 
there are some notable counter- examples, the market forces which demand 
strong data privacy are likely to accelerate this evolution by forcing countries 
to permit the commercial exploitation of ever more powerful encryption. 

<http://www.checkpoint.com/press/l998/ipsecl11798.html> (announcing 
plans to ship products using the 156-bit Triple DES encryption technology to 
the United Kingdom). 

See Security Products, ALGORITHMIC RESEARCH (visited March 28, 1999) 
<http://www.arx.com/html/products/cryptosewer.html (describing 
development and export of cryptographic data security products with keys 
as large as 2048-bits). 

See Products, RADGUARD (visited March 25, 1999) 
~http://www.radguard.com/products.htmI~. Radguard is a leading 
producer of Network Security products. 
See Aliroo Signs Agreement to Add RSA Encryption to Priva Wall, PrivaSuite 

and PrivaSeal, ALIROO, INC., (January 20, 1999) (describing products 
containing strong encryption-including Triple DES-for the protection of 
privacy in email documents, Internet file transfer, Groupware, faxes and 
archiving). 
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Abstract. Hand-written signatures are not possible in the new context of 
electronic commerce. Then, electronic signatures, together with certiticates, are 
offered as a substitutive solution for a wide scale electronic commerce. From a 
juridical point of view, these technical solutions creates new questions, 
insccuritics and unccrtaintics that dc~nands a lcgal rcgulation to solvc thcin. This 
is the objective of the directive for a common framework on electronic signature 
that has been recently approved by the European Union. The goal of this paper 
is comment and criticize the content of this directive. The paper concludes with 
some observations that show that the directive presents, on one hand, important 
oversights (there doesn't exist a complete vision of the certificate and its life 
cycle, specially with regard to a question as important as the revocation; it 
ignorcs thc tc~nporary problcnl of thc systcm) and on thc othcr, important 
excesses (in the delicate theme of liability). 

1 Security in Electronic Transactions and the European Parliament 
and Council Directive on Electronic Signatures 

As the so-called information society evolves to its fullest, the use o f  new technologies 
to facilitatc comn~crcial transactions clcctronically ratl~cr than via thc traditional 
methods of  documentation on paper is becoming more frequent. This gives the 
advantage o f  great speed with little cost to business, as  well as  widening the potential 
of  the consumer market. B ~ l t  it also creates certain difficulties as a result of  insecurities 
which, from a lcgal point of vicw, arc gcncratcd by thc usc of thc ncw tcchnologics: if 
we dispense with paper documentation, then hand-written signatures are not possible 
and ncithcr arc any of thc filnctions thcy pcrfonn. Elcctronic transactions arc bcing 
developed over open and insecure networks like the Internet, and what is especially 
important in the light of  this is the need to ensure authenticity and integrity of the 
messages transmitted in this medium, i.e., authorship and exact contents respectively 
(for cxamplc, that pcrson A cannot bc supplantcd by pcrson B as thc author of  a 
message and that B cannot alter in any way an initial message created and sent by  A). 
Problems as  fundamental as ensuring that messages catznot he rel~udiated from either 
thcir origin or dcstination also nccd to bc addrcsscd (i.c., that A cannot dcny 
authorship of a message nor can B deny having received the message), as  does the 
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need to retain confidentiality (that the contents of the message sent by A to B may be
known only to the author and the recipient and not by a third party).

From the technological point of view, digital and/or electronic signatures are
offered as an alternative to the signed manuscript, together with certificates and
certification authorities (also known as certifying entities, certifiers, or certification
service providers). From a legal standpoint all these elements have been the object of
various initiatives, differing in origin, nature and application. Among these we must
mention the Utah Digital Signature Law, the first law to attempt regulation not only of 
digital signatures but also certificates and the providers of the certification services
associated with them.

In Europe some regulations regarding electronic signatures have been approved,
specifically in Germany, Italy, Portugal and, recently, Spain. And other projects are in 
development in the UK, Belgium and France. Bearing in mind the various initiatives
undertaken by member states, the European Union has established the need for
harmonised rules to apply throughout the EU in order to encourage the development of 
electronic commerce within its bounds and to remove any obstacles to this
development which may occur from the current divergence of national legislations.

The European Union proposed the need for a European Directive in the
Communication from the Commission of the European Parliament, the Council, the
Economic and Social Committee and the Committee of the Regions on ensuring
security and trust in electronic communication: Towards a European Framework for
Digital Signatures and Encryption (COM(97) 503), 8 October 1997. This
communication recommends the adoption of a directive before the year 2000. With a
view to fulfilling this recommendation, a proposal for a European Directive on a
common framework for electronic signatures and related services was presented by the 
Commission in 1998. This proposal has just been approved: Directive 1999/93/EC of
the European Parliament and the Council of 13 December 1999 on a Community
framework for electronic signatures, Official Journal of the European Communities of
19 January 2000. And it is now the object of analysis, albeit brief, in order to
understand the fundamental aspects of the subject and the likely Community trends as
regards signatures and authorities. Suggestions and reflections on the contents of the
directive are dealt with below.

2 Electronic Signatures, Certificates and Certification Authorities

The object of this section is to explain the concepts of electronic signature, certificates 
and certification authorities, as basic elements for the security of electronic commerce.

2.1 Electronic Signatures in General and Digital Signatures in Particular

It is now well known that, in electronic commerce, the traditional documentation of
transactions on paper is being replaced by the novel method of electronic
documentation. Correspondingly, traditional hand-written signatures are being
replaced by a variety of methods that can be included under the broad category of the 
electronic signature, within which the digital signature is included.
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An electronic signature is simply any technique or symbol based in an electronic
medium that is used or adopted by a single party with the intention of linking itself to 
or authenticating a document, thus fulfilling some or all the functions performed by a
hand-written signature. In this broad and still technologically undefined concept of
"signing" would be included such simple techniques as the inclusion of a name or
other identifying elements (for example, a digitized hand-written signature) at the end
of an electronically transmitted message. These techniques have little value for
authentication of a message, and simply none for the integrity of the message. It would 
even be possible to doubt that they qualify as signatures, due to their uselessness.

Addressing these problems, art. 2.1 of the directive (formed in the latest version by 
fifteen articles and four annexes) states a broad concept of “electronic signature”:
“data in electronic form attached to, or logically associated with, other electronic data
and which serves as a method of authentication”. However, it also states a stricter
concept of electronic signature: the “advanced electronic signature” (art. 2.2), which
means an electronic signature meeting the following requirements:

1. it is uniquely linked to the signatory,
2. it is capable of identifying the signatory,
3. it is created using means that the signatory can maintain under his sole control,

and
4. it is linked to the data to which it relates in such a manner that any subsequent

change of the data is detectable.

Requisites 1, 2 and 3 try to ensure authenticity of the signature and to eliminate
repudiation at the origin of the electronic message, and requisite 4 to safeguard the
integrity of electronic documents. But according to the final version of the directive,
not every electronic signature need meet these requirements, only the “advanced
electronic signatures” (while in the first version of the proposal these were
requirements for any electronic signature). Then a kind of “non-advanced electronic
signature” would be possible, which might be unable to offer enough security and
reliability.

In any event, a particular type of electronic signature that could offer security,
having completed all of the requisites of art. 2.2, is the digital signature.
Technologically speaking, this type of signature is very specific, being created with
the use of asymmetric or public key cryptography (as opposed to those electronic
signatures which are technologically undefined and neutral, as described above, in the
sense that they may use any method, including but not limited to public key
cryptosystems).

Public key cryptography is based on the use of a pair of complementary keys: a
private key which is kept in secret, and a public key freely accessible to anyone (for
example, a message is signed digitally by A with his or her private key and sent to B,
who will use A’s public key for verification of the signed message). This pair of keys
is mathematically related in such a way that only the public key corresponding to the
private one used to sign the message can verify it, the result being that once
verification has been reached, B is assured that the document has indeed been created 
with the corresponding private key belonging to A and furthermore that the contents of 
the document have been created by A and have not been modified after signing.
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In this way asymmetric cryptography allows the creation of secure digital
signatures that can have the same utility, validity and effectiveness in the practice of
business and before the law as the hand-written signature on paper. The digital
signature therefore not only fulfils the very same function of authentication as the
hand-written signature, identifying the digital signatory of a document (in the
example, A, the holder of the pair of keys), it also performs further functions such as
ensuring the integrity of the message (because if the message is altered, verification of 
the signature will not be positive). It is even possible that some particular public key
cryptosystem used for digital signatures may also be used, if desired, to secure
confidentiality; thus by applying the public key of the recipient for ciphering a
message, the sender can be sure that only that recipient who has the corresponding
private key can decipher the message. However, the fundamental problem of the
repudiation of receipt of a message is not solved by cryptography; it requires the
intervention of a third party.

In spite of the security offered by digital signature, the directive addresses
electronic signatures in general, not only digital ones, in an attempt to embrace
methods of signing based on electronic techniques other than asymmetric
cryptography (techniques available now or in development that achieve some or all of
the functions of the hand-written signature). This trend towards technological
neutrality has been accentuated to the point where the final version of the directive
now defines uniquely and exclusively the concept of electronic signature (art. 2.1)
while in the first version of the proposal to which we have access a definition was also 
given of the digital signature (art. 2.2), and for the pair of keys, public and private (in
articles 2.4 and 2.5). Only when establishing the concepts of “signature creation data”
(defined in art. 2.4 as those unique data, such as codes or private cryptographic keys,
that are used by the signatory to create an electronic signature) and the “signature
verification data” (defined in art. 2.7 as those unique data, such as codes or public
cryptographic keys, that are used for the purpose of verifying an electronic signature)
is any reference to asymmetric cryptography now present.

Given the rapidity of technological development, this neutrality surely allows the
doors to be left open to future technologies. Carried to this extreme, however, it leaves 
unresolved many of the questions now posed by the digital signature, which is the only 
secure form of electronic signature available today in the market. We do understand
that it doubtless was better to adopt a technically open position, in order not to
discourage the means for other secure technologies to come forward in the future, but
we believe attention should be focused on regulation of the digital signature, given the 
predominance of the function performed by public key cryptography in the recent
practices of electronic commerce.

In art. 2.3 of the final version of the directive, the signatory is defined as a person
who holds a signature creation device and acts either on his own behalf or on the
behalf of the natural or legal person or entity he represents. In what we regard as a
deliberate omission, Community legislator fails to mention anything regarding the
debated question of the nature of the person who can sign electronically (the first draft 
of the proposal specified that the signatory could be a natural or legal person, but this
specification does not appear in the final version of the directive that has been
approved). We understand the question here to be not so much whether a legal person 
can be a signatory by electronic media but whether that person is able to assume



Critical Comments on the European Directive on a Common Framework 229

juridical obligations through an electronic medium. This question deserves an
affirmative answer because, as in the traditional methods of contracting, the signature
(hand-written or digital) of a natural person with sufficient and adequate authority to
act on behalf of a legal person will legally link the legal person represented to the
document (being able to record this power simply in the contents of a signed document 
or as an attribute of a certificate. This second possibility also sets up, as we will see, a 
specific problem, absolutely ignored by the directive). This affirmative answer is
given without forgetting that in some cases, it would be necessary that the legal person 
appear as the signatory (equivalent to the case of small transactions in traditional
commerce in which, without identifying the salesman, the contract is made directly
with legal person).

2.2 Certificates and Certification Service Providers

Those electronic signatures, such as digital ones, that fulfil all the requisites mentioned 
in art. 2.2 of the directive can be considered as technically secure signatures.
Nevertheless, in large communities and between persons who are at a distance from
each other, the use of these signatures can cause problems of identification. For
example, after the verification of the digital signature with a public key, the recipient
of the message (B) can be sure that it has been created with the complementary private 
key of the sender (A), but what B cannot be sure of is that the putative A is in fact A
and not an impostor. If A and B are unknown to each other and geographically distant 
from each other they cannot have the security of truthful identity (perhaps the person
claiming to be A is in reality a third party, a fraud).

Emerging from this problem is the necessity to find a mechanism through which the 
reliable distribution of public keys (or, in the terms of the definitive version of the
directive, “signature-verification data”) can be ensured. A solution offered from the
technical point of view is a trusted third party that links the public key (and indirectly
the corresponding private key) to a certain subject (person A) in a secure form, issuing 
a certificate which would validate A to the other parties (person B or others) dealing
with A via an electronic medium. This technical solution, better than other proposals
(e.g., a simple directory of public keys, or the “web of trust”), has been selected and
legally regulated in some countries and is also considered in the directive.

The final version of the directive contains two concepts of certificate. First, the
directive, in technologically neutral terms, defines the certificate in general as “an
electronic attestation which links signature-verification data to a person and confirms
the identity of that person” (art. 2.9).

With this definition, the directive points out the basic function of certification,
which is to link a signature verification device (a public key, in the case of asymmetric 
cryptography) to a certain person. Thus verification and confirmation of the identity of 
the holder of that public key is essential. It is also essential that the certification
service provider assumes liability for this role and function. In practice, distinct ways
of verifying identity are used (physical presence, presentation of accreditation
documentation, submission of information on-line). Among them, the only one that
offers security is physical identification (even so, this is not completely safe, as an
impostor could assume an identity and not be detected even by a diligent certification
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service provider), which was specifically referred to in the first draft of the proposal:
“physical presentation before an accredited certification service provider, or through
other adequate means”. This has been eliminated from the final version of the
directive, perhaps in an attempt to keep this requisite flexible and adaptable to
commercial practices, but allowing some self-styled certificates to be originated which 
do not contain reliable verification of identity and which therefore are not true
certificates. If this is the sense of the suppression of the requisite in this case, we
would consider it negative and open to criticism. Although from the commercial point 
of view it is understandable that certification service providers should offer products
with differing costs and levels of security, from the legal point of view this
commercial diversification does not allow the basic function of the certificates: the
secure distribution of public keys and other elements of electronic signatures.
Furthermore, if an excessive flexibility in commercial practices is permitted in order to 
facilitate the growth of certification providers the certification system will become
degraded and will never achieve its final aim, which, although bordering on other
subjective commercial interests, is, we must not forget, the security of electronic
commerce.

Together with this general concept of certificate, the directive also defines a special 
kind of certificate: the “qualified certificate”. But when should a certificate be
considered qualified? According to article 2.10 of the directive, a qualified certificate
is one that meets the requirements laid down in annex I and is provided by a
certification service provider who fulfils the requirements laid down in annex II. A
qualified certificate, in order to be considered as such, thus has to have at least the
following attributes, as described in annex I of the directive (requirements in annex II
will be considered below, section 4.2):

1. an indication that the certificate is issued as a qualified certificate,
2. identification of the certification service provider and the State in which it is

established,
3. the name of the signatory or a pseudonym which shall be identified as such (in

order that applicants may retain their anonymity). It is necessary that names and
pseudonyms be unique and unable to be confused with any others; nevertheless,
the final version has eliminated the requirement that names and pseudonyms be
unmistakable.

4. provision for a specific attribute of the signatory (such as address, the authority
to act on behalf of a company, credit-worthiness, VAT or other tax registration
numbers, the existence of payment guarantees, or specific permits or licences) to 
be included if relevant, depending on the purpose for which the certificate is
intended. This provision of the directive does not address and solve particular
problems, e.g., in the case of the inclusion of an authority to act on behalf of a
company, the possible disagreement between the content of the certificate and
the commercial register with respect to the existence, validity and extent of that
power. The question also arises as to the responsibility of the certifying authority 
in respect to the dynamic as opposed to the static attribute of the certificate.

5. signature verification data that corresponds to signature-creation data under the
control of the signatory (in terms of digital signatures this would be the public
key which complements the holder’s private key, as set out in the initial draft of
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the proposal). Given the non-committal attitude towards the technology, the
certification requirements for asymmetric cryptography have been overlooked,
specifically the algorithms of the certifying authority and the certificate
subscriber (the first draft of the proposal referred only to the first one).

6. an indication of the beginning and end of the period of validity of the certificate. 
Given the necessarily limited life of cryptographic keys, the certificate must also 
have the same limitation, which ends the period of trust (as occurs also in the
anticipated cases of revocation or suspension of a certificate; essential questions
as regards liability in these cases are not the object of correct and complete
regulation in the Directive).

7. the identity code of the certificate. The number of the certificate should be
unique, so that no two certificates from the same certifying authority have the
same number. This number is important and may be used, for example, to
identify those certificates included in a list of revocations. Nevertheless, the final 
version of the directive has eliminated the requirement of a unique identity code
established in the first version.

8. the advanced electronic signature of the certification service provider issuing it,
9. limitations on the scope of use of the certificate, if applicable;
10.limitations on the value of transactions for which the certificate is valid, if

applicable.

Finally, we have yet to consider the term “qualified” applied to certificates. Is a
qualified certificate more secure than a non-qualified one? Or, even more importantly, 
is a qualified certificate a secure certificate? And the answer to this last question is
negative: given that physical identification is not compulsory, a certificate could be
considered qualified if it could comply with the minimum number of requirements of
Annex I, and if it were issued after an online registration of the subscriber. In the latter 
instance, what would be the effects of this type of qualification (“qualified”)? This
problem is further considered below.

3 Legal Effects of Electronic Signatures

As has been shown, electronic signatures and specifically the digital signatures now in 
use can be not just equal to but even better than hand-written signatures on paper. By
fulfilling all the above-mentioned requisites (art. 2.2), they provide authenticity and
integrity of the message they are affixed to and non-repudiation of origin. Because of
these effects, the directive of the EU (European Union), like some legislative
initiatives on digital or electronic signatures, recognises that electronic signatures can
have the same validity as manuscript signatures.

Article 5.1 of the directive establishes that “Member States shall ensure that
advanced electronic signatures which are based on a qualified certificate and which are 
created by a secure-signature creation device:
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(a) satisfy the legal requirements of a signature in relation to data in electronic form 
in the same manner as a hand-written signature satisfies those requirements in relation 
to paper-based data, and

(b) are admissible as evidence in legal proceedings”.

Summing up, it is the rule of equivalent function that sets up, to our understanding, 
the following questions:

1. With respect to part (a) above, is the electronic signature on an equal footing with
the hand-written signature in all its possibilities and ramifications, not just for the
purposes of contracting? Is it so, for example, in mortis causa disposition acts?
Would a digital testament then be possible? Or the ‘testamento ológrafo’, ruled on
in articles 678 and 688 ff. of the Spanish Civil Code? Apart from the initial
objections caused by, for example, the fact that the private key could be used for
such personal matters, the time problem of the electronic signature would have to
be resolved. In other words, the correct time of the creation of the document,
preventing either pre- or post-dating, would have to be reliably determined (this
question is especially important for testamentary matters, and for the correct
operation of the certification system in general).

2. With respect to part (b) above, the declaration that the electronic signature may be
admissible as evidence in legal proceedings may make sense under particular
legislation especially restrictive in the admission of means of proof. This is not the
case, however, under Spanish law, in which the presentation of an electronic
document signed digitally as a measure of proof of the ratification of a contract or
of the existence of a declaration is admissible, in accordance with civil procedure
law. Furthermore, this declaration of the directive not only opens no doors in
regulations such as Spain’s, but may itself, in the terms established, even close
them, as we explain in the next paragraph.

3. This legal recognition of the effects of the electronic signature (equal to the hand-
written signature and admissible as evidence in legal proceedings) is established
only for signatures that meet certain exigencies: they have to be based on a
qualified certificate (that complies with a minimum number of requisites laid down
in Annex I and is issued by a provider of certification services who fulfils the
requirements laid down in Annex II) and they have to be created by a secure
signature creation device (which has to fulfil the requirements laid down in Annex
III).
This fact could be used to deny legal effects of the electronic signatures without one 

of these requirements. For example, parties who know and trust each other decide to
interchange their keys manually, without using certificates, agreeing that the digital
signatures created with the use of these keys will have the same effects as manuscript
signatures; however, applying the directive, these signatures would have no legal
effects, nor could they operate as evidence in legal proceedings because there is no
certificate. (However, this is currently possible under Spanish law).

In order to prevent this restrictive result, part 2 of article 5 states exclusively that:
“Member States shall ensure that an electronic signature is not denied legal
effectiveness and admissibility as evidence in legal proceedings solely on the grounds
that it is:
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in electronic form, or
not based on a qualified certificate, or
not based on a qualified certificate issued by an accredited certification service
provider, or
not created by a secure signature creation device.”

What significance does this safeguarding clause hold for electronic signatures? If
their legal effects cannot be negated, does this mean that they have them anyway? In
fact, what then are these effects? Are these effects the same effects of an advanced
electronic signature?

4 Providers of Certification Services 

The directive gives the function of trusted third party in charge of the security of
electronic signatures (establishing a link between the signature and a particular person) 
to an entity called a certification service provider (this term chosen by European
Union legislators makes clear the wish to avoid any name that might generate the
appearance of attribution of a public nature to these entities, such as “certifying
authority”).

Article 2.11 of the directive defines the provider of certification services as “an
entity or legal or natural person who issues certificates, or provides other services
related to electronic signatures”. Such services may be inherent and essential to the
certificate (revocation and suspension in case of compromise of the private key or
another element of the signature), or they may be debatable (generation of the keys,
which Annex II allows to the service provider, or their storage, allowed in prior
versions but not permitted in the final one). A certification service provider can also
perform other functions not mentioned in the directive but equally essential to the
security of the certification system in particular or electronic transactions in general
(for example, providing a time stamp or functioning as an electronic notary).

4.1 Principles for the Provision of Certification Services

One of the most-debated questions about entities charged with the provision of
certification services is their nature (public or private, legal or natural person) and their 
constitution (free or requiring some prior authorisation; generally this would consist of 
a licensing system acting to regulate and to provide a basic level of trust in the
practices of the certifying entities, as well as giving uniformity to these practices and
establishing some universal exigencies). The directive approaches this question in art.
3, which is dedicated to the principles of market access:

“1 Member States shall not make the provision of certification services subject to
prior authorisation;

2 Without prejudicing the provisions of paragraph 1, Member States may introduce 
or maintain voluntary accreditation schemes aiming at enhanced levels of certification
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service provision. All conditions related to such schemes must be objective,
transparent, proportionate and non-discriminatory. Member States may not limit the
number of accredited certification service providers for reasons which fall under the
scope of this Directive”.

With these two paragraphs Community legislators have thus opted for a system of
free creation of certifying entities, without prejudice to a licensing system designed to
improve the services offered, which must also be totally voluntary. Here we see the
creation of a system that allows the coexistence of commercial certification entities
who are voluntarily licensed and those who are unlicensed. This option presents us
with the possibility of distinct systems in the Member States: those that will not have a 
licensing system and others that will have service providers voluntarily licensed,
which in turn may coexist with unlicensed entities within these states. All of this may
create difficulties and complications affecting the validation of certificates issued by
an entity of one member state in another state or in other countries. Precisely because
of this, part 2 of article 3 states that the procedure of accreditation will have to
establish objective conditions, not discriminate, and be transparent.

In any event, in this system of free creation of certification service providers, it
would be necessary to oversee the fulfilling of the requirements established in Annex
II, only for certification service providers issuing qualified certificates. Art. 3.3 of the
directive says that: “Each Member State shall ensure the establishment of an
appropriate system which allows for supervision of certification service providers
which are established on its territory and issue qualified certificates to the public.”

4.2 Requirements to Be Met by Certification Service Providers Issuing Qualified
Certificates (Annex II)

As we have seen before, article 5.1 of the directive recognises special legal effects for 
electronic signatures that fulfil, among other requirements, the condition of being
based on a qualified certificate (advanced electronic signatures). According to art.
2.10, a qualified certificate has to meet the requirements laid down in Annex II
(requirements of content of a certificate analysed in section 1.2) and has to be
provided by a certification service provider who fulfils the requirements laid down in
Annex II.

Thus independently of whether a licensing system were established with or without
its own set of exigencies, every provider of certification services who intended to issue 
qualified certificates, in order to be considered a trusted third party, would have to
comply with a certain series of fundamental requisites in order to generate security and 
trust in its organisation and activities both before and after the issuance of a certificate.
These requisites, as they appear in Annex II of the directive, are basically classified as 
follows:

1. reliability: an obvious and inherent condition for trusted third parties. This generic
requisite was specified in the first draft of the proposed directive (art. 5.1.d) which
stipulated the exigency of independence from financial interests or other parties
with respect to underlying transactions, an exigency which has disappeared in the
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final version of the directive, probably because of the inherent difficulties
surrounding these conditions —it could be considered that in the case of certifying
authorities operating in closed communities and for purely internal matters, this
requisite would not be necessary (for example, a bank that issues certificates
exclusively in order to maintain secure relations with its clients via electronic
means, internally and not for exterior operations). However, the purely internal use
of a certificate does not avoid a possible conflict of interest or an arbitrary action of 
the certification service provider (for example, if a client of the bank gives an
electronic order to sell shares of that same bank at the moment the share price falls, 
the bank could act against the client’s wishes and to its own advantage, not
executing that order) (Annex II, a).

2. suitable personnel (Annex II, e).
3. technical security (Annex II, f).
4. financial resources sufficient according to the directive, in particular to be able to

cover the risk of being liable for errors, for example, by taking out adequate
insurance (or, as we shall see, limiting liability). The matter of liability (unknown,
given the early stage of development of this activity, but significant, applying
general rules of law) constitutes, as we shall see, one of the key subject areas for the 
development of a certification system, and needs appropriate regulation to establish 
a balance among the diverse parties involved. The directive already points out in
this section the possible ways to face and limit the risk derived from the action of
certifying: insurance as well as the legal or contractual limitations of the liability
(Annex II, h).

5. registration of documents: recording all relevant information concerning a qualified 
certificate for an appropriate period, in particular to provide evidence of
certification for the purposes of legal proceedings (this documentation can be
essential for certification service providers because, as we shall see below, the
burden of proof falls on the provider). Such recording may be done electronically
(Annex II, i).

These are the requisites for the constitution and functioning of an certication entity
issuing qualified certificates. They are generally established as minimum requirements 
in various legislations and legislative initiatives related to electronic signatures and
certifiers. These were also the minimum exigencies recommended in the first draft of
the proposed directive, which have now been amplified to include, among other
requisites:

operation of a prompt and secure directory and a secure and immediate
revocation service (Annex II, b),
verification, by appropriate means in accordance with national law, of the
identity and, if applicable, any specific attributes of a person to whom a qualified 
certificate is issued (Annex II, d);
measures against forgery of certificates, and, in cases where the certification
service provider generates signature creation data (private cryptographic
signature keys), guaranteed confidentiality during the process of generating such
data (Annex II, g);
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no storage or copying of signature creation data (private cryptographic signature
keys) of the person to whom the certification service provider offers key
management services (Annex II, j).

Questions regarding falsification of certificates or errors in them (for example, the
falsification of a certificate through the replacement of persons represented in the
certificate) confront us with important implications related to the liability of the three
parties (the certifying entity, the subscriber of the certificate and the recipient of
same). These are yet-unresolved questions, not approached (or only partially) by
legislators. For example, what would happen if, as the consequence of the compromise 
of a private key, that key were used for an illegitimate purpose by another party? What 
would happen if the certificate applicant had requested a revocation but the certifying
entity had not in fact cancelled the certificate out of negligence, or if it were still
checking the request? What would happen if the decision to revoke a certificate had
been taken but was not yet known to the third party relying on it by reason of the time 
taken for publication of the information by the system (for example, periodically
updated revocation lists )? What would happen if the provider of the certification
service revoked a certificate accidentally?

With respect to the delicate question of the generation of keys, it is essential that
confidentiality be guaranteed throughout the process of generating a private
cryptographic signature key. When the key can be generated by a certifier, this has the 
undeniable advantage that that entity will use a more secure system than is available to 
the subscriber, but, on the other hand, the subscriber has no absolute surety that the
entity generating the key does destroy its copy after delivery. Equally delicate is the
question of the storage of keys; it was prohibited in the first unofficial draft of the
proposed directive, although this prohibition was smoothed in the first official
proposal presented by the Commission, in that the providers of certification services
were deemed able to store or copy keys, but only if specifically requested to do so by
the client. In the final version of the directive we are analysing the possibility of
storage has been suppressed.

Finally, with the requirement of Annex II, c) (ensure that the date and time when a
certificate is issued or revoked can be determined precisely), European Union
legislator takes into account the important problem of the time in the certificate system
(a problem we have introduced before, section 3)

Lastly, it is also established in Annex II, k) that before entering into a contractual
relationship with a person seeking a certificate to support his electronic signature, the
certification service provider must inform that person (any person, in the final version; 
only a consumer, in the first proposal presented by the Commission), by a durable
means of communication, of the precise terms and conditions regarding the use of the
certificate, including any limitations on its use, the existence of a voluntary
accreditation scheme and procedures for complaints and dispute settlement; such
information, which may be transmitted electronically, must be in writing and in readily 
understandable language. This provision, the only one that focuses on the subjects of
the certificates as distinct from the certifiers, affects, in principle, the subscriber of the 
certificate, who is the only party with a clear contractual relationship with the
certification service provider. However, many of the provisions appear aimed at
certificate users; there is no contractual agreement between them and the certification
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service provider but the certifier must be liable to them, otherwise the whole
certification system would be void of any significance. Because of this, the final
version of the directive explicitly states in this subsection k) of Annex II that
“Relevant parts of this information must also be made available on request to third
parties relying on the certificate”.

4.3 Liabilities of Providers of Certification Services

A) General considerations. The issuance, distribution and use of certificates, together 
with their occasional revocation or suspension before their expiration date, generate
relationships (whose nature is not always clear) among various parties involved
(basically, providers, subscribers, and those who rely on the certificate) which set up
the need to limit and clarify the respective rights, obligations and possible liabilities of 
each party. This is an essential but unresolved question in these initial stages of the
commercial and legal development of certification entities, and this uncertainty could
seriously affect their progress.

The spread of commercial certification authorities depends in large measure on the
degree of risk associated with business activity, which is potentially quite high under
the current general rules of liability. When a certificate is issued, it can be sent
together with any of various electronic messages in diverse operations which for the
most part would be unknown to the certifier. Unlike the credit card system (in which
every time a card is used for an operation above the credit limit, the issuer of the card 
is able to calculate the possible liability), in the case of certificates the certification
entities do not have the possibility of authorising each operation individually, since
normally they would not know of the specific transactions undertaken by the
certificate holders. Given the indefinite number of electronic operations that can be
made using a single certificate, it is difficult in these circumstances to quantify liability 
(this also could impair negotiations by the certifiers to insure against liabilities). Hence 
the need to establish and delineate very clearly the rules and conditions of liability
derived from the issuance and use of certificates, taking into account the interests of
all parties involved in the electronic transaction (not only the certifier but also, e.g., a
consumer subscriber or user of a certificate).

Here the directive does approach the delicate question of the liability of the
providers of certification services, considering it necessary to harmonise legislation on 
this matter, which would contribute to the general acceptance and legal recognition of 
electronic signatures within the European Union (permitting, as we shall see, the
establishment of different mechanisms for limiting liability).

B) Situations of liability of the certification service provider ruled on in the
directive.
a) Liability of the provider once certification has been given. It has to be stated from
the beginning that, unlike other legislation (see, for example, the Utah Digital
Signature Law) the directive does not regulate the rights and obligations of the parties 
participating in the certification system, nor does it identify in the least the assumption 
of liability derived from the issuance, distribution, use and revocation, suspension or
expiration of a certificate for the provider of certification services or for the subscriber
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of the certificate. The directive skirts all regulation of the liability the subscriber has in 
relation to the third party and rules (art. 6, part 1) only on liability of the provider of
certification services to any person who reasonably trusts in the certificate. With this it 
resolves the debated problem of the relationship between the third party and the
certifying entity (a relationship which is in principle extra-contractual but which could 
be considered as contractual and legal according to the circumstances; in any case,
with the provisions of the directive this relationship causes a liability). In fact, the first 
section of article 6 establishes that “As a minimum, Member States shall ensure that,
by issuing a certificate as a qualified certificate to the public or by guaranteeing such a 
certificate to the public a certification service provider is liable for damage caused to
any entity or legal or natural person who reasonably relies on that certificate” in the
following ways:

1. as regards the accuracy at the time of issue of all information contained in the
qualified certificate.

2. for assurance that at the time of issue of the certificate, the signatory identified in 
the qualified certificate held the signature creation data (in the case of
asymmetric cryptography, the private key) corresponding to the signature
verification data (the public key) given or identified in the certificate;

3. for assurance that the signature-creation data and the signature-verification data
can be used in a complementary manner in cases where the certification service
provider generates them both.

This provision of article 6,1, especially subsection a), will engender a wide
spectrum of liability for the certifying entity, and raises the question of error. In the
case of a false certificate, how exactly will the service provider be held liable? Only in 
the case of negligence by its employees (for example, if the identity of the subscriber
were not examined)? Or also in the case of an error produced in spite of having acted
diligently? (That is, if the service provider is responsible for passing on a falsification
that was practically perfect and difficult to detect).

b) Liability in case of revocation. The directive approaches a second case of liability
(not ruled on in the proposal presented by the Commission and included in the
amended proposal): the liability generated in case of revocation of a certificate. The
revocation of a certificate is caused by a compromise of the private key (normally due 
to its loss or theft). That compromise demands the early ending of the operational
period of the certificate, to avoid unauthorised uses of the private key by a third person 
(other than the legitimate holder).

In order to make revocation possible, from a technical point of view, the
establishment of a revocation mechanism is necessary; the directive (since the
amended proposal) states only that certification service providers must “ensure the
operation of a prompt and secure directory and secure and immediate revocation
service (Annex II, b))”. This requirement is too wide and generic, and it could perhaps 
produce the effect of excluding non-immediate methods of revocation such as
periodically updated revocation lists. It has to be fulfilled only by providers issuing
qualified certificates.
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From a juridical point of view, in the case of certificate revocation, it is necessary to 
establish and delineate very clearly the rules and conditions of liability derived from
the revocation, taking into account the interests of all parties. However, the directive,
art. 6.2, provides only that: “As a minimum Member States shall ensure that a
certification service provider who has issued a certificate as a qualified certificate to
the public is liable for damage caused to any person who reasonably relies on the
certificate for failure to register revocation of the certificate unless the certification
service provider proves that he has not acted negligently”.

The inclusion of this provision in article 6.2 is positive (it was included in the
amended proposal, and there was no similar provision in the first proposal presented
by the Commission), but its content is incomplete. It does not properly consider the
distribution and assignation of liability among the different parties (certifying entity,
subscriber and third user) during the period of the revocation (from, for example, the
date of compromise of the private key to the publication of the revocation of that key), 
nor are any options clearly offered among the different technically possible ways to
publicise revocations (certificate revocation lists, broadcast revocation lists or
immediate revocation), which can mean different distributions of liability. In
consequence, there are yet unresolved questions, not approached (or only partially) by 
the legislator. For example, what would happen if, as the consequence of the
compromise of a private key, that key were used for an illegitimate purpose by another 
party? What would happen if the applicant of the certificate had requested a revocation 
but the certifying entity had not in fact cancelled the certificate out of negligence, or if 
it were still checking the request? What would happen if the decision to revoke a
certificate had been taken but was not yet known to the third relying party by reason of 
the time taken for publication of the information by the system (for example,
periodically updated revocation lists)? And what would happen if the provider of the
certification service revoked a certificate accidentally?

C) Limits and extension of liability. Once the liability of the certification service
provider is established for the accuracy of the content of the certificate (art. 6.1.a), and 
for failure to register revocation (art. 6.2), it must not be forgotten that without specific 
legislation the liability of the certifier is contained under the general regulations for
liability, contractual or extra-contractual, and is, as has been shown, potentially high
and unforeseeable, given the indefinite number of operations covered by a single
certificate.

Because of this, and in order to stimulate development of certification entities that
could be halted in cases of unforeseeable or unlimited risk, different legislations and
legislative initiatives do expressly admit or favourably contemplate the existence of
possible limitations on the liability of certification service providers (it must be
pointed out that the existence of limitations on the liability of the subscribers and the
users of the certificates can be equally necessary). In the same fashion the directive for 
electronic signatures, art. 6, establishes distinct limits to liability that benefit the
providers of certification services, which are, basically, as follows:

a) QUALITATIVE LIMITATIONS
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1) Subjective and strict liability: Art. 6.1 of the directive establishes that the
providers of certification services will be held liable for the accuracy of all
information in the qualified certificate, without stating, for now, the nature of that
responsibility.

However, in spite of what was established in art. 6.1, art. 6.2 of the proposal
presented by the Commission said that “Member States shall ensure that a
certification service provider is not liable for errors in the information in the qualified 
certificate that has been provided by the person to whom the certificate is issued, if it 
can demonstrate that it has taken all reasonably practicable measures to verify that
information .”

In the final version of the directive (since the amended proposal) article 6.1 ends as 
follows: “unless the certification service provider proves that he has not acted
negligently”.

Thus in the debate between strict and subjective liability of the provider caused by
false or erroneous certificates, the directive adopts the solution that the liability is held 
by that entity only when it has been negligent (meaning that if the certifier has not
been negligent, the user who has trusted in the erroneous certificate cannot act against 
that certifier but only against the subscriber, or end up assuming the consequences of
the error himself). Nevertheless, taking into account how difficult it would be for a
user to prove negligence on the part of the certifying entity, the burden of proof rests
on the certifying entity if it wants to exonerate itself of the liability. With article 6.2 of 
the first proposed directive presented by the Commission, the certification service
provider had to prove itself diligent to exonerate itself of the liability, that is, if unable 
to prove their diligence, certification service providers must be held liable for
erroneous certificates. But in the final version of the directive (since the amended
proposal) this content of article 6.2 has been suppressed and new content has appeared 
at the ending of art. 6.1; according to this new ending, to exonerate itself of the
liability the certification service provider need not prove itself diligent but only non-
negligent, that is, only if unable to prove their non-negligence must the providers of
certification services be held liable for erroneous certificates.

In the same way, in the case of revocation of a certificate, the final version of the
directive (since the amended proposal) establishes that the providers of certification
services will be held liable for failure to register revocation (art. 6.2), without stating,
for now, the nature of that responsibility. But since the ending of article 6.2 is the
same as art. 6.1: “unless the certification service provider proves that he has not acted 
negligently” the providers of certification services must be held liable for failure to
register revocation only if unable to prove their non-negligence.

2) Limitations to possible use: Article 6.3 of the directive establishes that Member
States shall ensure that certification service providers may indicate in a qualified
certificate limitations on its uses. The certifier may therefore also limit liability by
associating the certificate with certain uses or certain areas of activity, as is indicated
in art. 6.3, which states that the certifications service provider is not liable for uses of
the certificate which fall outside those specified or established uses (for example, the
use of the complementary private and public keys certified for specified operations, or 
the use of the certificate in the field of the organisation for which it has been
generated).



Critical Comments on the European Directive on a Common Framework 241

b) QUANTITATIVE LIMITATIONS

The directive also rules a possible quantitative limitation to liability in the
following terms (art. 6.4):

“The Member States shall ensure that a certification service provider may indicate
in the qualified certificate a limit on the value of transactions for which the certificate
can be used, provided that the limit is recognisable to third parties”.

We consider this article confusing, because the value of the transactions and the
value of the damages that may be suffered by the user of the certificate are distinct and 
non-equivalent concepts. Furthermore, it limits, but not totally, the risk and potential
liability of a certification service provider in the sense of establishing the quantity of
each transaction covered by the use of the certificate (for example, transactions whose 
value is less than 1000 euros) which effectively limits the risk of one transaction but
not the total potential risk derived from the certificate, which could continue to be
used on an unlimited number of occasions (the solution for this lies in transactional
certificates valid for and specific to one or more concrete transactions, and the digital
signatures of those limited transactions).

With its confused wording, this limit can be also understood to mean that the total
value of the transactions is limited (for example, transactions whose total value does
not surpass 1 million euros), a condition obviously favourable to the certification
service provider, but detrimental to users, who would still find it difficult to know, in
the moment of verification of a signature with a certificate with a limit of this kind, the 
total value of the accumulated transactions whose digital signatures have been verified 
with this same certificate, in order to judge whether or not the fixed limit had been
exceeded, and determine if they could claim against the liability of the service
provider. This also poses the question of the priority of the claimants.

Summing up, the legal establishment of liability limits could effectively aid the
development of certification activities. In practical terms, a liability limit would be
associated with a class of certificate, which in turn would be associated with a certain
level of surety and corresponding cost structure. With this model, the different limits
are a function of the relative security of each class of certificate.

Nevertheless, in the case of the directive we are analysing, it can be seen that all the 
limitations to liability clearly favour the providers of certification services, almost to
the point of excess, especially when one takes into account the transference of the
assumption of risk to other parties involved (if the damages exceed the maximum
limit, the third party must take up the excess), and to whom no fixed limits or
provisions are given in exchange. This appears unjust, especially when this other party 
is a consumer. At this point it is appropriate to suggest how important the
establishment of a common fund would be to cover just this type of situation, a fund
created from contributions from all the certification entities, which would be made
more viable by the application of a licensing system for providers of certification
services.

On the other hand, in order to inspire confidence a certificate would have to
establish or incorporate, among other items, the degree of investigation performed by
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the certification entity to confirm the declarations made by the signatory, and the limit 
recommended for the transactions based on the certificate (the directive, since the
amended proposal, art. 6.3 and 6.4, states that the quantitative limit must be
recognisable to third parties, a requirement not established in the first proposal
presented by the Commission). It may also be useful to establish classes or categories
of certificates generally accepted by the certifying entities and widely known
throughout the community of users, in which definite types of certificate issued by
each authority would be fixed, permitting the user an approximate idea of the value of 
each one.

5 Conclusions

The following observations may be made about the directive, which has modified and
corrected some defects and omissions of the first proposal presented by the
Commission, but in general still presents, on the one hand, oversights and on the other, 
excesses:

a) Firstly, there is not a complete vision of the persons involved in the certification
system (basically, the certification service provider, the subscriber and the user of the
certificate). While there are detailed regulations about the first of these, the providers, 
around whom the whole of the directive seems to pivot, the signatory is simply
defined, in art. 2.3, as a person who creates an electronic signature, and in the final
version of the directive a deliberate silence is maintained about his nature (natural or
legal person). There is no definition whatsoever of the third party, who puts his or her 
trust in the certificate (who is mentioned only incidentally).

Similarly, the relationships that exist between the various subjects of the
certification system are completely unregulated. There is no definition of the rights
and obligations of the parties except in the approach to the subject of the certification
service providers’ liability. Consequently, in the case of the falsification of a
certificate in which the signatory is an impostor, if that falsification is due to the
provider’s negligence, the provider must accept liability for the direct damages caused 
to the third party. If the falsification is produced after the diligent action of the
provider, the third party has to demand liability from the impostor, but if the impostor 
has disappeared and cannot be located or is out of contact, the third party will have no 
one to act against.

b) In the second place, there is not a complete vision of the certificate and its life
cycle, with the distinct stages through which it may pass (issuance, distribution, use,
revocation and/or suspension, and expiration). With regard to a question as important
as the revocation of a certificate, the directive is limited to demanding an immediate
and secure system of revocation (Annex II) without properly considering the
distribution and assignation of liability among the different parties (certifying entity,
subscriber and third user) during the period of the revocation (from, for example, the
date of compromise of the private key to publication of the revocation of that key);
here the content of art. 6.2 is incomplete.
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c) The directive does approach the delicate theme of liability. However, it does so
in a partial and in our opinion excessive form, without taking into proper account the
necessary balance of all the players in the game. It is partial firstly because it rules
only on the liability of the certification service provider, when, as has been said, it
could also create a strictly objective liability for the subscriber (for example, with the
compromise of the private key) and secondly because it rules solely on liability with
regard to the exact contents of the certificate (ignoring, as has been explained, other
situations which can also generate liability; it is true that the directive -since the
amended proposal- also rules on liability in case of revocation, but, as we have
explained before, the regulation is not complete). It is excessive because of the
qualitative and quantitative limitations established for the liability of certification
service providers: subjective liability of the certifier for direct damages and with
possible limits of quantity, while the subscriber, according to the general rules of law
(there being no regulations made for the subscriber in the directive) may have to
unreasonably assume an unlimited and objective liability.

d) There is also a vital oversight that affects the whole certificate system: the
problem of time in the system and the need for digital timestamping. There are many
situations in which proof of the exact time of a given action (creation, transmission, or 
reception of a document, or the time when a will is drawn up) is critical. This is the
case for the verification of a digital signature. It is crucial to determine the exact time
at which a electronic signature was created in order to determine if it was created
during the period of validity of the certificate that contains the corresponding public
key. We see this especially in the case of revocation (for example, if a private key is
compromised), when operation of the certificate would need to cease. Because of this
it is important that no person rely on any part of the contents of a revoked certificate.
Remembering that the liability of the parties to the certificate can change as a function 
of the period of time over which the process of revocation extends, the resolution of
disputes over the revocation also will largely depend on the care and attention to detail 
over recording the time of each associated fact and action. Thus it is important in the
first place to prove the exact moment when the certificate was revoked in order to
remove liability for contracts signed afterwards with the public key: if person A loses
his private key and immediately cancels the certificate, he will logically not be liable
for the signatures of the third possessor of the certificate made after that time of
revocation, which would be deemed fraudulent. But it is equally important to be able
to prove the time when the contracts were signed, because, if person B has robbed A’s 
private key, falsified signed messages with it, and pre-dated them to before the time of 
the robbery and the revocation, these messages would be attributed to A, who could
not maintain that they had been signed after the time of the robbery (after which the
revocation of the corresponding certificate would have gone through) and that he was
not responsible for them. Furthermore, the owner of the private key, A, could try to
take advantage of the uncertainty over the time of the contract by alleging, after
sending a signed message to B (now just a recipient of the message) that the message
was not valid since it was created on a date after the compromise of the private key. In 
other words the signatory of a particularly important message could fraudulently deny
his or her own signature, declaring simply the compromise of the private key, and
alleging that the key had been compromised when the signature was generated.
Summing up, the problem of time in the certificate system is especially grave in cases
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of revocation but has been practically ignored by Community legislator until the
amended proposal, which states that certification service providers issuing qualified
certificates must ensure that the date and the time when a certificate is issued or
revoked can be determined precisely (Annex II, b).
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Abstract� For the two last decades� people have tried to provide prac�
tical electronic cash schemes� with more or less success� Indeed� the most
secure ones generally su�er from ine�ciency� largely due to the use of
restrictive blind signatures� on the other hand e�cient schemes often
su�er from serious security drawbacks� In this paper� we propose both a
new tool providing scalable anonymity at a low cost� and a new Internet
business� 	Anonymity Providers
�
Those 	Anonymity Providers
 certify re�encrypted data after having
been convinced of the validity of the content� but without knowing any�
thing about this latter� It is a very useful third party in many applications
�e�g� for revocable anonymous electronic cash� where a coin would be a
certi�ed encryption of the users identity� such that a Revocation Center�
and only it� can recover this identity� if needed��
With this new tool� each user can get the required anonymity level�
depending on the available time� computation and�or money amounts�
Furthermore� the 	Anonymity Provider
 may be a new type of business
over the Internet� pro�table for everybody�

� from the provider point of view as he can charge the service�
� from the user point of view as he can obtain a high level of anonymity

at low computational cost� Moreover� a user who does not require
anonymity has no extra computation to perform�

This technique is quite e�cient because of its 	optimistic
 orientation�
in case of honest use� everything is very e�cient� Some slightly more
heavy processes have to be performed in case of fraud detection� but
with overwhelming tracing success�

� Introduction

��� Background

Recently� electronic commerce and many other applications over the Internet
have known a growing activity� However� in order to solve security concerns
while providing both �exibility and e�ciency� cryptography has a hard task to
perform�

Since the Di�e�Hellman paper ���	� introducing the concept of public�key
cryptography� many tools from the material world have been moved to the elec�
tronic one� Among these� most prominently� digital signatures ��
� ��	 to en�
sure authentication and non�repudiation of facts or messages and encryption

Y. Frankel (Ed.): FC 2000, LNCS 1962, pp. 259–275, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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schemes ���� to provide con�dentiality �instead of using safe�deposit boxes�	

Since the early ��s Chaum wanted to mimic money ���� and therefore de�ned
the electronic cash notion originally based on electronic coins and blind signa�
tures ��� ���
 Indeed this technique helped to de�ne electronic cash schemes
that reached a perfect anonymity of transactions with unlinkability �between
two transactions of a same user	 and untraceability �between the payer and the
payee	


However a crucial problem came from over�spending which refers to the
situation in which a user spends the same coin two or more times
 An inherent
quality of digital data is that perfect copies are easy to make� therefore such
fraud cannot be avoided but just detected in the best case
 Then either the
detection is done at the spending time which requires the bank to be on�line or
the detection is done later
 However what may be done if the coin is completely
anonymous� To address this problem Chaum Fiat and Naor ���� used the �cut�
and�choose� technique ���� to embed the identity of the user in the coin in such
a way that this identity remains perfectly concealed after just one spending but
gets revealed after twice


A new problem later on discovered is the danger of such a perfect anonymity
which allows �perfect crime� ���� �without any risk to be caught	
 Therefore
revocable anonymity �after just one spending or even before any spending	
became the new natural approach giving the control of all privacy issues to a
trusted party
 Many such schemes were proposed based on various cryptographic
primitives� escrow cash ����� and restrictive�fair blind signatures �� � � �� ���


��� Motivation

Electronic cash is a very crucial topic
 However most of the proposed schemes
just rely on heuristic proofs of security and therefore do not formally prevent
fraud and counterfeit money
 Furthermore the very few provably secure schemes
are either just impractical or at least very heavy to implement due to their use
of restrictive blind signatures


However tools providing anonymity exist� e�g� the mix�networks ���� ��
��� ��� introduced by Chaum the �crowds� technique ���� suggested by Reiter
and Rubin �magic�ink� signatures ��� ��� proposed by Jakobsson and Yung
which are more like blind signatures
 Nevertheless they do not seem to solve all
practical issues from the computational point of view namely in electronic cash
setting
 Then new tools would be welcome


��� Outline of the Paper

This paper provides the new notion of �self�scrambling anonymizer� based on
�homomorphic electronic coins� together with undeniable signatures ����� ��
�����
 It is therefore rather like mix�networks using re�encryption techniques to�
gether with proofs of equivalence of ciphertexts ��� ���
 Furthermore it supplies
the user with both fully�revocable and scalable anonymity for each coin depend�
ing on the required untraceability and the available computational power�time
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First� some useful building blocks are reviewed� Then� the security model
is presented� followed by the intuition behind �self�scrambling�� and an infor�
mal presentation of the mechanism� A more technical part follows� with a more
detailed description of the new tool� together with some security arguments�
Finally� we present a candidate based on the famous El Gamal ���	 encryption
scheme� The security is then proven relative to the Decisional Di
e�Hellman
problem ���� �	�

� Some Building Blocks

Before any technical development� let us review a few well�known cryptographic
primitives which will be used in the following�

��� Encryption and Semantic Security

To provide anonymity� we will use a public�key encryption scheme with the
semantic security notion ��	� The following de�nitions use some classical nota�
tions� but the reader is referred to ��	 for more details�

De�nition � �Encryption Scheme�� An Encryption Scheme consists of three
algorithms� the key generation algorithmK which outputs random pairs of secret
and public keys �sk� pk�� the encryption algorithm E�pk�m� r� which encrypts any
message m using a given random tape r and the decryption algorithm D�sk� c�
which inverts the encryption c getting back the plaintext�

De�nition � �Semantic Security�� An encryption scheme �K� E �D� is said
Semantically Secure if given the encryption of one of two chosen messages� the
attacker cannot guess the corresponding plaintext� More formally� for any at�
tacker A � �A�� A���

Pr

�
�sk� pk��K� �m��m��� A��pk�

b
R
� f�� �g� r

R
� f�� �g�� c� E�pk�mb� r�

� A��c� � b

�
is negligible�

Example �� A well�known example is the El Gamal encryption scheme ���	� For
a given generator g of a group G� y � gx is a public key� associated to x�

� The encryption algorithm works as follows�

E�y�m� r� � �gr � yr �m� for m � G and r
R
�ZOrd�g��

� The decryption a given ciphertext �a� b� is just m � b�ax�

��� Signature Scheme

In any public key infrastructure� one needs a signature scheme� at least to certify
public data� but also objects� messages or facts� For electronic cash� it is needed
to certify coins�
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De�nition � �Signature Scheme�� A Signature Scheme consists of three al�
gorithms�

� the key generation algorithm K which outputs random pairs of secret and
public keys �sk� pk��

� the signature algorithm S�sk�m� which� on input a message m� returns a
valid signature s on it�

� the veri�cation algorithm V�pk�m� s� which� on input the message m and a
signature s� checks whether s is a valid signature or not�

In the following� we will require a secure signature scheme� in the strongest
sense� impossibility of an existential forgery even under chosen�message attacks�

De�nition � �Secure Signature Scheme�� A Signature Scheme �K�S�V� is
said secure if any attacker A cannot perform an existential forgery even in an
adaptively chosen�message scenario ���	� but with a negligible probability� even
if the attacker has access to a signer oracle� it cannot produce a valid signature
on a new message�

To remain with discrete�log based cryptographic schemes� one can think to the
Schnorr�like schemes �
�	 which derive from interactive zero�knowledge proofs �a
la Fiat�Shamir� �����
� ��	� Indeed� they have been proven secure in the random
oracle model �
	�

��	 Designated Veri�er Undeniable Signatures

When one uses interactive zero�knowledge proofs� it just convinces the on�line
veri�er� But the veri�er may want to be able to transfer his conviction� with the
help of the prover� so that the prover cannot deny his former proof�

De�nition 
 �Undeniable Proof Scheme�� An Undeniable Proof Scheme

consists of the following algorithms�

� the key generation algorithm K which outputs random pairs of secret and
public keys �sk� pk��

� the proof algorithm P�sk�m� which� on input a fact m� returns an �undeni�
able signature� s on m�
However this proof �s� does not convince anybody by itself� To get convinced
of the validity of the pair �m� s�� relatively to the public key pk� one has to
interact with the owner of the secret key sk�

� the con�rmation process Con�rmation�sk� pk�m� s� which is an interactive
protocol between the signer and the veri�er� where the prover �the signer�
tries to convince the validity of the pair �m� s��

� the disavowal process Disavowal�sk� pk�m� s� which is an interactive protocol
between the signer and the veri�er� where the prover �the signer� tries to
convince that the pair �m� s� is not valid �i�e� has not been produced by
him��
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Both con�rmation and disavowal processes are exclusive� which means that the
prover cannot succeed in both with non�negligible probability� if he has really
produced the signature s� he will be able to con�rm but not to deny� and vice�
versa�

As any interactive process� con�rmation and disavowal can be turned into
non�interactive ones� using the Fiat�Shamir�s heuristic ��	
� But then� after a
con�rmation� the signature can convince anybody� One way to avoid that is to
use a designated veri�er non�interactive proof where the veri�er is the only one
to be convinced as he could have produced it�

Many undeniable proofs exist in the literature ���� ��� �� ��
� with various
integrations into large applications ���
� Furthermore� some general conversions
provides designated veri�er signatures ���
�

� Security Model

To provide a clear security model� even if the new notion can be suitable to many
other applications� in the following we focus on electronic cash concerns� More
precisely� as presented in the introduction� we will formalize the requirements
for revocable anonymous electronic cash�

First we introduce the participants� Then we precise the communication
model� Thereafter we de�ne the anonymity requirements and the expected spec�
i�cations for the revocation mechanism� Finally� we precise the diagram of trust�

��� Participants

In a classical payment scenario� three people are involved� the bank� the user
�a�k�a� consumer� and the shop� The consumer withdraws money from his ac�
count in the bank� then he can spend it in the shop who �nally deposits it on
his own account at the bank�

To satisfy the anonymity properties� some third parties will be involved in
our scenario�

� some �Anonymity Providers� �APs in short� will help the user to make
transactions anonymous�

� a �Revocation Center� �RC in short� will have the ability to get back the
identity of a frauder from a coin or a transaction�

As in any public�key setting� each participant possesses a public�secret key
pair certi�ed by a trusted�authority we will not consider anymore� Therefore� we
can identify the identity of a participant with his public key� The secret keys of
the bank and anonymity providers will be used to certify coins� while the public
keys will be involved in the veri�cation process�
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��� Communication Model

In all the following� no assumption is made about the network� or more formally
about the communication channels� any communication is publicly available to
anybody� However� we will assume� as usual� that any exchange of data is done
in a fair way� when the user correctly asks for a withdrawal to the bank� the
bank returns a coin� when the user has paid for a service to a shop� he really
receives the service� etc�

��� Anonymity

In large scale electronic transaction systems� many informations can be learned
about users� More precisely� huge databases about personal pro�les could be
built� Then anonymity in this domain has been considered as a crucial prop�
erty ��	
� Therefore� two notions of anonymity have been identi�ed�

� unlinkability� which refers to the inability for anyone to link two transactions
performed by a same user�

� untraceability� which refers to the inability for anyone to match a transaction
with a user�

Furthermore� about such links� two levels of anonymity can be considered�

� strong anonymity� nobody can guess the link� but with negligible probability�
� weak anonymity� some people may know the link� however they are unable

to prove it� but with negligible probability�

For example� in our proposal� we will see that strong anonymity is achieved
as soon as one participant in the following long list� bank� APs� shop� is hon�
est� Otherwise� only one AP� even a dishonest one� is enough to provide weak
anonymity�

��� Revokability

To avoid frauds mentioned in the introduction� induced by perfect anonymity� a
possible revocation of anonymity has become a basic requirement to electronic�
cash schemes� This means that� when the need arises �with fraud evidences� a
third�party �the Revocation Center� can recover the link between a payment
and a withdrawal �and therefore the user�� and prove the validity of this link to
anybody�

��� Diagram of Trust

About personal informations� nobody trusts nobody else for the use or abuse
that can be made with them� For example� the bank could get pro�t from some
relevant information about users� what he reads� where he buys bred� etc�
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It is clear that the RC will have to be trusted� for the anonymity concerns�
since he can trace any transaction� However� in case of fraud� his revealed infor�
mations should not be trusted by a judge� without any proof of validity� as he
may want to protect someone�

All the other participants �the bank� the APs and the shop� cannot be
trusted� Therefore� we want them �any group of them� not to be able to re�
veal and prove a link between a user and a transaction�

� Intuition

With the model described above� one may attempt to informally present a new
candidate to provide anonymity� we will call �self�scrambling anonymizer��

��� Withdrawal

As usual� a revocable�anonymous coin is a certi�ed message� which embeds the
user	s public key� In our setting� the message is simply an encryption of this user	s
public key �pk

U
�� using the public key of the RC �pk

RC
�� Using the encryption

of the user	s identity as electronic coin has already been done by Camenisch et

al� 
��� It is very convenient for anonymity revocation since the identity of the
owner of a coin involved in a fraudulent transaction can be easily recovered by
the RC� using its secret key�

The user�consumer

�� computes an encryption
c � E�pk

RC
�pk

U
� r� of his public key

pk
U
with the random r�

	� produces a signature
� � S�skU� �pkU� r� c�� on it


� sends the triple �pk
U
� r� �� to the bank�

The bank

�� recovers c � E�pk
RC

�pk
U
� r��

	� checks the signature �


� returns a certi�cate Certc on c�

The coin consists of the pair �c�Certc��

Fig� �� Withdrawal

But instead of using intricate zero�knowledge proofs to convince the bank
of the validity of the encryption� the user shows everything to the bank �the
public key and the random coins used for the encryption� see Figure �� and
even signs it� So that the bank certi�es the encryption with full con�dence�
Then� the resulting coin will be used without any further modi�cation� such as
heavy �restrictive� blinding processes�

��� Anonymity Process

But then� where is anonymity� Indeed� the bank knows the coin and can easily
trace any transaction performed through its use� and convince anyone of the
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validity of this information� by providing the construction of the ciphertext�
Then� appear the �Anonymity Providers� who will help the user to make this
coin anonymous� the user can derive a new encryption c

� of his identity �thus
�self�scrambling�� in an indistinguishable way� However� since he gets a new
ciphertext c

�� he needs a new certi	cate� An AP can provide this new certi	cate�
But before certifying c

� he requires both the previous coin �c�Certc� and the
proof of equivalence between the two ciphertexts�

�� From the old coin �c�Certc�� the user derives a new encryption of his
identity c

��
�� He provides both the old coin and the proof that c and c

� encrypt the
same public key�

�� Then he receives a certi�cate Cert
c
� on c

�� from the AP�

Fig� �� Anonymity Process ��rst sketch�

��� Security� Anonymity and Revokability

By now� the greatest problems appear� how can one be ensured anonymity�
without any risk of fraud


� On the one hand� one wants to avoid traceability of coins� and at least
achieve weak anonymity� To address this problem� we use a proof technique
that just convinces the involved AP� in a �non�transferable� way� Thanks to
this �designated veri	er� proof� this latter is unable to convince anyone else
with the resulting transcript of the proof�

� On the other hand� the user owns two coins which represent the same money
�the old and the new coins�� but can exchange or spend both of them� which
results in an over�spending� To cover himself� the AP needs to be able to
prove that he gave a coin for another coin� so that the fraud might only
have been performed by the user� To allow that� the previous �designated
veri	er� proof must furthermore be �undeniable� by the owner of the coin�
if the AP asks the user to con	rm the transcript he holds� the user cannot
deny� However� if the AP has produced by himself a wrong transcript� the
user will be able to deny it�

As a consequence� the proof of equivalence between the two ciphertexts is
done using a �designated veri	er undeniable signature� ��� which 	rst just con�
vinces the AP� in a non�transferable way� But the user won�t be able to deny
later this transcript�

��� Anonymity Provider� Self�Scrambling Anonymizer

With the above de	nitions� one can outline the process of a �self�scrambling
anonymizer� �see Figure ��� We just assume that the user owns a valid coin
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c � E�pk
RC

� pk
U
� y� with its certi�cate Certc� which guarantees correct withdrawal

from the bank� and therefore a possible revocation� At the end of the process�
he owns a new valid coin� c� � E�pk

RC
� pk

U
� y � t� with its certi�cate Certc� �

�� The user re�encrypts the coin c into c
� � E�pk

RC
�pk

U
� y � t�

	� The user provides an undeniable signature s
 using c as a public key as�
sociated with the secret key �skU� y�
 of the equivalence between c and c

��
This latter equivalence is guaranteed by the existence of t�

�� The user con�rms the validity of this signature s to the AP �and only
him��

� The AP certi�es the new coin c
� and sends Cert

c
� to the user�

Fig� �� Self�Scrambling Anonymizer

This validity of this process is quite obvious� Indeed� after steps 	 and 
� the
AP is convinced of that

� the conversion has been performed by the owner of the coin c�
� c� is equivalent to c�
� the owner of c won�t be able to deny later s �the relation between c and c���

��� Spending and Deposit

When a user possesses a coin �anonymous or not�� he can simply spend it by
proving he really owns it� he proves his knowledge of the secret key �skU� y�
associated to the public key c � E�pk

RC
� pk

U
� y�� This proof is a signature related

to the purchase which will also convince the bank when the shop deposits the
coin�

� A Practical Example

To illustrate the eciency and even practicability of such a �self�scrambling
anonymizer�� we give an example where anonymity is based on the decisional
Die�Hellman problem ����

In what follows� H always denotes a hash function� assumed to behave like
an ideal random function ���� We begin with the structure of a coin� based on the
El Gamal�s encryption� Then� we describe how one can prove his ownership of a
coin� Finally� we describe an ecient undeniable proof of equivalence of coins� In
the discrete logarithm setting� many such proofs has been proposed� But since
we want an optimistic�oriented scheme� we focus on an ecient protocol for the
con�rmation� Indeed� the disavowal process is only needed in case of dispute�

��� El Gamal Encryption

As we have already seen� the El Gamal�s encryption scheme ���� is a public key
encryption scheme which meets the semantic security� Let us brie�y recall it� see
on Figure ��
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� The system needs a group G of order q� and a generator g�
The secret key is an element X �Zq and the public key is Y � gX �

� For any message m � G� c � E�Y�m� r� � �gr � Y rm�� for r
R
�Z

�
q�

� For any ciphertext c � �a� b�� m � D�X� c� � b�aX �

Fig� �� El Gamal Encryption Scheme

��� Proof of Ownership of a Coin

Let us assume that Y is the public key of the Revocation Center� and I � gx

the identity of a user� A coin is an encryption of I� c � �a � gr � b � Y rI� which
is afterwards certi�ed by the bank� With the certi�cate of the bank� one knows
that the encryption is valid� Therefore� in order to prove his ownership� the user
has just to convince of his knowledge of �x� r� such that b � Y rgx� This can be
done using another signature scheme proposed by Okamoto �		
 and recalled on
Figure ��

� The prover chooses random k� s �Zq and computes t � Y kgs

� he produces a challenge� depending on the message m� e � H�m� t�
� he then computes u � k � remod q and v � s � xemod q�
� The signature �nally consists of the triple �e� u� v��
� In order to verify it� one has just to compute t� � Y ugvbe

and check whether e � H�m� t�� or not�

Fig� �� Proof of Validity of a coin c � Y rgx

Then� a scrambled coin is simply got by multiplying both parts of the old
one by respective bases� g and Y � put at a same random exponent ��

c� � �a� � g�a� b� � Y �b� � �gr��� Y r��I��

Then� if the owner of the old coin has certi�ed �relative to the public key c�
the message m � h�� equivalence of both coins can be proven with the proof of
equivalence of three discrete logarithms

logh m � logg�a
��a� � logY �b

��b��

This can be e�ciently done� interactively� using the protocol presented below
on Figure � or in a non�interactive way� using the protocol presented on Figure ��
where the value yV � gxV is the public key of the designated veri�er� the AP�

��� Proof of Equality of Many Discrete Logarithms

Let us review the classical protocol used to prove the equality of many discrete
logarithms in a zero�knowledge way� A group G is given with k� � independent
generators g� h�� � � � � hk �which means that nobody knows the relative discrete
logarithms� of order q�
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The prover owns a pair �x� y � gx�� and wants to prove that for some zi
in G� for i � �� � � � � k� zi � hx

i
�with the same x as above� without revealing

x� This can be done using the interactive zero�knowledge protocol presented on
Figure �� which is clearly designated�veri	er� as any interactive zero�knowledge
proof� thanks to the simulatability of the transcript� We insist on the fact that
the interactive protocol needs to be zero�knowledge in the strong sense� not only
against honest veri	ers
 the challenge must be of 	xed short length while the
protocol has to be iterated to reach a level of security�

�� the prover chooses a random value u �Zq�
computes b � gu and ci � hui
and sends d � H�b� c�� � � � � ck� to the prover�

�� the veri�er chooses a random challenge e � f	� � � � � ��g and sends it to the
prover�


� the prover computes f � u� xemod q
and sends f to the veri�er�

�� the veri�er checks that

d � H�gfye� hf�z
e
�� � � � � h

f

kz
e
k��

Fig� �� Zero�Knowledge Proof of Equality of Discrete Logarithms

On 	gure �� is presented the non�interactive version which is turned into a
designated�veri	er signature thanks to the trapdoor�commitment ��� which can
be opened in any way by the veri	er who knows the discrete logarithm xV of yV
relatively to g�

�� the prover chooses random values u� v�w �Zq
and computes a � gwyvV

b � gu and ci � hui
e � H�a� b� c�� � � � � ck�
f � u� x�ew�mod q

the signature consists of the tuple �e� f�w� v��
�� the veri�er checks that

e � H�gwyvV � g
f
y
e�w

� h
f
�z

e�w
� � � � � � h

f

kz
e�w
k ��

Fig� �� Designated�Veri�er NIZK Proof of Equality of Discrete Logarithms

This provides a designated veri	er non�interactive proof� Indeed� the veri	er
is convinced of the equality of many discrete logarithms� but since he could have
opened the commitment a in any way he wanted� thanks to the knowledge of
the discrete logarithm of yV in the basis g� such a proof cannot convince anyone
else�
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Remark �� After this just ��round process the user gets a new certi�ed coin
fc� � �gr��� Y r��I��Certc�g which is now strongly anonymous from the point
of view of the bank �or any previous AP�� The user can then erase the old coin
and put �r��	 Certc� � instead	 keeping also � somewhere since he has certi�ed
his knowledge of it� Therefore	 his space requirement just increases by �

bytes at each anonymity step �or less if � is pseudo�randomly generated��
On the other hand	 AP has to keep �c� c��m� S� to be able to prove the link
between c and c�	 with the help of the user� Whereas DV P cannot help him
to convince anyone�

�� Spending� When the user wants to spend a coin	 he just gives it together
with a signature S � �e� u� v� of the purchase	 date	 etc	 with the secret key
associated to the coin �which proves the ownership of the coin� to the payee�

� Revocation� If a coin is used twice or more �spent or made anonymous�	
which can be proven by showing two di�erent signatures S and S� involving
this coin	 identity I can easily be recovered by the RC	 simply decrypting
the coin c�
If the user refutes the revealed identity	 the RC can prove the value of the
identity embedded in the considered coin� Since the owner of the coin �the
guy who�s identity is embedded in the coin� has been able to produce the
signature	 this proves the identity of the bad guy�

��� Security Concerns

Anonymity� First	 one can see that weak anonymity is obtained after the use
of just one AP� Indeed	 this AP knows the relation between the two coins �and
only him�	 but he cannot prove it� The proof he got was just for him and cannot
convince anyone else�

However	 he �knows� the link and can reveal it� And this may annoy some
people who would like strong anonymity� Therefore	 they can make use of many
other APs� Just one honest AP �who does not reveal the links he knows� is
enough for strong anonymity� Indeed	 all the APs and the bank must cooperate
to trace a transaction�

Therefore	 a high level of anonymity can be obtained with few APs� However	
for e�ciency concern	 if some transactions do not require such an anonymity	
the user can directly spend the coin obtained from the bank�

Impersonation� As already seen	 the secret key x of a user is never revealed	
but only used in some signatures or zero�knowledge proofs� Any user is therefore
protected against any impersonation	 even from a collusion of the bank	 the APs
and even the RC	 since this secret key is required in any transaction	 to certify
the ownership�

Forgery� Because of the security of the signature used to certify a coin	 coun�
terfeit money is infeasible for any user�
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However� any AP has the ability to create money� To avoid such a forgery
from the APs� they can be seen as middlemen� an AP sends a new coin c

� against
another coin c� And then� he asks money for c to the provider of c �the provider
of c does the same thing� and so on� up to the bank��

If an AP cooperates with a user and certi�es more coins than he receives� he
will be asked for more money than he received� He will pay for the user� since
he won�t be able to show the original coin linked to this suspected one� with the
undeniable signature from the user�

Fraud Detection� Thanks to this structure using APs as middlemen� an over�
spending can be easily detected� if a user tries to anonymize one coin c twice �to
obtain two new ones�� the provider of c will be asked money twice for the same
coin c� The fraud will be detected and proved with two signatures from the user�

Thanks to the undeniable signature� the successive coins� anonymously gen�
erated from the fraudulent ones� can be traced�

Privacy Revocation� As usual a revocable anonymous e�cash scheme requires

� Payment�based tracing� upon over�spending� proven by many uses of a same
coin� the RC can recover �and prove� the identity I of the fraudulent guy�

� Withdrawal�based tracing� if a user has been forced to give some coins� to a
criminal� he just reveals these coins� which will be blacklisted� If some secret
information has been stolen �for example the secret key�� this information
can be made public to help anybody to refuse any transaction performed
with this secret�

��� Improvements

This scheme admits many variations to improve both e	ciency and security� and
then to make it more realistic�

Security� Let us �rst consider the security� To enhance it� one can use a dis�
tributed RC which runs a threshold cryptosystem 
��� Then� anonymity won�t
be revoked with a one�man�s decision�

E�ciency� This scheme is already very e	cient� since each �self�scrambling
anonymizer� phase only requires �� exponentiations from the user point of view
and �� from the AP�s point of view�

If we consider any AP as a middleman which gives a new coin for an old one�
he can also gives many smaller new ones for an old one� which is slightly more
e	cient than getting many small coins from the bank and asking to the AP to
anonymize each of them�
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Pro�tability� To make such a frame realistic� the AP business must be prof�
itable� for example� he can give back coins of just ����� the value of the old one�
and keeps the rest as pro�t�

Therefore� a user is charged for anonymity� The more anonymity he wants�
the more he is charged� The pro�tability of this business makes it realistic�
anonymity has a price which has to be paid just by people who want it �and not
by the banks which do not really need	want it
�

� Conclusion

In this paper� we have proposed a new tool to provide revocable and scalable
anonymity at no risk for the user� The scalability of this scheme makes it quite
e�cient� just the user who wants anonymity has to pay the computational cost�
Furthermore� this �Self�Scrambling Anonymity process can be performed with
the help of an �Anonymity Provider who can also �nancially charge the user�
This may become a new pro�table business�

Moreover� we hope that our �self�scrambling anonymizer tool may have
other applications� because of its �exibility and e�ciency� anywhere anonymity
is required�
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Abstract� Collecting accurate pro�le information and protecting an in�
dividual�s privacy are ordinarily viewed as being at odds� This paper
presents mechanisms that protect individual privacy while presenting
accurateindeed authenticatedpro�le information to servers and mer�
chants� In particular� we give a pseudonym registration scheme and sys�
tem that enforces unique user registration while separating trust required
of registrars� issuers� and validators� This scheme enables the issuance of
global unique pseudonyms �GUPs� and attributes enabling practical ap�
plications such as authentication of accurate attributes and enforcement
of �one�to�a�customer� properties�
We also present a scheme resilient to even pseudonymous pro�ling yet
preserving the ability of merchants to authenticate the accuracy of in�
formation� It is the �rst mechanism of which the authors are aware to
guarantee recent validity for group signatures� and more generally multi�
group signatures� thus e�ectively enabling revocation of all or some of
the multi�group certi�cates held by a principal�

� Introduction

The Internet has provided an excellent opportunity for target marketing� In
target marketing� sellers distinguish the major market segments� target one or
more of those segments� and develop products and marketing programs tailored
to each segment� Sellers focus their resources on the buyers to whom they have
the greatest chance of selling� Thus� sellers try to obtain segmentation informa�
tion about users such as geographic� demographic� psychographic� and behavioral
information�

Buyers are typically concerned about privacy� Users may even object to the
distribution of collective information about user groups� Recently� Amazon in�
troduced a service that let people see who was buying what� The intent was to
do so in a manner that would not compile and post data for groups of less than
��� people� Nonetheless� privacy advocates expressed concern as did representa�
tives of some of the pro�led organizations ��	
� The cited article and other early
reports indicated that Amazon had no intentions of allowing customers to opt
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out of this pro�ling� Evidence of the strength of customer concern is that Ama�
zon quickly reversed itself and allowed individuals as well as whole companies or
organizations to opt out�

On the other hand� buyers are willing to provide marketing information in
exchange for something of value as made evident by the success of a number of
such commercial schemes giving away cash ���� Internet access ��	�� and com�
puters ��
�� Complementing any concerns about individual privacy� such value
incentives provide motivation to defraud merchants� For example� if a merchant
is o�ering a one�to�a�customer or one�per�address incentive he needs to authen�
ticate that the same people are not collecting multiple times under di�erent
claimed identities� Of course this problem did not originate on�line� In some
coupon scams� a few individuals would obtain a cash register to generate re�
ceipts and mail in numerous rebate coupons� These schemes were made largely
impractical through software that identi�es by zip code and name where funds
are being sent� However� in the on�line case� unauthenticated identities and lo�
cations are even easier to produce�

Incentive programs are not the only marketing area where security is at
issue� We have already mentioned concerns people have felt over forced pro�ling
even of a fairly nonspeci�c nature� Still� buyers are often willing to provide
personal marketing information in exchange for nothing more than convenience�
Of greater concern than the ability to pro�le customers at a single merchant is the
consolidation of the ability to gather and pro�le individuals across the entirety
of there on�line activity Microsoft�s Passport �
�� is essentially a single�sign�on
scheme that allows one to visit multiple sites using a single name and password�
Passwords are stored only at a central Passport site and pro�le information
is shared with other sites provided that the user gives consent� Passport thus
provides some pro�le protection and control� Nonetheless� at least one report
linked one of the recent Hotmail bugs� which generally left Hotmail account
passwords exposed to an easy attack� to its integration with Passport� And�
the Passport site is trusted to protect pro�ling information and trusted not
to abuse that information itself�� Further� customers still share personal pro�le
information albeit at their discretion�

In addition to portal based pro�ling it may be possible to consolidate pro�
�le information which is not explicitly centralized and even match on�line with
o��line �real world�� information� The recent merger of on�line advertising �rm
DoubleClick and consumer data company Abacus Direct was �the most danger�
ous assault against anonymity on the Internet since the Intel Processor Serial
Number� according to Junkbusters President Jason Catlett� �By synchronizing
cookies with name and address from email� registrations and ecommerce trans�
actions� the merged company would have a surveillance database of Orwellian
proportions��

What we describe in this paper is no less than an attempt to address all of
the above issues on a technical level� This paper�s contributions primarily fall in
the category of �systems� contributions� That is� we carefully architect a system
and protocols using well established cryptographic mechanisms� In particular�
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we propose an infrastructure for globally unique pseudonyms or GUPs� These
are used to provide better authenticated market segmentation information than
is typically available� They also protect merchants against attacks on incentive
programs that can occur when recipients are not authenticated� At the same
time� they can be used in various ways to protect the privacy of individuals�
For example� in the pro�ling done by Amazon described above� it would not be
necessary to opt out of the pro�ling� a customer could simply choose not to share
employer or group information when purchasing� And� unlike Passport� there is
no single site trusted with the customer�s pro�le information and its link to the
customer� Another advantage of GUPs is that they complicate the ability for
multiple individuals to cooperate to produce a pseudonym and�or pro�le that
corresponds to no one individual�

The other main innovation of this paper is the addition of the ability to show
recency and do revocation for multi�group signatures� In ordinary group signa�
tures one can prove membership in a given group� which makes them natural
to use for anonymous attributes� In multi�group signatures� it is possible for a
prover to show that the same principal has signed to show membership in several
groups �without revealing which individual	� Thus� a principal can show that he
has multiple attributes together� without revealing anything else� As is common
for group signature schemes� a major limitation is the inability to do revocation
�or equivalently show validity more recent than in the issued certi�cate	� We
add to multi�group signatures the capacity to show recent validity using tickets�
This e
ectively permits revocation of any or all attributes because the revoked
individual will not be able to obtain fresh tickets� Although issuing short expira�
tion periods in the tickets is the primary method of revocation� we also provide
a means for revoking individual tickets�

Multi�group attributes can be instituted in conjunction with the GUPs of
the �rst half of the paper� or can be built on top of traditional key certi�cates�
albeit with less privacy protection than when used in combination with GUPs�

In Section � of the paper� we give an overview of the systems and protocols
presented in the paper� In Section � we will describe some of the background
and related work� In Section  we set out assumptions underlying our protocols�
In Section � we set out a protocol for the basic issuance of GUP certi�cates�
In Section � we set out a protocol for the issuance and use of GUP associated
attribute certi�cates� In Section � we set out a protocol to show recent validity
for multi�group signatures� In Section � we set out desirable security properties
and discuss which of them is satis�ed by which of our systems� We summarize
our contributions and make some concluding observations in Section ��

� High Level Overview

In the basic issuance of a GUP� an individual will present a registrar with proof
of his identity� The registrar contacts an issuer who can con�rm whether or
not that customer has ever received a global unique pseudonym �GUP	 previ�
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ously� Assuming not� the issuer will provide the customer with a GUP certi�cate
binding that pseudonym to public keys for signature and encryption�

This is a very simple description of the basic system� In fact the registrar is
not a single entity but is a group of principals for which the customer must con�
tact a threshold number of them� This protects against rogue registrars allowing
customers to obtain multiple GUPs� The issuers are likewise threshold entities�
This will protect against disclosure of individual information as well as prevent�
ing multiple registration �by returning a false OK on the double�registration
check��

GUP certi�cates can be used in at least two ways� First� the individual can
also get attribute certi�cates� e�g�� indicating state of residence� level of income�
etc� by providing proof to a registrar and going through a similar process� These
are associated with the GUP and can be useful in situations where maintain�
ing a somewhat global pseudonymous pro�le is important� e�g�� when trying to
establish credit� �For the attributes a di�erent threshold of registrars may be
required� perhaps only a single one depending on the attribute�� Customers can
also go to a validator to get a ticket indicating that an attribute certi�cate �or
GUP certi�cate� is still current� e�g�� that he has not registered a move since the
time of certi�cate issuance� This is presented to a merchant� who can then be
assured of the accuracy of a customer�s pro�le� Also� the merchant can be sure
that a single customer is not returning multiple times under di�erent guises� e�g��
to take advantage of one�time promotional o�ers�

The above design is compatible with both on�line and physical systems� For
example� the customer might be providing the registrar with proof of a unique
public digital ID as might be manifested in a protocol involving a current cer�
ti�cate from some commercial certi�cate authority� On the other hand� it might
involve going into a bank �and a post o	ce� etc�� and presenting a driver�s li�
cense and birth certi�cate� When the registration process is complete� certi�cates
could be on a smart card that the customer is carrying�

The second half of our paper concerns the issuance of multi�group user cer�
ti�cates and attribute memberships based on the Ateniese�Tsudik multi�group
signatures 
��� As noted above we use a ticket issuance protocol to guarantee
recency and to permit revocation�

� Background and Related Work

Digital pseudonyms have been investigated for some time� The seminal work in
this area is by David Chaum 
�� A customer might authenticate himself to a
merchant and then obtain a pseudonym for use with that merchant� The pseudo�
nym is typically issued via a blind signature so that is not linkable to its owner�
Thus� it is also not linkable across merchants or institutions at which the cus�
tomer might have pseudonymous accounts� It is however� linkable with respect
to transactions performed at the merchant� so that the merchant is able to de�
velop and maintain a local pro�le and history associated with that customer� For
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a discussion of the �pseudonym�like� UST mechanism that nonetheless provides
locally unlinkable transactions see �����

The use of pseudonyms we develop is complementary to that set out by
Chaum� One can use our globally unique pseudonyms and any necessary at�
tribute certi	cates when contacting a merchant� If it is desired to obtain a Chau�
mian local pseudonym� at this point
 it should be as easy to do so as without
our system� Note however that such local pseudonyms are typically transferable�
Consider someone who lives in Maryland and this person wants to make use of
a site open only to New Jersey residents� He can have a legitimate New Jersey
resident register at the site� The legitimate resident can then give �sell� the
pseudonymous account to the Maryland resident� Local deterrents against such
sharing are easily circumvented� Deterrents that tie local pseudonyms to some�
thing that the owner is globally averse to or limited from sharing�selling �e�g�

as in identity escrow ���� are more involved to implement� A mechanism that
ties such deterrents into documents to prevent unauthorized publishing is de�
scribed in ����� We will return to such mechanisms later in Sections ��� and �����

Attributes that are explicitly associated with GUPs do allow cross merchant pro�
	ling
 although they are not directly linkable back to the customer� At the same
time transfer of GUPs is limited at least to those with whom one would share
all the responsibilities associated with the GUP signature� And
 in our system

the GUP is tied to all the merchants with whom one pseudonymously associates

not just one �with whom one may have no interest other than
 e�g�
 to obtain
an account for an unquali	ed friend� Finally
 GUP associated attributes allow
individuals to prove pseudonymous pro	le information
 e�g�
 in the establishing
of credit� As originally presented
 Chaum�s pseudonyms allow this only on a per
merchant basis� We do provide our own server speci	c pseudonym scheme� Un�
like the original Chaum scheme
 the individual is identi	ed only by GUP when
obtaining his server speci	c pseudonym�

There are other pseudonym management sites and services ���
 ��
 ���� These
provide various privacy protections for various applications�in some ways more
than the systems proposed in this paper� Although
 like basic Chaumian pseu�
donyms
 some of their goals are complementary to ours� A nymserver like that of
nym�alias�net is essentially an infrastructure supporting pseudonymous email
communication via anonymous channels� ProxyMate provides a single sign�on
pseudonym and password management system for accessing Web sites� It dy�
namically generates login names and passwords for sites based on the Prox�
ymate user name and password and the address of the destination Web site�

� Here and below we will use �Chaumian pseudonym� to refer to the use of pseudonyms
as Chaum set out in ���� When we describe limitations on Chaumian pseudonyms�
we mean only to imply areas that were not addressed rather than any limitation of
the technical mechanisms�

� UST pseudonym tokens can be connected to global customer information� e�g�� a
signature key associated with the customer�s publically known ID� more easily be�
cause a transaction that authenticates customer ID does not associate him with other
transactions at the same merchant� In this way they are a more natural complement
to GUPs� Cf� �	���
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In this way it does not require the storage of user information� as opposed to
Passport� The Freedom product from Zero�Knowledge Systems is an �Internet
Identity Management System�� Like the original Chaum design� Freedom nyms
can be created for multiple separate purposes� e�g�� one for each merchant the
user contacts� However� local client software manages the various nyms and inter�
faces with their anonymous communications network� Whatever the advantages
or similarities of any of these to the system design herein� none of these provides
any means for guaranteeing unique identities or for authenticating property at�
tributions� two of our main security goals� Recent work on pseudonym systems
that reduces the use of a trusted center and that discourages identity sharing is
presented in ���	� This work also has many of the same security goals as ours�
including the two just mentioned� However� its focus is more on provability of se�
curity for theoretical systems while ours is on practical realisability of systems�
Also� not all of the goals are the same� In ���	� e
ectively even collaborating
registrars and issuers cannot compromise a GUP� On the other hand� except
in the case of double spending a single�use certi�cate� there is no provision for
escrowing identity so as to be able to reveal the GUP and�or public identity of
misbehaving principals�

In Section � we describe how to e
ectively permit revocation of Ateniese�
Tsudik multi�group signature certi�cates by adding a validation ticket that must
be used for the multi�group signature to be considered still valid� Multi�group
signatures are themselves based on the group signature approach of Camenisch
and Stadler ��	� This work made improvements over previous work in the size
of group public keys and of group signatures as well as in the easy addition of
new group members� The concept of a group signature� in which the signature
is anonymous �relative to the size of the group� unless opened by some group
manager or trusted third party� was introduced by Chaum and van Heyst ��	� A
direct advance on the revocation problem was made by Boneh and Franklin in ��	�
That paper presented a scheme that permitted relatively e�cient revocation by
permitting queries with respect to arbitrary subgroups of the original signature
group� The basic� e�cient scheme is limited in that any two group members
can conspire to produce an unopenable and nonrevocable group member� Other
schemes are presented that overcome this limitation� albeit with increased cost�
Because of the focus of this paper on being able to demonstrate various attributes
to various merchants or others our discussion will be in terms of the Ateniese�
Tsudik multi�group signatures� But� our techniques should apply to any group
signature scheme� for example� any of the above�

� System Assumptions

Our designs makes some basic assumptions� The �rst one applies only to GUP
based systems� For the recency guarantees associated with multi�group signa�
tures� it is not necessary except in combined use with GUPs� The others apply
to all of the systems and protocols in the paper�
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� Unique Public Identi�cation� Each principal can be assigned a unique iden�
tity�

An example of an attempt at this is social security numbers �SSNs� in the
United States� In practice� SSNs are neither perfectly universal �not all individ�
uals have them� nor perfectly unique �some individuals have more than one� and
some are held by more than one individual�� However� our design assumes that
this issue is solved to an adequate degree�

� Veri�able Public Identi�cation� Each principal possesses proof that his pub�
lic ID is indeed his�

The nature of the proof may vary depending on the system� This may be
possession of a signature key or the ability to perform a zero�knowledge proof�
At least initially� it might not be electronic� e�g�� possession of a passport� of a
driver�s license and birth certi�cate� etc�

� Anonymous Communication� Principals are not identi�ed by communica�
tions mechanisms�

In practice today� it is quite common for on�line principals to be identi�ed�
e�g�� by the IP address from which they are connecting� However� there are mech�
anisms available to prevent or at least complicate this identi�cation� Also� given
the possibility of spoo�ng� etc�� it is not an adequate means of authentication in
any case� Authenticating information should be passed through the data stream
if needed� rather than being attempted for� e�g�� the IP connection itself� We
assume that� if needed� all communication is via some mechanism such as Onion
Routing �	
� that is designed to provide this type of anonymity�

� GUP Protocols

Before setting out the GUP registration protocol� we introduce some notation�
fXgK indicates the encryption of X with key K� Encryption thus represented
is assumed to be an atomic operation� Similarly� bXcK�� indicates the signing
of X with private key K��� h�X� indicates a hash of X � These are all assumed
to have the usual desired properties wrt integrity� di�culty of computing with�
out the appropriate secret� etc� nonceP is a nonce� assumed to be generated by
principal P � The normal sending of a message M from P to Q is represented
by P � Q M � This communication does not assume guaranteed or timely de�
livery� and the connection of both P and Q to it is assumed to be visible to
all� If the connection of P to the communication is assumed to be hidden by
some anonymizing mechanism� this is represented by P �P Q M � �Similarly the
recipient can be assumed hidden by the delivery mechanism�even from the
sender� e�g�� P �Q Q M �� This notation was introduced to describe anonymous
communication protocols in ����� q�v� for further background�
C represents an individual �customer�� R is the registrar� which is not a sin�

gle entity but a threshold group entity� When a customer presents something
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to the registrar� he must actually present it to some threshold number of mem�
bers of the registrar group� This makes it less likely that corrupt registrars will
knowingly accept inadequate proof of identity since a threshold number must
be corrupted� Similarly� I represents a threshold group of issuers� We assume a
threshold communications infrastructure such as in the Intrusion Tolerance via
Threshold Cryptography �ITTC� project as described in ���	� Threshold cryp�
tography was introduced by Desmedt and Frankel in ��	�� Thus� signatures and
decryptions performed by these groups are all threshold group actions� It is pos�
sible to formally represent such group actions and communications within an
ordinary protocol description ��
	� We do not address such representation in this
paper�

��� GUP Registration and Issuance

The following protocol describes the interaction between an individual� the reg�
istrar group and the issuer group�

M�� C � R � public name�C�� Proof of public name�C�
M�� R � C � nonceR
M� C � R � fK�GUP�C��� bnonceRcK��

GUP �C�
gK�I�

M�� R � I � fbtimeR�nonceR� fpublic name�C�gK�E�

fK�GUP�C��� bnonceRcK��
GUP �C�

gK�I�cK��
R

gK�I�

M�� I �C C � btimeI �GUP�C��K�GUP�C��� expire timeIcK��
I

In Message �� the customer provides the registrars with proof that he is the
bearer of his public identity� As we noted above in the high level overview� this
proof might take the form of face�to�face presentation of valid credentials� such as
a passport� Or� it might be take the form of presentation of a digital signature
and a current certi�cate from an authoritative issuer� In the latter case� care
must be taken to con�rm that the o�ered proof is fresh� etc� We do not attempt
to represent the speci�cs here�

In Message �� the registrars send the customer a nonce� This will be signed by
the customer to prove that he possesses the private keyK��

GUP�C�
to prevent him

from trying to register someone else�s public key for himself �which would allow
him to get credit for the other principal�s activities�� Note that K�GUP�C��
appears in the protocol prior to the issuance of the GUP� This is simply for
notational convenience� The GUP is randomly generated by the issuers to ensure
uniqueness�

In Message � the customer proves his public name to the registrars� We as�
sume that this proof is bound to the entire request in the message� The customer
may physically show up at each of the registrars and provide physical proof of
identity� or the customer may prove his identity by means of a digital signature
if this is a generally available means of proving identity� The customer also pro�
vides public signing key associated with the GUP and a signed nonce in response
to the registrar challenge� These are encrypted for the issuers�
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In Message �� after verifying the public name of C� each registrar forwards
the request to the issuer group� This message contains the time of the registrar
request� the nonce used to challenge the client� and the public name of the
customer threshold encrypted under the escrow key� In the same message� the
registrar forward the encrypted component supplied by C�

Upon receipt of Message �� the issuer group uses the encrypted string of
the public name to verify that the public name has not already been issued a
pseudonym� It also checks that the signature on the nonce corresponds to the
public key provided by the customer� that signed nonce is the same as that
provided by the registrar� and that the time stamp of the message is recent� The
issuer group stores the following�

btimeI�GUP�C�� fpublic name�C�gK�E��K�GUP�C��� expire timeIcK��
I

Thus� in order to look up whether a given individual has registered and what
GUP and key he has on �le� it is necessary for a threshold number of issuers
to cooperate� �Note that despite the appearance of implicit notational overload�
there is no mathematical relation between the public encryption key of the issuer
group K�I� and the private signature key of the issuer group K��

I
� Note also

that the threshold necessary to decrypt these stored data can be di�erent from
that necessary to form the signature�� The public name of C is stored public	key
encrypted for an escrow authority� Should it be necessary to determine the public
name of the individual associated with a particular GUP this can be done with
the cooperation of the escrow authority� The issuers also initialize the validator
database for the issued GUP by sending the following�

I � V � fGUP�C�� time of last updategK�V�

This message is threshold encrypted for the validator group� That means
that a threshold number of issuers is necessary to encrypt it� Validation will be
explained shortly�

In Message 
� the issuer group creates a certi�cate containing the time of
the certi�cate issuance� the globally unique pseudonym� the pseudonym public
key� and the expiration time of the certi�cate� This certi�cate is returned to the
client� via an anonymous channel�

This protocol issues only a signature	key certi�cate associated with a GUP�
If needed� a separate �or combined� certi�cate for a public encryption key could
easily be included in the protocol�

��� GUP Validation

GUP certi�cates can be validated using traditional approaches� In essence� one
needs to obtain a timestamped assertion ��� indicating that the referenced cer	
ti�cate is adequately fresh� As with the issuers and registrars of the registration
and issuance protocol� we assume a threshold group of validators if there is con	
cern about compromised validators� Even if needed� the validator group would
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This protocol is fairly similar to that for issuance of the GUP itself� The
main di�erence is that the checks� what is stored� and what is sent to the valida�
tors now associates�checks attributes against a GUP and public ID rather than
associating�checking a GUP and GUP key against a public IDs�

Alternatively attributes might be issued without enabling registrars to pro�le
who has registered� i�e�� without public names� For example� if compiling attacks�

are not at issue� or if there are methods to counter them� e�g�� appropriately
con�gured smart cards� then simple bearer authentications of� e�g�� some local
activity or locally veri�able property can be put in certi�cates �not bound to a
GUP unless you use a smart card and count that as the GUP��

��� Validating GUP�Attribute Certi�cates

Validation of GUP�attribute certi�cates is virtually the same as the validation of
GUP certi�cates themselves� The only di�erence is that the attribute validators
�i�e�� VA� store and compare

h�GUP�C��� attribute type � time of last update�h�GUP�C��� attribute type�

��� Server Speci�c Pseudonyms

We now describe a protocol for issuing server speci�c pseudonyms� We can en�
force the property that the client is unable to get more than one identity for
use with a server� A collusion between the merchant and the issuer is unable to
reveal which client is accessing the service� Also� the protocol has escrow abil�
ities whereby� given a client identi�er� one can get assistance from an escrow
authority to revoke access by the client� Alternatively� the escrow authority can
recover the identity of a malicious client given misbehavior using an access key�

We use over�lining to indicate blinding	 e�g�� 
X� refers to the result of blinding
X � for use with the appropriate signature key� E represents the entity trusted to
uncover the keys associated with the new pseudonyms�

M�� C �C IA 	 fGUP attribute cert�� � � � �GUP attribute certm�

bRequest Merchant Pseudonym 	 M � K�

�h�K�C�M��� expire time�� fGUP�C��K�C�M��gK�E��� � � � �

�h�K�C�M�n� expire time�� fGUP�C��K�C�M�ngK�E��cK��
GUP�C�

gK�IA�

M��� IA �C C 	 fchallenge 	 eingK
M��� C �C IA 	 fexpire time�K�C�M�ei� � � � � �K�C�M�ein��

gK

M��� IA �C C 	 f�h�K�C�M�ein � expire time��IAgK

� Compiling attacks are characterized by creating a pro�le compiled from multiple

attributes obtained illegitimately�
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In message M��� the client requests a merchant pseudonym for merchant�
M � from some gatekeeper� IA who insures that merchant access policy� e�g��
one�per�customer� or authorization to access only one merchant of a given group
of merchants� is satis�ed� The client� thus� also includes any attribute certi��
cates necessary to obtain a pseudonym for the speci�c merchant� Also included
in the message is a session key� and tuples of a� blinded hashes of proposed cer�
ti�cates containing public keys and expiration times� and b� escrow elements�
The escrow elements consist of a binding between the proposed public key and
the GUP of the requesting entity� We assume that expiration times are cho�
sen with course enough granularity to preclude associating them with any run
of the server speci�c pseudonym issuance protocol� Next� in message M��� IA
challenges C to reveal all but the one certi�cate� In message M�	� C responds
with all the proposed keys except for the one� The issuing authority veri�es the
correct construction of the proposed certi�cates and escrows� If all is in order�
in message M�
� it signs the remaining blinded certi�cate and returns it to the
requesting entity�

To use this certi�cate� the client unblinds it and authenticates knowledge of
the corresponding key when talking to the server�

� Global Anonymous Attributes

We now give a brief overview of our second main development� Our basic ap�
proach consists of the steps of�

� Issuing Multi�group Attribute Certi�cates� Issuing attribute certi�cates by
attribute issuing authorities using the Ateniese�Tsudik scheme where each
joined group uses the same private key� �This private key serves as a respon�
sibility secret for the entity��

� Issuing Tickets� Issuing short�lived serial number tickets by attribute issuing
authorities �in a manner that escrows the relationship between the GUP and
the serial number ticket��

� Validating Tickets and Knowledge of Group Keys� Checking the validity of
short�lived tickets by merchants and validating knowledge of group member�
ship keys�

� Revising Group Keys� Updating group keys periodically to ush out entities
having invalid group keys�

� Revoking Tickets� As an option� tickets can be revoked� cancelling even fairly
recent authorizations�

Because our focus is to allow a single individual to prove multiple varying
distinct attributes our discussion is in terms of multi�group signatures� How�
ever� the approach is largely independent of the speci�cs of the group signature
scheme� It should thus be generally applicable� for example� to those mentioned
in the introduction� Note that� unlike other schemes for anonymous group mem�
bership� we can restrict continued operation of a particular group member by
not issuing additional tickets�
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In message M��� IDc requests to become a member of an attribute group
for which IA is an authority� In message M��� IA responds with a nonce and
public key information concerning the attribute group� In message M��� IDc

proves it should be a member of the attribute group by showing its attribute
certi�cate �from our earlier GUP protocol or something similar from some more
traditional certi�cate authority�� Also� IDc provides information concerning its
private key for joining the group� Finally� following 	�
� IDc must prove that
they use the same secret for both the user certi�cate and attribute membership
by proving equality of two double discrete logarithms� This is represented by
KP��g�n���g��n����x� where �g� n� are the parameters for the user certi�cate and
�g�� n�� are the parameters of the attribute group� In message M��� IA issues the
information needed by IDc to join the group�

��� Issuing Tickets

The process of issuing tickets is similar to that of issuing server speci�c pseudo�
nyms in Section ��

M��� C �C IA �
fbT icket Request� K� �h�S�� expire time�� fIDc� S�gK�E��

�� � � � �

�h�Sn� expire time�� fIDc� SngK�E��
ncK��

IDc

gK�IA�

M�� IA �C C � fchallenge� �ei�� � � � � eij �gK
M��� C �C IA � fexpire time� Si� � � � � � SijgK
M��� IA �C C � f	h�Sin�j � expire time�
IA � � � � � 	h�Sin � expire time�
IAgK

In message M��� C submits a ticket request containing n blinded witnesses
to a �su�ciently large� random number and expiration time� �The ticket issuer
can require �fresh� entropy of her choosing as input to the selection of the
random serial number� However� the resulting number must still be su�ciently
random from the issuer�s perspective�� This message also contains the proposed
serial number and user identi�er encrypted under the public key of the escrow
authority� E � The serial number is chosen at random from a su�ciently large
space that it is computationally infeasible for one to obtain the serial number by
re�encrypting guesses under K�E�� In message M�� IA challenges C to reveal
all but n � j of the blinded commitments for the issuance of n � j tickets� In
message M��� C reveals the serial numbers and blinding factors for a subset
�i�e�� j� of the candidates� Due to n being adequately large with respect to j�
IA veri�es that with high probability only tickets with correct serial numbers
and identi�er have been submitted� This is done by verifying the blinded hash�
and encrypting the serial numbers and identi�ers under the key of E � In message
M��� IA signs the remaining blinded tickets and returns them to the C�

Should IDc be revoked from the system� the serial number of tickets issued
to IDc can be revealed by E decrypting the escrowed tuples �e�g�� fIDc� SgK�E���
We have included revocation for full generality� however� because tickets have
a short lifetime� it may be considered unnecessary� If so� the protocol can be
simpli�ed and escrow eliminated�
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��� Redemption

We give an example session of how a customer might prove he is a valid attribute
member to some merchant�

M��� C �C M � fK�Service RequestgK�M�

M��� M �C C � fRequired Attributes � AgK
M��� C �C M � fSm� expire time� �h	Sm� expire time
�IA �KP 	x
gK
M��� M �C C � fService GrantedgK

In message M��� C requests service from M and establishes a session key�
K� In message M��� M indicates the required membership attributes for the
service request� In message M��� C provides the serial number� expiration time
and the corresponding unblinded ticket 	signed by the issuing authority for the
required attribute
� Also� C proves knowledge of x corresponding to membership
of the attribute group� Upon receiving this message� M checks the signature on
the ticket and checks that the ticket has not been revoked� This check can be
performed by many of the traditional methods for checking revocation of certi�
cates� Also� it veries C�s knowledge of x proving membership to the required
attribute group� Assuming all checks pass� the merchant grants the service in
message M���

� Security Properties� Security Goals� and Trust

Assumptions

In this section we summarize trust assumption for our protocols and dene
security properties relating to proling� We go on to discuss which of these
properties are goals of the various protocols�

Summary of Trust Assumptions A summary of the basic trust assumptions of
the protocols are as follows�

� The clients trust each registrar to protect the condentiality of the client
identity� An untrustworthy registrar can collude with the issuer to reveal the
association of the user identity with the pseudonym�

� The issuers trust a threshold of registrars to validate the identity of the
clients� An untrustworthy threshold of registrars could manufacture bogus
identities�

� Merchants trust the system of registrars� issuers� and validators with enforc�
ing the basic system goals of a
 one globally unique pseudonym per entity�
and b
 accurate GUP and multi�group signature attributes�

De�nition of Security Properties Proling properties are as follows�

Attribute Pro�le� One or more attributes associated with a 	possibly pseu�
donymous
 principal�
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Transactional Pro�le� One or more actions associated with a �possibly pseu�
donymous� principal�

Locational Pro�le� One or more servers associated with contact by a �possibly
pseudonymous� principal�

Local Pro�le� Any of the above pro�les� singly or in combination� in connec�
tion with a single server �merchant��

Distributed Pro�le� Two or more local pro�les linked to the same �possibly
unknown� principal�

For the following discussion we assume that the cardinality and use of at�
tribute groups is such that principals cannot be uniquely identi�ed �even pseudo�
nymously� by intersecting attribute groups in any way� Discussion of degrees of
anonymity that can be speci�ed by such considerations can be found in ��	
� The
relationship between the above pro�ling properties and the security de�nitions
in ��	
 is the topic for ongoing work�

We now give security goals of our various protocols using the properties
de�ned above� We also brie�y summarize the trust assumptions of the protocols�
We leave precise arguments that they are satis�ed for an expanded paper�

Goals of GUP issuance and GUP attribute issuance� The following properties
are goals for both GUP issuance and GUP attribute issuance�

� One and only one GUP per individual�
� One and only one GUP key at a time per individual�
� No attribute pro�ling by fewer than threshold many attribute issuers�
� Only a threshold number of GUP issuers or GUP attribute issuers can asso�

ciate a GUP and�or GUP key with a principals public name�

In our protocols� no registrar sees the GUP� And any server �e�g�� merchant�
that sees a GUP cannot associate it with a public name� The salt in the GUP
issuance and GUP�attribute issuance protocols prevents registrars individually
or collectively from making dictionary attacks on this association�

Goals of multi�group attribute issuance� The following properties are guaranteed
by the use of multi�group signatures�

� No attribute pro�ling by fewer than threshold many attribute issuers�
� Only one attribute value for any attribute type at a time per individual�
� Particular server speci�c pseudonym issuance policies can be enforced� for

example� one�to�a�customer�

Goals of Server Speci�c Pseudonyms� and�or Multi�group Attribute Proving�
The following properties are provided if clients use server speci�c pseudonyms�
prove multi�group attributes at servers� or a combination of both�

� No distributed transactional pro�le by anyone� Neither colluding merchants
nor colluding merchants and attribute issuers are able to form a distributed
transactional pro�le� However� local transactional pro�ling may occur�
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� No distributed locational pro�le by anyone� Neither colluding merchants nor
colluding merchants and attribute issuers are able to form a distributed
pro�le of which sites a principal visits�

� No distributed attribute pro�le by anyone� Neither colluding merchants nor
colluding merchants and attribute issuers are able construct a distributed
attribute pro�le�

Also for Multi�group Attribute proving we have�

� No local transactional pro�le by anyone�
� No local locational pro�le by anyone�

These properties are not provided if clients use basic GUPs at servers instead
of multi�group certi�cates� Note that ordinary Chaumian pseudonyms provide
protection against distributed transactional pro�les� except the transactions of
registration itself� assuming this must be authenticated� Likewise locational pro�
�ling and attribute pro�ling are not protected by Chaumian pseudonyms�

All of these properties are part of the GUP protocol� However� there is also
only one embedded secret per individual enforced by the multi�group user cer�
ti�cate issuance� And� the attribute value and server speci�c policies can also be
enforced for the multi�group case� Although we did not set out a server speci�c
multi�group issuance protocol� it is a fairly straightforward use of multi�group
attribute memberships�

� Principals cannot generate pseudonyms or multi�group memberships�
� Principals cannot get credit for attributes they do not hold�
� Principals cannot get credit for another�s attributes or behavior�
� Principals can get credit for their own attributes and behavior�

The only way to obtain a new GUP is through the GUP issuance protocol�
which requires unique proof of identity to a threshold group of registrars� The
multi�group issuance protocol makes use of either a GUP or another form of
unique ID to initiate� Also� the scheme in ��	 makes some modi�cations to the
basic Camenisch�Stadler approach to preclude the construction of new group
members by even collaborating valid group members� Even if this were not ad�
equate� the inability of the group members to obtain new tickets 
unless they
contain the escrowed identity 
or GUP� of the valid member principal who signed
the ticket request� would make the multi�group membership unusable� For sim�
ilar reasons� principals cannot obtain attribute certi�cates for attributes that
they do not possess� It is impossible to get credit for any attributes or behav�
ior without possessing either a GUP signature key or a �responsibility secret
that proves unique multi�group membership� Thus� one can only get credit for
another�s activity with the other�s direct cooperation� One cannot get credit
for behavior done in the multi�group scheme 
because there is no associated
pseudonym�� One can obtain pseudonymous credit for any attribute or behav�
ior authenticated by one�s GUP key� For local behavior� one can get credit for
activity conducted under a server speci�c key� For more global credit� one can
reveal the escrowed GUP in any given server speci�c pseudonym�
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Many of the above properties were largely possible due to our validation
and revocation techniques � particularly that of using tickets� However� such
techniques are not completely secure� As with any revocation� there is a window
of failure based on any non�zero freshness policy� A window of vulnerability
occurs from the point where an entity is no longer authorized to be a member of
a group and ending when the group key is updated� Herein� the entity may be
able to use another entity�s ticket� However� there is some vulnerability to the
loaning entity since her identity is embedded in the escrow of the ticket� Thus
she may not be completely at ease loaning out the ticket�

� Conclusion

We have presented mechanisms for clients to maintain �ne�grained anonymity
control �including pro�le freedom� over various styles of private pro�le infor�
mation while enabling merchants to authenticate the accuracy of information
provided� In so doing� we have also introduced a mechanism to permit an in�
dividual to prove that it has been recently authorized to use a given group
signature while still not revealing its identity�
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1.   Background 

In January of 1999, after four years of discussion and debate, the Public-Key 
Infrastructure (PKIX) working group of the IETF finally published its Internet X.509 
Public Key Infrastructure Certificate and CRL Profile (a.k.a. “PKIX Part 1”) [RFC 
2459] as a Proposed Standard. Lack of a formal standard, however, did not deter 
individual software vendors from deploying products embodying their own 
interpretations of what would be in compliance with the end result of the working 
group. This market urgency has created a situation in which major “PKIX” software 
products “basically interoperate,” in that they agree on the message formats, but they 
do not necessarily “fully interoperate.”  In the best case, they ignore anything their 
processing engines do not understand; in the worst case they simply fail.  

PKIX Part I is not an uncontroversial standard; the army of critics opposed to it 
continues to grow, drawing its strength from members of the crypto community, 
software developers, and even early adopters of the technology.  The objections of the 
crypto community focus on why certificate contents were emphasized in lieu of 
public/private key pairs. Developers found the PKIX drafts and resulting RFC too 
vague in important implementation details like certificate chain validation and 
completely absent of practical details such as how to share private keys across 
applications. Early adopters, like most technology pioneers, were frustrated that PKI 
solutions from different vendors were not interoperable in any meaningful way. In 
hindsight it was unreasonable to expect such it, as each implementation attaches 
different semantic meaning to the signed data.  Nothing in the standard prohibits 
application-specific semantics; in fact, some alert software vendors and service 
providers viewed PKIX’s omissions and ambiguities as opportunities to stake their 
own claims on the nascent infrastructure. The result is a patchwork of functionality; 
phone companies in different countries that haven’t come together yet to provide 
international service.  

                                                           
* The opinions expressed in this paper are those of the authors and are not necessarily those of 

Microsoft Corporation.  
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2.   PKI Options: PKIX and Signed XML 

Demonstrably, PKIX-based products work well in “closed” single-vendor 
environments. For example, PK-enabled line-of-business applications work within an 
enterprise and between well-defined trading partners.  It is also true that SSL/TLS 
authentication using server certificates is the backbone of electronic commerce on the 
World-Wide Web today. The problems with PKIX surface during attempts to glue 
together multiple PKIs between corporations and across the loose federation of 
Certification Authorities and certificate users on the Internet.  

Why have software developers and users encountered interoperability problems 
when attempting to use the PKIX standard? One school of thought blames PKIX’s 
problems on its X.500 heritage and its core tenet of “names-as-principals.”  Others 
argue that too much of the standard depends upon out-of-band communication and 
agreement for interoperability to be practically achievable. A third camp simply 
believes that portions of the standard (as published) are under-specified and that 
PKIX incorrectly deferred solving the truly difficult problems in this space.    

The first type of criticism commonly leveled against PKIX takes the standard to 
task for baggage it inherited from X.509 and the entire X.500 model.  To these critics, 
the PKIX standard is fatally flawed because, like X.509, it believes that the central 
pieces of information in a PKI are the names for assigned to entities (e.g. the 
“distinguished names”) and not public/private key pairs.  These critics argue that the 
keys need to be the principals, not the names, because it is the key pairs that “make 
statements” by performing digital signatures.   Various names may be associated with 
key pairs, not the other way around. [SPKI] The name-based theology is so deeply 
rooted in PKIX1that the standard forces applications to build certificate chains and 
make trust decisions based solely on names, even in environments where 
public/private key pairs are the principals2.  

A second criticism often directed at PKIX concerns the amount of a priori 
information that needs to be exchanged “out-of-band” between communicating 
parties.  For example, consider a “server-authenticated” SSL connection in which a 
server uses PKIX certificates to prove ownership of a particular public/private key 
pair.  To accomplish this the server is required to send an entire certificate chain to the 
client (with or without a root); the public/private key pair at the “bottom” of the 
chains then used to encrypt his contribution to a shared pre-master secret3. The client 

                                                           
1  PKIX Section 4.1.2.4 states that the issuer field identifies the entity that has signed and issued 

the certificate.  The issuer field MUST contain a non-empty distinguished name (DN). 
2  As it turns out, name-based chaining is currently the most common linking technology and it 

is also the one most likely to fail on the web. One reason for this is that an issuing certificate 
authority has total control over the name field in a certificate; it may bind any name it 
chooses to the requestor’s public key.  (For example, in the presence of name duplication the 
issuer may rewrite later requests to have non-conflicting names.)  Further, there is no current 
technical mechanism to compare names in two different language encoding2.  In addition, 
name-chaining requirements force subsequent authorities that issue “peer” certificates for 
public keys to use the names chosen by the authority that issued the first certificate.  These 
restrictions thus prohibit applications from otherwise accepting cryptographically valid 
certificate chains. 

3  Note that with DSA certs, the D-H ephemeral is computed 
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must then build a valid chain of certificates terminating in a trusted root. Just exactly 
how that trusted root gets trusted is unspecified but assumed to be through some 
secure, out-of-band, information exchange. In practice, software vendors have yielded 
to customer pressure and “baked in” certain root keys as “pre-trusted” in their clients 
and servers. While this approach makes the user experience seamless for most SSL 
sessions, it merely shifts the responsibility for designating and managing trusted roots 
to the relying party. Unfortunately, the “relying party” is not always the appropriate 
entity to be making these decisions (consider a third-grade student using a browser to 
research dinosaurs).  Alternatives are certainly possible – we can easily envision 
something like a network of ethical root repositories – but what would be the 
underlying economic model to support such a service?  

While the set of implicitly trusted root keys that an application will accept as the 
root of a certificate chain is perhaps the most prominent piece of “out-of-band” 
information necessary to make PKIX work, communicating parties need agree on 
much more before they can leverage all of PKIX.  In particular, parties that want to 
use their own certificate extensions, signature algorithms, or even custom name 
components must first agree on the object identifiers (OIDs) that will be used to 
identify them.  These OIDs are simply dotted strings of numbers; they contain no 
semantic information or pointers to semantic content.  If an application reading a 
PKIX certificate does not have a priori knowledge of the meaning of an extension 
represented by a specific OID, there is absolutely no way for the application to gain 
that knowledge “on the fly.”  The use of semantic-free OIDs, a by-product of the fact 
that X.509 and PKIX Part 1 are specified using ASN.1, prevents PKIX-compliant 
applications from “learning” new semantic information over time.  

A more serious indictment of PKIX, however, is its failing to address the real-
world infrastructure issues required to underlie high-value financial transactions. 
RFC2459 glosses over the process of certificate revocation, specifying only a 
“certificate revocation list” startlingly reminiscent of the 1970’s “credit card recovery 
bulletin.”  To be fair, the PKIX working group recognized the limitations of CRLs in 
availability and latency and responded with a status checking protocol [OCSP].  There 
is a presumption in the PKIX protocols, however, that revocation data will be shared 
amongst issuers or with an aggregator. Such sharing may have been a realistic 
expectation when the number of issuing authorities was still in the dozens, but may 
not be feasible when millions of entities issue certificates. For credit cards, the 
solution was obvious: centralized on-line credit authorization. Such a centralized 
approach is a poor match for PKIX however as since credit card issuers  (unlike 
certificate authorities) are subject to regulation and shared a common financial risk.  

Finally, if the PKIX standard is to be deemed guilty of spending too much effort on 
syntactic issues and deferring work on the difficult semantics problems, then arguably 
the most significant area that PKIX fails to adequately address is the issue of policy. 
Oddly, the most prominent stated improvement of X.509v3 over RFC1422 was the 
inclusion of policy extensions and policy mappings to replace PEM’s notion of a 
policy CA (PCA)[PEM]. While the underlying premise – that CA’s and relying third 
parties would want to coordinate issuance and acceptance policies – makes sense, 
implementers got too entangled in basic representation issues. Policy extensions and 
policy mappings are not yet being used significantly by software for modifying trust 
decisions. In the current generation of PKIX-supporting products, the only policy that 
is applied involved which particular fields within certificates are recognized by the 
software and have influence over its path discovery algorithm.  
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So, should we expect the PKIX standard to evolve and just be patient while 
improved implementations follow? Or is PKIX, as it stands today, simply the wrong 
platform to use for public key infrastructures?  What possible alternatives exist to 
PKIX, are those choices viable, and how soon could a better-fitting standard have 
market impact?   

At present, the only serious potential challenger to PKIX is a digitally signed XML 
standard, which is the current work effort of a combined W3C-IETF working group 
[Dsig]. A signature standard for XML elements would by its very nature have 
advantages over PKIX.  Foremost, the target audience for this standard is anyone 
involved in Web-based information exchanges  (including web developers, 
businesses, and consumers), and for this Web-based group, universal connectivity is 
assumed to exist. While the stated goal of the current working group is “to develop an 
XML compliant syntax used for representing the signature of Web resources and 
portions of protocol messages (anything referencable by a URI)” [Dsig], it is not a big 
leap to envision a new flavor of public key infrastructure with roots in signed XML. 
Specifically, signed XML can provide a lightweight signature and verification 
methodology that encompasses signed documents, forms, transactions, and messages 
on the web.  

Another advantage of an XML-based signature syntax is that is allows the signed-
object standard to be cleaner and avoid many of the special-purpose syntactic 
structures present in PKIX certificates and CMS messages.  For example, CMS-like 
“signed attributes”   (and unsigned attributes) are completely unnecessary and 
obsolete in an XML-based signature standard, as an XML structure specifies semantic 
information on its face.  Semantic modifiers, carried as attributes in CMS, become 
first-class objects in an XML world4. Without question, it will take some time for 
developers familiar with PKIX and its brethren to become comfortable with XML and 
its model for digital signatures.  

The most interesting aspect of the signed XML work so far, though, is its 
underlying design philosophy. Unlike PKIX’s dependency on certificate extensions to 
provide semantics for related signatures, XML digital signatures are designed to 
leverage unique properties of the web to convey semantic content.  For example, 
signed XML uses Uri’s (pointers to resources) and transformations (operations upon 
objects like XPointers and XSL) to indicate that the signer’s intent is to sign the 
transformation of a document rather than the native document.  The obvious 
advantage to this approach is that fine-grained semantics can be derived from an 
atomic signed document.  Furthermore, the XML signature standard does not mandate 
                                                           
4  As a concrete example, consider one common argument presented for signature attributes: the 

notary scenario.  In this scenario a notary “attests” as a witness to a signed document and 
signature by adding details such as “checked driver’s license at this time/date” as signed 
attributes to the base signature and then applying his signature to the combination (base 
document, original signature, added attestations). Using the XML digital signature syntax, a 
notary does not "sign" the base document.  Rather, he signs a new document that includes 
four elements: (1) a "base" document, (2) customer's signature object on base document, (3) 
a time-related object (perhaps something like a Surety timestamp object), and (4) other 
semantic statements made by the notary. Together, the notary then signs this compound 
object, which has its own type and semantics.  The semantic meaning of the notary-signed 
object is clear from its type and contents, and the signed statement stands on its own, 
independent of the customer's signature object (2) referenced inside. 



Panel: Public Key Infrastructure: PKIX, Signed XML or Something Else?      331 

a particular form of trust determination on implementing parties (e.g. certificate chain 
validation); trust determinations are left entirely to application policy.  The drawbacks 
of signed XML include, of course, its lack of maturity and its “web-centricity.” 

Ultimately, what may prevail are not PKIX or XML signatures exclusive of one 
other but rather some hybrid of these two technologies.  The interesting questions, 
therefore, becomes those of timing and market acceptance and, to a much smaller 
extent, technology.  
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Abstract. Financial Cryptography is substantially complex, requiring
skills drawn from diverse and incompatible, or at least, unfriendly, disci-
plines. Caught between Central Banking and Cryptography, or between
accountants and programmers, there is a grave danger that efforts to
construct Financial Cryptography systems will simplify or omit critical
disciplines.
This paper presents a model that seeks to encompass the breadth of Fi-
nancial Cryptography (at the clear expense of the depth of each area).
By placing each discipline into a seven layer model of introductory na-
ture, where the relationship between each adjacent layer is clear, this
model should assist project, managerial and requirements people.
Whilst this model is presented as efficacious, there are limits to any
model. This one does not propose a methodology for design, nor a check-
list for protocols. Further, given the young heritage of the model, and of
the field itself, it should be taken as a hint of complexity rather than a
defining guide.

Introduction

Financial Cryptography is substantially complex [1]. For a field that is nominally
only half a decade old, by some viewpoints, it is apparent from the implemen-
tation work that has been done that many more aspects were involved than
envisaged by early pioneers.

Financial Cryptography appears to be a science, or perhaps an art, that sits
at the intersection of many previously unrelated disciplines:

– Accountancy and Auditing
– Programming
– Systems Architecture
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– Cryptography
– Economics
– Internet
– Security
– Finance and Banking
– Risk
– Marketing and Distribution
– Central Banking

[2].
At such a busy juncture of so many distinctive bases of knowledge, problems

are bound to arise. Not only the inevitable confusion and wasted resources, but
the difficulty in acquiring technical, management and marketing talent that can
comfortably work in the field is an issue.

As a preliminary step to the better understanding of Financial Cryptography
projects, it is often of some interest to structure these disciplines into models
that aid dialogue, comparisons and decision making.

This paper presents one such model that attempts to describe the field in an
introductory manner, as a preamble to greater learning. In this model, the terms
Finance and Cryptography are stretched out in order to reveal the disciplines
that might have been hidden within the name.

Of course, no one model can plausibly cover the depth and breadth of a
complex subject. The intent of this present model is to allow the reader to
conceptualise the entire field, identifying the relationships of the disciplines,
without spending too much time on the detailed nature of each component.
Depth is sacrificed for breadth.

The 7 Layer Model

This paper introduces a 7 layer model, akin to the Open Systems Interconnect
Reference Model of networking fame, as shown in Figure 1 [3, 4]. In this model,
Finance and Cryptography are stretched out, revealing five more areas of inter-
est.

An advantage of this model is traversal from the technical to the application,
giving major stakeholders easy points of entry.

We can start at the top, the Finance layer, and work top-down; this is a
process of mapping requirements and following them down into lower layers.
This might be the place to start if engaged in high-level application discussions.

Or, we can start at the bottom, the Cryptography layer, and describe tool
kits to offer the higher layers. From ever more sophisticated lower layers, we can
build our way up to offering a smorgasboard of options to the all-encompassing
financial applications layer.

Here, we choose a descriptive presentation that traverses bottom-to-top.
Later, an example is presented in the reverse order, top-to-bottom.
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7. Finance Applications for financial users, issuers of digital value, and
trading and market operations

6. Value Instruments that carry monetary or other value.
5. Governance Protection of the system from non-technical threats.
4. Accounting Framework that contains value within defined and manage-

able places.
3. Rights An authentication concept, with ownership allocated to unit-

value, and methods of moving unit-values between unit-
identities.

2. Software Engineering The tools to move instructions over the net, and hold numbers
and information reliably constant on nodes.

1. Cryptography Mathematical techniques to state certain truths that could
be shared between parties for passing value.

Fig. 1. Financial Cryptography in 7 Layers

Cryptography

At the bottom is Cryptography [5]. To some extent, the pure science domain
of cryptography solves problems in a mathematical sense only, but it delivers
useful properties, including:

– Confidentiality – encryption algorithms
– Integrity – hashes and message digests
– Authentication – digital signatures, hash chains

Cryptography also can solve special problems, when correctly formulated [6].
For example, how can Alice sign a statement of Bob’s without being aware of
the contents of the statement [7]?

Software Engineering

It takes Software Engineering, layer 2, to usefully benefit from the properties of
cryptography. We draw from database theory (atomicity, transactional integrity
and recovery) and networking theory (feedback and idempotency) in order to
add such properties as reliability and robustness in the face of network and nodal
unreliability, or, designed unavailability such as smart cards and handhelds [8,
9].

Software engineering provides us with a practical network. We can talk about
sending a message across an open network and know that a message will even-
tually get to the addressee. With the integrity techniques of the previous layer,
we can know that the information received by the addressee is as intended by
the addressor. By using the specialised sequences of database theory, we can
preserve the integrity of the messages over time, in the face of software and
hardware failure.
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Rights

With both cryptography and software engineering providing a network upon
which we can rely, we can think about distributing messages that are designed
to Financial Cryptographic purposes [10]. In the Rights layer, we are looking for
a protocol that provides a user with control over assets, in an unequivocable,
determinable fashion [11]. Techniques aimed at achieving this include:

– Identity-based systems, such as those operated by banks. Generally, such
systems are based on the supply (to an existing account holder) of an ac-
count number and password that can access the user’s account via an SSL-
encrypted web page [12].

– Token Money that emulates the bearer cash instruments with which con-
sumers are familiar [13].

– Transport mechanisms for other payment systems, such as the use of SSL-
based systems to carry credit card information.

– Hybrid systems, that eschew emulation in favour of bottom-up solutions
more in tune with the power and limitations of the network. For example,
SOX is such a system, presented in the next section [14]. A variation on this
theme of environmental empathy, the E language is built from powerful ca-
pabilities concepts, and can thus be easily turned to Financial Cryptography
[15].

– Hardware-based solutions, such as smart cards [16]. Although this is not an
exclusive list [17, 18].

Accounting

The previous layers provide methods reliable enough to be used for passing
something of value, which we call rights, over an otherwise unsuitable network.
Now, we need the techniques of Accounting in order to store and manage rights
over time, To financial cryptographers, accounting is a mundane field, and it has
perhaps been attractive to ignore it, but experience shows that systems without
conventional accounting features tend to lose the value entrusted to them.

The techniques of the accounting discipline include double-entry bookkeep-
ing, balance sheets, and the accounting equation [19]. Accounting concepts per-
mit builders of Financial Cryptography systems to build complex systems that
guarantee not to lose value as long as everyone follows the rules; and to efficiently
identify where the rules are not followed.

The above layer, Rights, defines what needs to be accounted for. As an exam-
ple, the most basic method would be token money. An accounting model based
on tokens or coins would need a simple store of coins for the client. The server
would be more complex, requiring an account for unissued value, a float account,
and a double spend database that matches the float amount [20].

Governance

Once there is a guarantee that the digital amounts – the accounting numbers
– under management can be securely passed over the net, and stored on nodes
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safely, we need to cast our view wider to threats outside the technical domain
[21].

In any working technology, whether it be trading or cash purchasing, the
threat of theft or abuse exists from parties who are trusted to manage the system.
This problem, known as the agency problem, can be overcome with a wide variety
of techniques that here I will label governance [22].

Governance includes these techniques:

– Escrow of value with trusted third parties. For example, funds underlying a
dollar currency would be placed in a bank account.

– Separation of powers: routine management from value creation, authentica-
tion from accounting, systems from marketing [23–25].

– Dispute resolution procedures such as mediation, arbitration, ombudsmen,
judiciary, and force [26].

– Use of third parties for some part of the protocol, such as creation of value
within a closed system.

– Auditing techniques that permit external monitoring of performance and
assets [27].

– Reports generation to keep information flowing to interested parties. For
example, user-driven display of the reserved funds against which a currency
is backed [28].

As technologists, we strive to make the protocols that we build as secure and
self-sustaining as possible; our art is expressed in pushing problem resolution into
the lower layers. This is an ideal, however, to which we can only aspire; there
will always be some value somewhere that must be protected by non-protocol
means.

Our task is made easier if we recognise the existance of this gap in the
technological armoury, and seek to fill it with the tools of Governance. The design
of a system is often ultimately expressed in a compromise between Governance
and the lower layers: what we can do in the lower layers, we do; and what we
cannot is cleaned up in Governance [29].

Value

With a system that provides internal and external stability and security, we are
now in a position to assign value to the structure. By value, we mean the unit of
account, the meaning of that unit, and the range of numbers that are applicable.

For example, a Value layer might ascribe any one of the following to the
virginal numbers of lower layers:

– US dollars with a transaction range of 25 cents up to 500 dollars [30].
– Bonds and stock, representing tradeable assets for the purpose of raising

capital.
– Loyalty Points that can be awarded for purchase of goods.
– Public goods such as tonnes of fish, or of public bads such as tonnes of

pollution [31, 32].
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– Shares in virtual projects.
– Funny money, being internal money for corporate groups.

As the software is somewhat unconcerned about this decision, we could just
as easily used the software for any other value – but the business needs to
harmonise the security and cost implications.

We might also call this the Contract layer, as any value in electronic form is
an agreement between the holder and the owner [33]. It is here that we design
the contract that formalises the agreement between an Issuer and a user.

Finance

Finally, on top of the value layer, which provides a structure for financial trans-
actions, we can build our application. As we are concerned with Financial Cryp-
tography, it is convenient to call this last layer the Finance layer. Here, we build
an application that adds financial meaning to our designs.

In the Finance layer, we construct any and all applications that might readily
be useful to users. For example,

– Retail trading involving the purchase of goods [34].
– Investment trading of securities [35].
– Loyalty systems and Gift systems to encourage repeat business but not to

necessarily replace existing methods of payment [36].
– Markets for the fair allocation of limited public goods, such as depletable

fishing zones or pollution [37].
– Intermediation of Labour markets [38].
– Closed or limited purpose systems such as shareware sales or corporate group

accounting systems.

And many more.

An Example – The Ricardo System

In order to see the model in its descriptive role, I present an example, starting
from the Finance layer and working down, by following the roadmap of require-
ments.

In practice, the model is not a design methodology for setting and mapping
requirements, but can be used to reverse-engineer an existing design, for the pur-
poses of presentation and discussion of the mutually agreed contract between the
builders and the stakeholders. The following description reflects such a process.

Finance

Systemics, a company specialising in Financial Cryptography, built a system to
trade financial securities [39]. The Ricardo system, as an application, required
clients and servers to maintain securities, and they communicated using a value
system suitable to manage securities and cash [40].
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As trials evolved into experience, and strategic analysis of the securities in-
dustry evolved into appreciation, if not wisdom, the following primary require-
ments were built up.

Suitable for all securities,
Cheap,
Fair to all parties.

These led to many subsidiary requirements:

– There must be no arbitrary limits on the activities of parties.
– Arbitrary amounts of value to be managed.
– All can issue, trade and redeem securities.
– “nothing but net.”
– Secure.
– Real Time Gross Settlement, or RTGS.
– Minimise disputes, by eliminating failures / RTGS.
– Privacy, competition both help to keep cost down.

The following discussion concentrates on the value architecture of the Ricardo
system built by Systemics, rather than the trading aspects. However, experience
shows that trading becomes a tractable problem if the value architecture is solid.

Value

The requirements of the Finance layer result in a derivative requirement for a
Value architecture, amongst other things. This Value architecture follows di-
rectly after the Finance layer, as the former defines the scope of the security
requirements for the remaining layers.

We developed a notion of instruments as follows:

– Definition of Securities is broad:
• From small to very large value.
• Extreme flexibility in design of instruments.

– Fair. The system should:
• protect individual information, but
• reveal aggregate information to permit user auditing.
• Especially, it should reveal changes in assets.

– Cheap to operate:
• Full auditability in the event of disputes.
• No permission is required to participate.
• No assumptions are permitted with respect to the use of law or phys-

ical force (i.e., cannot rely on laws that “disallow” certain activity or
“enforce” certain contracts).

To meet many of these requirements, the notion of a contract for value was
developed [41]. This document, which we call a Ricardian contract, documents
an agreement between the holder of a security and the issuer of that security, and
provides for the flexibility requirement by allowing many and arbitrary clauses
to be included.
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It is both program- and user- readable, and is signed by the Issuer of the
instrument as a binding agreement for any holder of units of that issue. By
having a strong basis to determine the nature of the contract, in both human
and program terms, we support the auditability requirement, and we can clearly
identify the regime for resolution of disputes.

Once set in stone with a digital signature, an identifier can be allocated,
leading to efficient description in packets. Thus, this invention requires two things
of lower layers – a signature form and a unique document identifier – which are
addressed below.

Governance

Once the Value context is defined, indicating the size and nature of instruments,
we can address the Governance issues of payment systems and trading.

These are substantially complex [42]. In order to preserve systems intact in
the presence of active fraud in the non-technical domain, many disclosure and
informational duties abound. In the Ricardo system, we address the governance
layer in three main ways:

Static Governance: persistance and availability of contract.
Structural Governance: separation of concerns and ensuring that reliable
parties are employed to carry out singular elements of the protocol.
Dynamic Governance: real time auditing of the balance sheet and other key
values.

Each of these is discussed below [43].

Static Governance. In static governance, we ensure that the user has the
contract, and that all concerned know that the user has the contract [44].

In order to ensure that the Ricardian contract is always present and available
to the user, and is continuously binding to the Issuer, we take the message digest
of the document and use that message digest as the identifier of the instrument
[45].

Consider a message digest, for example,
9c7c9e7bb564224977aea8674623a37407b8f6ee being a large number of bits en-
coded in hexadecimal. The user cannot meaningfully interpret this string of ap-
parently random information, so the software (and thus, the software engineer)
is more or less forced to maintain a database that describes what the message
digest represents. As the contract is readable by software, it makes a superior
source of data than any other (such as an intermediate database that holds the
contents) and thus we can reasonably assume, to the extent that the software
can, that the user has the full contract available [46].

The system will thus ensure that, to all practical intent, the user has the
contract. This provides two cost savings, limiting both on-going support and the
likelihood of litigation [47].
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Structural Governance. Within structural governance, we consider the ques-
tion of insider fraud, the theft of both digital value within the Financial Cryptog-
raphy system and of any physical value that underlies the virtual value managed
by the system.

With any payment system, there is an ability to create new assets, or misdi-
rect existing assets, all with no more work than a few button pushes. To address
this, we use the approach of separation of concerns to address the agency prob-
lem of holding owners’ assets, but protecting them from internal attack. This
problem is normally handled by separating out management of day-to-day assets
with the creation of assets in the system, and increasing the work required for
any fraudulent transactions.

The general schema that is advised to Issuers is as follows [48]. In order to
limit the creation of value, for each issuance, a special account is designated as
the mint, or the creator of value. This account is placed in the hands of a reliable
professional source such as an accountant or lawyer, who will hopefully only have
an interest in using the account under the probity of the governance regime.

Then, a manager account is designated that receives any new float from the
mint, and also returns any redemptions.

It thus becomes the Issuer’s responsibility to ensure that the mint account is
rarely used, and then with full authorisation and wide scrutiny. Meanwhile, the
manager’s account is regularly used, but holds only limited amounts of value for
day to day requirements.

The above are general techniques that are supported within the Ricardo
system, but are as applicable elsewhere. Certain features get specific support,
such as value caps on accounts and target account limitatons.

Note how these protection techniques that we use are partly outside the
domain of the technical system. Rather than being outside scope, their discussion
here is simply a reflection of the claims that the total security of the system is a
holistic issue, and governance is the layer where we solve the security challenges
that remain after we have attempted to solve as many as possible in the lower
layers.

Dynamic Governance. Finally, in dynamic governance, we provide for moni-
toring of key values by the user community, and thus share the auditing burden.
These values can be audited in an issued currency within the Ricardo system:

– Total value of digital float: the value issued by the mint account.
– Amount currently held in the issuance manager’s account. From this account

is drawn new value to be sold, or into this account, old user value is redeemed.
– The balance sheet of the currency, which is effectively the above numbers,

and the total of user value outstanding. As a balance sheet, the total float,
minus the manager’s account, should equal the outstanding users’ total value.

– With some limitations, it is useful to provide summaries of movements such
as bought and sold values through the manager’s account, the mint account,
and number of user accounts.
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Mirroring the Governance Model. It is also worth noting that when a
currency is reserved by an underlying asset (for example, if a gold-denominated
currency had physical metal escrowed to reserve it) then the above governance
features should be mirrored for the reserves.

That is, to continue the example of gold, there should be separate parties
responsible for the ingress and egress of metal into storage, and there should be
independent verification of the number of bars currently placed in escrow.

Accounting. In order to meet the conflicting objectives of privacy and flexibil-
ity, Ricardo uses a conventional accounting model with some additional features:

– Accounts are units of allocation of ownership, and are not identities. A user
may create these on demand, and likewise dispose of them. Lower layers
must provide some mechanism for these accounts.

– Sub-accounts manage a particular form of value within an account. The sub-
account is simply the intersection of ownership authentication (the account)
with the value description (the contract).

– Transactions are movements of value from one account to another, within
the sub-account of the instrument.

– The backend accounting engine is responsible for guaranteeing that each
transaction is atomic and persistant. The result of transaction completion is
the issuance of a signed receipt.

– Each transaction settles in real time, as measured by the issuance of the
receipt.

– Both backend and client keep a list of receipts as the sub-account.
– In order to meet Governance layer requirements for open auditability, some

accounts must present balance sheets on demand, and select accounts must
be examinable.

Because of the top level requirement for cheapness, the accounting model was
designed for complete reliability, right up to the support desk level. It does this
by employing a group of non-obvious techniques:

– the Issuer backend forces the client to maintain the same data, as discussed
in the Rights layer, below [49]. This helps to reduce the frequency of the
“request for information” support call [50].

– A signed request from the user is merely a request for the backend to attempt
a transaction, and the backend is at liberty to ignore it [51]. Only the signed
receipt is evidence of a transaction [52].

– In order to raise the profile of the signed receipt, balances are not kept
anywhere in the system [53].

Using these techniques, the accounting model supports the Finance level require-
ment of being cheap to operate. If the client software is missing something, then
it is a bug, and it properly belongs with the software developer, rather than
being covered up as an Issuer help desk problem.
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Rights

In order to ensure that owners maintain rights to assets that are managed on
the servers, the SOX protocol provides these three major features [54]:

1. Each user creates key(s) which are registered with the server. These keys are
as determined by Cryptography layer, below, and are required to provide a
unique identifier.

2. Value transfer is via three components:
(a) A key can be used to sign a payment order. This payment order can

be directed to a target account, or be open (bearer), and it has a fixed
amount of some determined type of value [55].
In this sense, the payment is analogous to a cheque. It differs from
chequing systems in that the SOX payment has no value until settled,
whereas a cheque is expected to have value on signing [56].

(b) A payment order can be deposited to a sub-account. Settlement depends
on a number of checks, such as funds in the source sub-account, and a
valid payment order signature from the source key.

(c) The Issuer server returns the receipt, mentioned in the above Accounting
layer.

3. Finally, in order to cope with network failure, the SOX protocol includes a
mail feature, that allows the server to communicate reliably with the client.
Packets that must be delivered to the client are placed in the mailbox, and
returned on every mail request. Each piece of mail must be signed for, and
if not signed for, is simply returned again.
In the context of the value transfer above, there is only one piece of mail,
being the receipt.

SOX is a flexible protocol. By replacing the deposit request, above, with trading
requests, it can be used for market trades as well as settlements [57].

In the trading context, requests that are implemented emulate standard mar-
ket functions such as looking at the order book for an instrument, placing an
order (buy or sell), monitoring the progress of an order and cancelling an order.
The SOX mailbox is used for the return of orders (assets and results).

Software Engineering

SOX as a protocol spans both the Rights layer and the Software Engineering
layer.

In networking, every transmission must be considered as a contender for
failure. As a corollary to this, relying on a connection-oriented protocol such as
TCP will not guarantee reliability, as its promise is only that that the data that
gets there is the correct data as sent [58].

To cope with these problems, SOX asumes a datagram network only, and
handles reliability itself [59].

Secondly, it bases communications on a request model, with each request be-
ing independent of the next, and each request only being complete when positive
feedback is received.



Financial Cryptography in 7 Layers 343

Thirdly, SOX requests are idempotent, so they can simply be repeated until
some confirmation comes back that one attempt has succeeded. Unique request
identifiers are included and used to filter out retries.

Fourthly, in order to implement SOX, a client must treat each request as
unreliable. For example, when a payment is written by the current client, that
payment is recorded as pending, which is eventually matched up with a receipt
arriving from the Issuer.

Or, the client gives the user the opportunity to cancel the payment simply by
re-using the unique identifer, and thus stopping the lost payment ever settling. In
this way, where it is impossible to guarantee a result, Ricardo extends reliability
management out to include the user.

Finally, SOX includes a comms layer that provides for key exchange for con-
fidentiality and authentication purposes.

Cryptography

The cryptography demanded by the upper layers includes:

– A key exchange method. Newer generations of SOX use Diffie-Hellman key
exchange, whilst older versions use RSA.

– A secret key encryption algorithm. IDEA was used in the past, Triple-DES
in current versions, and one of the AES algorithms is a likely contender for
the future.

– A public key signature scheme. For newer, DSA, and for older, RSA.
– A message digest method. SHA-1 is used, although MD5 has been used in

the past.

All of these algorithms are implemented as part of Cryptix, an open source
project that was spun off by Systemics in 1996. Cryptography and the crypto-
graphic techniques used in Ricardo are well discussed in the literature [60].

Concluding Remarks

Advantages of the Model

The model works well in tackling and reducing the inherent complexities of
Financial Cryptography. It does this by dividing the field into 7 areas, and
providing an interconnection method (layering).

Once a project is so layered, professionals within different disciplines can
clearly deliniate those areas within their expertise, and those which call for
other specialisations. Thus, lawyers can recognise the Governance layer as their
bailiwick, and pay due attention to it. Other layers can be treated, more or
less, as black boxes, interconnecting with requirements down and features up.
Likewise, programmers can concentrate on Software Engineering and Rights,
with more interest in Accounting than Governance.
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A project manager, with responsibility for delivery of a Financial Cryptogra-
phy system, finds this even more powerful, as the model offers a natural checklist
and vocabulary for coordinating the activity.

As an analogue of the 7 layer ISO Reference Model, it also wins on easy
familiarity with what we are trying to achieve.

What the Model Is Not!

The designation of 7 layers does not, in and of itself, encourage the design or
implementation of system components that fall neatly into one layer or another.
The notion of a layer 3 protocol providing services to a layer 4 protocol simply
does not work in practice [61].

Likewise, this model is not a design methodology. The description of a top-
down requirements process is illusory, and in practice, the requirements analysis
is more modelled by continuing and volatile negotiations between the layers.
Whilst it is descriptive to state that a requirement is bouncing up and down
between layers one and five, inclusive, this does not give much assistance to a
team leader in assisting a design process.

Criticisms of the Model

It is easy to criticise any model, as by definition, a model falls short of reality.
Here are some points:

– Does the set of layers describe Financial Cryptography accurately? Hettinga
suggests, perhaps only partly in jest, the name cryptographic finance, im-
plying that layers one to three may have greater claim to the original term
[62].

– The 7 layer model is static rather than dynamic. Once described, it works,
but how did we manage to construct it in the first place?

– Are there really 7 layers? Are the layers as described? About each of the
different layers we can ask many questions, including some troublesome ones:

• is the carve-up between Cryptography, Software Engineering and Rights
the best one?

• does Accounting deserve a full layer?
• does Governance really sit between Accounting and Value?
• can we quietly ignore Hardware, or slid it into Software Engineering,

where most applicable expertise lies?

My answer, today, is ‘yes’ to each, but only time will provide the real answer.

– The top-down requirements example of Ricardo seems to indicate a natural
design flow or methodology, but in practice the design process does not follow
that path.
Experience has shown that concentration on Finance, and then Value is
worthwhile. Then, the vertical flow breaks down; in particular, a lot of time
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is spent bouncing around the lower 4 layers in a negotiation for the best com-
promise, with occasional forays upwards in order to tune the requirements.
Governance always seems to come last in the design process, as its contents
are an admission of what the rest of the architecture has failed to cover.

– Layers one to four, up to Accounting, are fairly solid in terms of their disci-
plines, practices and methodologies. Layers five and up (Governance, Value,
and Application) are less well-defined.
This might represent a flaw, or it might indicate an intrinsically messy area.
Perhaps coincidentally, the ISO Reference Model exhibits the same pattern.

I believe that these criticisms are valuable in indicating that the model is
promising, as they help to refine ideas, rather than destroy them.
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Abstract. Every novel cooperative arrangement of mutually suspicious parties
interacting electronically — every smart contract — effectively requires a new
cryptographic protocol. However, if every new contract requires new
cryptographic protocol design, our dreams of cryptographically enabled
electronic commerce would be unreachable. Cryptographic protocol design is
too hard and expensive, given our unlimited need for new contracts.

Just as the digital logic gate abstraction allows digital circuit designers to create
large analog circuits without doing analog circuit design, we present
cryptographic capabilities as an abstraction allowing a similar economy of
engineering effort in creating smart contracts. We explain the E system, which
embodies these principles, and show a covered-call-option as a smart contract
written in a simple security formalism independent of cryptography, but
automatically implemented as a cryptographic protocol coordinating five
mutually suspicious parties.

1 Overview

1.1 Introduction

From simple abstractions, great power may bloom. Sometimes, this power comes not
from wholly new ideas, but rather from the emergent insights that arise when bits of
common wisdom from disjoint communities come together. For example, Shannon’s
formalization of the notion of information [33] built a bridge between the electrical
engineer’s intuitions about signals, encodings, and noise, and the mechanical
engineer’s intuitions about temperature and thermodynamic efficiency.

This paper takes a first step toward identifying such emergent insights by integrating
ideas from the object programming community, the capability-based secure operating
systems community, and the financial cryptography community. Historically:

• objects have been strong on abstraction and composition,

• operating systems have been strong on providing a shared platform in which
disparate processes can interact without being able to damage one another,
even if they contain malicious code, and

Y. Frankel (Ed.): FC 2000, LNCS 1962, pp. 349–378, 2001.
c© Springer-Verlag Berlin Heidelberg 2001
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• financial cryptography has been strong on cooperative protocols allowing
mutually suspicious parties to trade a diversity of rights in the absence of a
mutually-trusted platform.

Unfortunately, each has been weak in the areas where the other two are strong. By
bridging the intuitions of these communities, we can engineer systems with the
strengths of all three. The bridge described in this paper is based on a joint
appreciation, across all three communities, of a common abstraction, the Granovetter
Diagram shown in Fig. 1. The sociologist Mark Granovetter originally developed
diagrams of this type to illustrate how the topology of interpersonal relationships
changes over time, as people introduce people they know to each other [16]. Though
Granovetter devised this diagram in the context of human relations, we have found it
to be a powerful notation for understanding the relations between computational
objects in a network.

Alice

Carol

Bob

foo

Fig. 1. The Granovetter Diagram

We present this abstraction from four perspectives:

• As the basic step of Object Computation.

• As the foundation for Capability Security.

• As a Cryptographic Protocol implementing distributed capabilities.

• As material from which to build a diversity of Financial Bearer Instruments.

We are building the E system [11] to unify these perspectives. E is a simple, secure,
distributed, pure-object, persistent programming language. E blends the lambda
calculus, capability security, and modern cryptography. In integrating these diverse
features, E brings the diverse virtues of the Granovetter Operator to life. Throughout
the paper we present our examples in E, explaining the language briefly as needed.
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Since we can only touch upon each perspective briefly within the space allowed for
this paper, we have chosen breadth over depth, so that even a brief treatment can
unify the perspectives. Hopefully our references and future writings will provide the
needed depth as well.

1.2 Four Perspectives

Objects. The Granovetter Diagram shows the computation step fundamental to all
object computation: the “message send” (in Smalltalk terminology) or the “virtual
member function call” (in C++ terminology). Alice, Bob, and Carol are three objects.
In the initial conditions, Alice holds a reference to (points at, has access to) Bob and
Carol. Dynamically, we see that Alice is sending a foo message to (calling the foo
member function of) Bob, in which a parameter of the message (call) is a copy of
Alice’s reference (pointer, access) to Carol. For conciseness, we will refer to this
computation step as the Granovetter Operator.

Object-oriented message passing, along with encapsulation and polymorphism,
enables modular programming. By designing the interfaces between modules on a
need-to-know basis, we satisfy the principle of information hiding [25] that is the
basis of much important software engineering theory and practice.

Capability Security. The Granovetter Operator becomes a security primitive given
the following constraint: If Bob does not already have a reference to Carol, Bob can
only come to have a reference to Carol if a third party, such as Alice,

• already has a reference to Carol, and
• already has a reference to Bob, and
• voluntarily decides to share with Bob her reference to Carol.

Adding this property to an object system transforms it into a capability system. In a
capability system, only connectivity begets connectivity. In a capability system, an
object’s authority to affect the world outside itself is determined solely by what
references it holds, since the only way the object can cause an external effect is to
send a message via one of these references. Consequently, the mechanics of
reference-passing determine how authority can change over time.

The capability model prohibits certain possibilities, such as forgeable references or
mutable global variables, that the object computation model allows (though it does
not require them either). Although, in principle, the object computation model is
perfectly compatible with these prohibitions, most embodiments of object
computation (typically in the form of programming languages) disregard the
boundaries imposed by the capability model [20]. We explain why E does stay within
these boundaries, and so is capability-secure (as are these systems [19, 26, 37]). In
section 3.4 we will present an implementation of capability-based money as an
example.

The main capability-system design rule, the principle of least authority (sometimes
called the “principle of least privilege” [28]) requires one to design interfaces such
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that authority is handed out only on a need-to-do basis [6].

Cryptographic Protocol. Imagine now that Alice, Bob, and Carol are objects
residing on three separate machines on a computer network. Distributed object
systems, such as CORBA [5] and RMI [38], provide for the diagrammed message
send to proceed over the network, while preserving the core semantics of the object
computation model. However, these are cooperative protocols, in that they rely on the
assumption that the machines involved are correctly cooperating. By contrast, a
cryptographic protocol implementing the Granovetter Operator must also preserve the
semantics of the capability model, including the prohibitions, in the presence of
mutually suspicious objects residing on mutually suspicious machines.

We briefly explain Pluribus, E’s cryptographic capability protocol, turning E into a
securely distributed language. In section 4.4 we examine how the money example
(from section 3.4) transparently distributes by showing how Pluribus automatically
maps the pieces of the example to stock cryptographic-protocol elements.

Financial Bearer Instruments. If Carol provides a useful service, then the ability to
send messages to Carol may be a useful right. Perhaps Carol answers questions from
a store of knowledge that she alone is privy to. Perhaps she can affect some aspect of
the external world, such as pixels on a display or the cash dispenser of an automated
teller machine. Any secure system of electronic rights must solve at least three
problems:

• How to represent who currently has what rights.
• How to enable rights holders to exercise those rights they have, and no more.
• How to enable rights holders to securely transfer these rights.

The static reference relationships among objects exactly represent who currently has
what rights. Since a right is exercised by sending a message to an object that
embodies the right, such as Carol, the rule that you can send a message to any object
you have a reference to, but no others, provides for the exercise of those rights you
have, and no others. Finally, the transition shown on the Granovetter Diagram is both
the secure transfer to Bob of the right to pass messages to Carol, as well as the
exercise, by Alice, of whatever right Bob may represent.

In the face of widespread misuse of the term “electronic commerce”, we should
remember that “commerce” entails more than just the ability of a merchant to accept
monetary payment. Commerce is a rich set of market interactions that emerge when
territory and abilities are abstracted into “rights”, and a rich set of arrangements that
emerge for the mutually acceptable transfer of these rights. For large scale electronic
commerce, we should concern ourselves with those rights which are both
representable electronically and enforceable electronically, and with mutually-
enforceable arrangements for their transfer.

The Granovetter Diagram by itself shows the simplest — in the electronic world —
interesting such electronic right: a non-exclusive, specific, exercisable, non-assayable
bearer instrument. By contrast, the money example from sections 2 and 3 shows an
exclusive, fungible, non-exercisable, assayable bearer instrument. We sketch a
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taxonomy of other enforceable electronic rights, and show how most of these can be
built by simple compositions of the Granovetter Operator. Derivative rights, including
derivative financial instruments, are composed from underlying rights via familiar
object abstraction. In section 5.4 we show a covered call option as an example.

2 From Functions to Objects

Object computation can be understood as the sum of three elements1 [14, 19]:

Objects == Lambda Abstraction + Message Dispatch + Local Side Effects

2.1 Lambda Abstraction

Lambda abstraction [3] is a pure theory of nested function definition and application.
In E notation, conventional function definition and application should look familiar:

define factorial(n) : any {
    if (n <= 0) {
        1
    } else {
        n * factorial(n-1)
    }
}

? factorial(3)
# value: 6

The only unfamiliar element is the use of “: any” rather than an explicit return
statement. Like Lisp and Smalltalk, E is an expression language — the value of a
block of expressions is the value of the last expression in that block. This value is
filtered through the optional returns type declaration. “: any” allows any value to
be returned. If no return type is declared, then null is returned.

Nested function definition, familiar from all lexical lambda languages including
ALGOL60, Scheme, and ML, should also look familiar:

define adderCreator(x) : any {
    define adder(y) : any {
        x + y
    }

1 The remaining feature often thought to be defining of object-oriented programming
is inheritance. Though we do not view inheritance as a fundamental ingredient of
object computation, its widespread use in object-oriented programming practice
motivates its inclusion in E. However, E’s reconciliation of inheritance with
capability security principles [26] is beyond the scope of this paper.
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      to printOn(out)     { out print(`<$x,$y>`) }
      to getX       : any { x }
      to getY       : any { y }
      to add(other) : any {
         PointMaker(x + other getX, y + other getY)
      }
   }
}

? define p := PointMaker(3,5)
# value: <3,5>

? p getX
# value: 3

? p + PointMaker(4,8)
# value: <7,13>

From a lambda-calculus perspective, PointMaker is like adderCreator — it is
a lexically enclosing function that defines the variable bindings used by the object it
both defines and returns. From an object perspective, PointMaker  is
simultaneously like a class and a constructor — both defining the instance variables
for Points, and creating, initializing, and returning individual Points. We have
found such lambda-based object definition to be simpler, more expressive, and more
intuitive, than either of the common choices — class-based and prototype-based
object definition. The lambda-based technique for defining objects dates back at least
to 1973 [19], so we find it distressing that the other two are often assumed to be the
only available choices.

The returned Points are clearly object-like rather than function-like. Each Point’s
behavior contains four methods — printOn, getX, getY, and add — and every
request to a Point starts by naming which of these services is being requested. Now
we see that the foo in the Granovetter Diagram is simply a message-name. Extending
our earlier example, Alice’s behavior would be:

bob foo(..., carol, ...)

Some shortcuts above need a brief explanation.

• “a + b” is merely syntactic shorthand for “a add(b)”, and similarly for
other expression operators.

• The command line interpreter prints a value by sending it the printOn
message.

• The string between back-quotes and containing $-prefixed expressions is a
quasi-string. Like interpolated strings in Perl, it evaluates to a string by
evaluating the nested expressions and printing them into the enclosing string.
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• Methods, like getX, that have no parameters may be defined and called
without writing the empty parameter list, “()”.

• Finally, functions are simply one-method objects where the method is named
“run”. The previous adderCreator is therefor just syntactic shorthand
for:

define adderCreator {
    to run(x) : any {
        define adder {
            to run(y) : any {
                x add(y)
            }
        }
    }
}

2.3 Adding Side Effects

Two features of object programming implied by the Granovetter Diagram have been
left out of computation as so far described:

• First, the diagram implies that Bob is obtaining access to Carol, but
computation as so far described gives Bob no means for holding on to this
access.

• Second, we understand the diagram to say that Alice is giving Bob access to
Carol herself, not a copy of Carol [8]. However, in computation as has been
described so far, Carol is indistinguishable from a copy of Carol. We cannot
distinguish between pass-by-reference-sharing and pass-by-copy, but the
Granovetter Diagram clearly intends to show specifically pass-by-reference-
sharing. Were computation adequately described purely in terms of pass-by-
copy, the Granovetter Diagram would be unnecessary.

The introduction of side effects solves both of these problems.

Starting with lambda calculus (or with lambda plus message dispatch), there are many
ways to add side effects. The approach used by E, Scheme, ML, and many other
lambda languages is to introduce assignment.

How does assignment make Carol potentially distinct from a duplicate of Carol?
Consider:

define CounterMaker() : any {
    define count := 0
    define Counter {
        to getCount : any { count }
        to incr           { count += 1 }
    }
}
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? define carol := CounterMaker()
# value: <counter>

? carol getCount
# value: 0

? carol incr

? carol getCount
# value: 1

Two otherwise identical Counters are distinct because they have distinct count
variables that increment separately. All those who have access to the same Counter
are able to see the side effects of incr messages sent by others who have access to
this same Counter.

How does assignment enable Bob to retain access he has been given to Carol? By
assigning an incoming message-argument to an instance variable:

define BobMaker() : any {
    define carol := null
    define Bob {
        to foo(..., newCarol, ...) {
            carol := newCarol
        }

...
    }
}

2.4 Composites and Facets

Technically, by introducing assignment, we have made each variable into a distinct
primitive variable-object. A user-defined object then contains bindings from the
names of these variables to these variable-objects. The variable-objects in turn contain
the bindings to the current values of the variables. When the programmer writes a use-
occurrence of the variable in an expression, this causes the containing object to send a
getValue message to the variable-object to get its current value. When the
programmer writes an assignment, this causes the containing object to send a
setValue message to the variable-object.

When a variable is only in the scope of one object, as in all the above examples, we
usually ignore this distinction, and speak as if the containing object has bindings
directly from the variable names to the current values of these variables. But this
shortcut does not work for code such as:

define getterSetterPair(value) : any {
    define getter()   : any { value }
    define setter(newValue) { value := newValue }



358 Mark S. Miller, Chip Morningstar, and Bill Frantz

    [getter, setter] # this returns a pair of objects
}

Each time getterSetterPair is called, it defines a new value variable and
returns a list of two functions, one that will get the value of this variable and one that
will set it. This is a trivial example of a useful technique — defining several objects in
the same scope, each providing different operations for manipulating a common state
held in that scope.

On the left side of Fig. 2 we see, diagrammed in explicit detail, the objects and
relationships resulting from a call to getterSetterPair. On the right, the triple
is visualized as a single composite. Like an individual object, a composite is a
combination of state and behavior. Like an individual object, the state consists of all
of the variables within the composite. The behavior consists of all of the code within
the composite, but here we have an important difference.

setter

getter value value

setter

gettergetter

setter

value

Fig. 2. Composites and facets.

The behavior elicited by a message to the composite depends not just on the message,
but, obviously, on which object of the composite receives the message. Objects on the
surface of the composite — objects which may be referred to from outside the
composite, like getter and setter — are facets of the composite. The variable-
object, value, need not be considered a facet since we can tell that no reference to it
can escape from the composite.

The aggregation of a network of objects into a composite is purely subjective — it
allows us to hide detail when we wish. The technique works because the possible
interactions among composites obey the same rules as the possible interactions among
individual objects — these rules are therefor compositional.

2.5 The Dynamic Reference Graph

When speaking of object computation, all too much emphasis is often placed on the
objects themselves. The fabric of an object system is the dynamic reference graph. As
suggested by the Granovetter Diagram, objects (or composites) are the nodes of this
graph and references are the arcs. Only computation within the graph brings about
changes to the topology of the graph (the who refers to whom relationships), and it
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only brings about those changes that are enabled by the graph’s current topology. To
learn the perspective of the Granovetter Diagram is to see the dynamic reference
graph as primary, and objects themselves as secondary [21].

3 From Objects to Capabilities

3.1 Capability Operating Systems

The capability was first invented by secure operating system designers. It started as a
way to protect “primitive” resources such as memory segments [7], but was soon
generalized [39] into a protected ability to invoke arbitrary services provided by other
processes. For each process, there is a table associating small numbers (similar in
spirit to Unix file descriptors) with the capabilities held by that process. These small
numbers serve the same function as variable names do in the lambda calculus [26]. In
a pure capability operating system, such as KeyKOS [18] or EROS [34], a process’s
only source of authority is the capabilities that it holds.

A capability is normally thought of as a pairing of a designated process with a set of
services that the process provides. For example, in KeyKOS a capability carries a
numeric tag which an invoked process receives along with an incoming message. The
process then typically dispatches to a specific method based on both the numeric tag
and the KeyKOS equivalent of a message name. The equivalence with objects is
clear: the behavior looked up in this way, paired with the process-state, is the same
sort of state-and-behavior that defines an object. When different capabilities make
different behaviors from the same process available via different numeric tags, we can
view the process as a composite and each of its capabilities as a facet.

3.2 Patterns of Cooperation without Vulnerability

The capability model is, in a sense, the object model taken to its logical extreme.
Where object programmers seek modularity — a decrease in the dependencies
between separately thought-out units — capability programmers seek security,
recognizing that required trust is a form of dependency. Object programmers wish to
guard against bugs: a bug in module A should not propagate to module B. Capability
programmers wish to guard against malice. However, if B is designed to be
invulnerable to A’s malice, it is likely also invulnerable to A’s bugs.

Historically, although capability programmers have created stronger modularity in
this sense, they have harvested fewer of modularity’s benefits. Object programmers
have explored patterns [13] — a taxonomy of stereotyped arrangements of
abstractions that successfully work together. These abstractions work well together
because the modularity boundaries between them aid their combination rather than
obstructing it. In unifying the object paradigm with the capability paradigm, we hope
to see a growing taxonomy of patterns of cooperation without vulnerability —
stereotyped arrangements in which mutually suspicious, separately interested agents
may work together safely to achieve diverse goals. This paper explains a few such
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patterns.

So how do we get from objects to capabilities? It suffices to prohibit certain
deviations from pure object computation. (It is also convenient, though not essential,
to add a rights amplification primitive as explained below.) What are these new
prohibitions?

Only Connectivity Begets Connectivity. Consider all the ways Bob can obtain
access to Carol. Only three possibilities are allowed:

• Connectivity by Introduction. Somebody sends Bob a reference to Carol, as
shown in the Granovetter Diagram — If Bob and Carol already exist, this is the
only way Bob can obtain access: via a third party, such as Alice, under the three
conditions stated in the Perspectives section above.

• Connectivity by Parenthood. Bob creates Carol — Any object system must
have an object creation primitive. Should Bob use this primitive to create Carol,
Bob then has the only reference to Carol, unless and until he sends this reference
to someone else. In the earlier example of a PointMaker creating a Point,
the PointMaker at that moment has exclusive access to the new Point.

• Connectivity by Construction. If Bob’s creator has access to Carol at the time
of Bob’s creation, Bob may be created sharing this access — In essence, Bob is
born holding a reference to Carol. Referring again to the PointMaker example,
the PointMaker, with access to x as a parameter, creates a new Point that
has access to x as part of its initial endowment.

Languages that satisfy this constraint are sometimes called memory-safe languages.
Object systems with garbage collection depend on this property to enable garbage
collection to be semantically transparent. Since a disjoint subgraph cannot become
reconnected, its storage may be silently recycled.

Absolute Encapsulation. From outside an object, one must not be able to gain access
to the object’s internals without the object’s consent, even if one has a reference to the
object. For operating systems, this corresponds to the separation of processes, and is
quite common (even if imperfect) outside of capability operating systems. For
example, operating systems often control a computer’s memory management
hardware so that one process cannot read or write another’s address space or access
its (for example) file descriptors, even if the two processes are communicating.

All Authority Accessed only by References. The authority an object has to affect
the world outside of itself should be exactly represented by the references it holds. All
primitives for interacting with the external world must be embodied by primitive
objects, and one must obtain references to these primitive objects in order to exercise
the associated primitive functions. Anything globally accessible must therefor be
transitively immutable, otherwise it would constitute an unconditional source of
authority not controlled by the reference-passing rules [20, 26].
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Alice

Bob

VatA

VatC

VatB

Carol

2

4

1

3

c1

c2

b1

VatID + SwissNumber

Joe

Fig. 5. Pluribus in operation.

The description so far applies equally well to many distributed object systems, such as
CORBA and RMI, that have no ambitions to capability security. What more do we
need to make this into a secure protocol? (See also [4, 9, 10, 29, 36])

4.2 Cryptographic Capabilities

On creation, each vat generates a public/private key pair. The fingerprint of the vat’s
public key is its vat Identity, or VatID. What does the VatID identify? The VatID can
only be said to designate any vat which knows and uses the corresponding private key
apparently according to the protocol.
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Within a single vat, a capability-arrow is implemented as a traditional memory
address pointer. Capability security within an address space is built out of safe
language techniques (made popular by Java, but going back to LISP 1.5 and ALGOL
60). A capability-arrow can also go between vats. If Alice, Bob, and Carol are in three
separate vats, then Alice can talk to Carol only because VatA can talk to VatC. An
inter-vat data connection is secure and authenticated. We care about inductive
correctness — assuming a preexisting secure connection between Alice and Bob, and
another between Alice and Carol, can we establish a similarly secure connection
between Bob and Carol?

When VatC first exported, across the vat boundary, a capability to access Carol, VatC
assigned an unguessable randomly chosen number to Carol. We call this a “Swiss
number”, since it has the knowledge-is-authority logic loosely attributed to Swiss
bank accounts. When VatA first received this capability, VatA thereby came to know
Carol’s Swiss number and VatC’s VatID.

When Alice sends Bob a reference to Carol, VatA tells VatB Carol’s Swiss number
and VatC’s VatID. VatB now wishes to obtain the tail of a vat-crossing capability-
arrow referring directly to Carol, so that it may deliver this arrow-tail to Bob. VatB
first contacts an alleged VatC (using location routing/hint information which Pluribus
allows to be communicated along with the VatID) and asks it for VatC’s public key. It
verifies that this key matches the fingerprint that (it was told) is VatC’s VatID. The
handshake logic then proceeds along the lines of SSL (though without certificates,
and with perfect forward secrecy): VatC proves her knowledge of the corresponding
private key, then Diffie-Hellman key agreement leads to a shared session key for the
duration of the inter-vat connection. Only once an authenticated, secure data pipe is
set up between them does VatB reveal Carol’s Swiss number to VatC, enabling VatC
to associate messages, sent inside VatB to the proxy c2 and then encoded over the
network to VatC, with Carol.

A capability is an arrow, and an arrow has two ends. There is an impostor problem in
both directions. The VatID ensures that the entity that Bob is speaking to is the one
that Alice meant to introduce him to. The Swiss number ensures that the entity
allowed to speak to Carol is the one that Alice chose to enable to do so.

4.3 Payment in the Crypto Protocol

We now revisit the payment example from the section 3.4, describing the behavior of
the underlying Pluribus cryptographic protocol. Assume that Alice, Bob and the mint
are hosted by three separate vats (VatA, VatB and VatM) on three separate machines.

First Alice sprouts a new purse from her main purse, and transfers $10 into it:

? define paymentForBob := AliceMainPurse sprout
# value: <has 0 MarkM bucks>

This statement causes Alice’s vat (VatA) to send a message to the mint’s vat (VatM).
The message includes the Swiss number of AliceMainPurse and the operation
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sprout. VatM creates a new object as a result of the message and sends its Swiss
number back to Alice.

? paymentForBob deposit(10, AliceMainPurse)

VatA sends another message to VatM including the Swiss number of the newly
created paymentForBob purse and the deposit request. The parameters are the
immutable number 10 and the Swiss number of AliceMainPurse. VatM performs
the requested operation and returns a null to indicate that the request succeeded.

Then Alice sends a foo message to Bob, providing the purse containing $10 as
payment.

? bob foo(..., paymentForBob, ...)

VatA sends a message to Bob’s vat (VatB) passing the Swiss number of the bob
object and the operation foo. The parameters include the Swiss number on VatM of
the paymentForBob object, and the VatID of VatM. This information will allow
VatB to make a connection to VatM and use the paymentForBob object.

When Bob performs the deposit operation:

BobMainPurse deposit(10, payment)

VatB builds the connection to VatM. The connection building process checks that
VatM has the private key corresponding to the VatM VatID. After the connection has
been authenticated and secured, VatB sends a deposit message to the object with
the Swiss number of BobMainPurse passing 10 and the Swiss number of the purse
he received from Alice.

4.4 Generic Protocols, Reusable Security

Cryptographic protocol design is hard and error prone [30]. When we can, we should
design generic protocols that implement highly reusable security abstractions.

The messages sent between the Alice, Bob, and the mint above are like those that
might have been part of a simple cryptographic payment protocol. However, rather
than having to design a specialized cryptographic protocol for payment, we have
instead reused a generic cryptographic protocol, implementing only distributed
capabilities, in combination with a simple specialized object protocol to yield the
same effect.

5 From Capabilities to Financial Instruments

5.1 From Stuff to Financial Instruments and Smart Contracts

Real world markets started out with direct trade of physical objects. To oversimplify
greatly, ownership usually went along with possession and use, and, because of the
locality of matter, all three together were exclusive. The user interface was intuitive
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— you knew what rights you had because you could see your stuff. For Alice to
transfer ownership of a cow to Bob, Alice and Bob would move the cow’s physical
location from Alice’s territory to Bob’s. Both would then effortlessly have common
knowledge that the transfer had occurred, and who had which cows. Absent theft,
possession would be an adequate record of ownership. Cows were bearer instruments.
(There is some evidence that the first money was coins redeemable for cows [31].)
Over time, of course, more abstract rights were invented, as were more complex
arrangements for their transfer, usually with ghastly user interfaces and more room for
misunderstandings and disputes.

A major aspect of the emergence of capitalism from feudalism was the rise of
contract. By creating a contract, you could define and transfer an arbitrary bundle of
rights. The complexity of trade could now bloom, unrestrained by the simple limits of
physical matter. During the twentieth century, a great variety of financial instruments
was invented. These instruments represent the discovery of many new kinds of rights,
and ways of deriving these rights from more primitive rights. We should hope the
growth of financial cryptography will only accelerate this trend. For this hope to be
realized, we should seek not just the secure computational expression of the contracts
representing existing instruments, but the creation of secure material from which
similar new contracts can easily be built. Following Nick Szabo [35], we refer to a
partially self-enforcing computational embodiment of a contract as a smart contract.

To understand the job ahead of us, we start by classifying the characteristics of rights.

5.2 A Taxonomy of Kinds of Rights

By contrasting some of the rights and rights-transfer mechanisms we have already
seen — capability-passing vs. our example money — we can start to develop a
taxonomy of rights. (Economics elaborates this taxonomy much more fully, but we
will only present the subset relevant to this paper.)

 Capabilities Example Purse-Money

Shareable
vs.

exclusive

Alice shares with Bob her right
to access Carol.

When Bob deposits the payment from
Alice, he knows he has excluded

anyone else from using that money.

In the capability case, if Alice drops the capability after passing it to Bob, Bob
happens to have exclusive access to Carol, but this isn’t an exclusive right since Bob
is unable to know that he is the only one who has it.

In the real world, information is sharable and physical objects are exclusive.

Specific
vs.

fungible

A capability designates a
specific object.

Money is fungible, since we care only
about quantity, not individual bills.
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In the real world, real estate is specific and barrels of (a given grade of) oil are
fungible. Peaches in the supermarket are specific — you buy the ones you pick out.
Peaches ordered over Webvan are fungible — you order only by quantity.

Opaque
vs.

assayable

A capability is opaque, since
from the capability alone all

you can determine is what the
designated object alleges about

itself.

Bob can reliably assay the amount in
an alleged purse only by transferring

into a purse he trusts.

Assayability is needed for trade, since you must be able to determine what you would
be getting before deciding to purchase. However, exclusive rights can only be reliably
assayed by actually obtaining exclusive access to them, since otherwise, after you’ve
assayed them, someone else may gain the exclusive, cutting you out. Trade of
exclusives may therefor require a trusted third party who can hold them in escrow.

Exercisable
vs.

symbolic

A capability has value only
because it can be exercised, by

sending a message to the
object it designates.

As with fiat money, our example
money is purely symbolic, since one
can’t do anything with it other than

transfer it further.

There are many goods that are both exercisable and have symbolic value. For
example, gold is commonly used as a pure symbol of value, but gold is also used to
create electronic hardware and decorative jewelry.

It is curious that our example money is so different from capabilities, when the money
is trivially built out of capabilities. More puzzling is the transfer. Alice passed to Bob
only a capability, which therefor had all the rights-transfer properties of our first
column. However, by doing so, she also paid him money, which has all the properties
of the last column. Unsurprisingly, to resolve this we have to think in terms of two
levels of abstraction. We must understand how these levels relate to each other, but
we must keep them distinct.

At the capability level, Alice is sharing with Bob the specific right to (at the money
level) gain an exclusive on 10 fungible units of a particular currency. At the moment
when Bob’s foo method binds the incoming purse to the payment parameter-
variable, Bob is now (capability level) sharing with Alice this specific right. In the
next statement, where Bob deposits the money into his own purse, he is exercising
this right to gain an exclusive, and thereby obtaining exclusive rights.

To discuss the instruments presented below, we need to exercise similar care in
keeping the levels straight.

5.3 Options

From the point of view of a buyer, an option is the right to buy or sell some amount of
some underlying instrument, such as stock, for a fixed price, within a period of time.
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From the point of view of the seller (called an option-writer), it is an offer to sell or
buy at a locked in price, where the offer expires at a future time. Here we deal only
with a covered call option. Call means the option holder may buy the stock. Covered
means that the option seller puts aside stock to cover the possible exercise of the
option as long as the option is outstanding, ensuring that he has the stock to sell
should the option holder exercise her rights to buy.

Due to space limitations, the following is an idealization which nevertheless should
present the essence of a covered call option as a smart contract. Assume the existence
of a broker mutually trusted by the option buyer and seller. The option seller “writes”
the contract by delivering to the broker the last four parameters of the
CoveredCallOptionMaker below. (The first three parameters come from the
broker.) The broker invokes a CoveredCallOptionMaker within a vat he is
running (so the mutual trust of the contract-platform can be inherited from mutual
trust in the broker), and delivers to the option buyer the resulting
CoveredCallOption. The option buyer can exercise the option, paying the
exercise price and gaining the stock, by calling the exercise method before the
deadline has expired.

Among the simplifications: This protocol assumes share ownership is handled using
the same code we’ve been using for money. This seems plausible, as stock ownership
is also exclusive, fungible, and assayable. However, it is also exercisable — by voting
and collecting dividends [22]. When stock is put aside to cover a call, the owner loses
the right to sell it, but, until the option is exercised, retains the exercise rights of the
stock. The following code ignores this issue.

The only abstraction used below that is not yet explained is timer. timer provides
access to real-world time. Its relevant operations are:

timer after(duration, thunk) This tells the timer to call thunk
after duration time has passed.
(A thunk is a no-argument
procedure, such as cancel().)

timer now What’s the current time?

timer date(time) Returns a readable date string
representing time

In a typical object system, such a timer service might be globally accessible, but this
would violate the capability constraints. No amount of internal computation would
enable an object to determine the time, so access to time gives the object the ability to
be affected by the outside world. By making this access into a first class object, we
can instead supply other sources of time, as would be required, e.g., for deterministic
replay.

Again due to space limitations, the following code ignores distribution and
concurrency issues.
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5.4 An Options Smart Contract

define CoveredCallOptionMaker(
   timer, # access to a real-world time service
   escrowedStock, # reserves stock while offer is OPEN
   escrowedMoney, # intermediate money-transfer purse

# The 3 args above are from broker. The 4 below  from options-writer
   stockSrc, # provides the stock offered for sale
   deadline : integer, # time until which the offer is OPEN
   moneyDest, # where the seller receives payment
   exercisePrice : integer # price that must be paid for the stock
) : any {

# how many shares are offered
   define numShares : integer := stockSrc getBalance

# escrow all the shares in stockSrc
   escrowedStock deposit(numShares, stockSrc)

# one of OPEN, CLOSED, or CANCELLED
   define state := "OPEN"

   define cancel() {
      if (state == "OPEN") {

# return the stock to the seller
         stockSrc deposit(numShares, escrowedStock)
         state := "CANCELLED"
      }
   }

# after the deadline passes, call cancel()
   timer after(deadline - timer now, cancel)

   define CoveredCallOption {
      to printOn(out) {
         if (state == "OPEN") {

# converts to readable date string
            define expiration := timer date(deadline)
            out print(`<option to buy $numShares ` +
                      `for $exercisePrice by $expiration>`)
         } else {
            out print(``)
         }
      }
      to getState         : any { state }
      to getNumShares     : any { numShares }
      to getExercisePrice : any { exercisePrice }
      to getDeadline      : any { deadline }

      to exercise(moneySrc, stockDest) {
# throws “not open” if test fails

         require(state == "OPEN", "not open")
         require(timer now < deadline, "too late")

         escrowedMoney deposit(exercisePrice, moneySrc)
# only if the call-writer can be  properly paid do we proceed
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         state := "CLOSED"
         try {
            moneyDest deposit(exercisePrice, escrowedMoney)
         } finally {
            stockDest deposit(numShares, escrowedStock)
         }
      }
   }
}

When the option is written, the stock in the purse provided by the option seller is put
into escrow within the returned CoveredCallOption, but the original purse is
remembered in case the stock needs to be returned. The CoveredCallOption and
the cancel function share the same state. They can be seen as facets of the option-
composite. Only the timer holds a reference to the cancel facet.

If the option holder calls exercise, then the option will first attempt to deposit
from the holder’s moneySrc purse into the broker’s empty escrowedMoney
purse. Only if this succeeds does the option then transfer the money and stock from
the purses in which they are escrowed into the writer’s moneyDest purse and the
holder’s stockDest purse, respectively, and close the option. If the money is not
successfully escrowed, the stock isn’t transferred and the option remains open.

Alternatively, if the deadline passes before the option is exercised, the escrowed stock
is transferred back into the purse it came from and the option is cancelled.

So what kind of a right have we created here? It is specific, but fungible options can
be created. It isn’t quite assayable, as the options holder cannot reliably tell which
stock is being offered or which currency is demanded in exchange, but a more
complex contract in the spirit of the above code can provide full assayability (given
trust in the broker, of course). It is certainly exercisable! It also introduces a new
dimension — it is perishable rather than durable. The right to exercise spoils after a
time.

However, unlike a real-world option, it is sharable rather than exclusive. If Alice, the
initial options holder, wishes to give Bob the option, Bob must assume that Alice still
holds it, and therefor may still exercise it. As with the purse, they are sharing rights to
manipulate exclusive rights. However, Bob cannot cope in the same manner, since the
exclusive he wants now is not an exclusive on the underlying stock but an exclusive
on the right to exercise the option. How can we make an exclusive option?

We could try rewriting the above code to provide exclusivity as well, but the result
would mix separate concerns into one abstraction. Better to add exclusivity to the
above code by composition. Here’s an adaptation of our money code to provide
exclusivity for a single specific exercisable object:

define TitleCompanyMaker(precious, name) : any {
   require(precious != null, "must provide an object")
   define [sealer, unsealer] := BrandMaker pair(name)
   define PurseMaker(myPrecious) : any {
       define extract() : any {
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programming world, but without the security shown. The creation of cryptographic
protocols for securely trading a variety of financial instruments is familiar in the
financial cryptography world, but without the separation of concerns and easy
composability shown. The best capability operating system work [18] does combine
abstraction and security in this way, but without a notation to make the issues clear,
and only when all parties fully trust one common platform.

By using the Granovetter Operator as a bridge, we are able to apply strengths from all
three worlds synergistically to the engineering of a single integrated system.

Financial cryptography is a broad field encompasing a wide range of more specialized
problem areas: cryptosystems, transactional protocols, user interface design, interface
with existing financial and legal institutions, accounting, interface with legacy
systems, creation of innovative financial instruments and institutions, the list is
endless. However, the benefits achievable from specialization in any of these
subfields have been limited by the costs of systems integration. It has hitherto been
difficult to layer abstractions so that one can think clearly about one part of a system
design without having to think about all the other parts of the system design
simultaneously. This is especially troublesome in the development of financial
systems where developers must proceed very cautiously due to the enormous potential
cost of errors. It is our hope that the abstractions, tools and notation we have
presented here will go a long way towards filling the need for the kinds of
compositional power that will enable us to realize the tremendous promise of the
world of electronic commerce.
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